Product Brief

Wireless LAN 2200 Series

Anytime, anywhere access—

That is the promise wireless brings; the
ability to use the same applications you
have access to from your desktop—

no matter where you are.

The nature of wireless—

Unrestricted by walls or doors—brings
with it an inherent challenge: security.
Add to this total cost of ownership,
functionality, and manageability,

and you realize that up until now,
Wireless LAN offerings have been
unable to make the grade for the
majority of enterprise customers.

Corporations want their

wireless network to be an extension

of their wired network. They seek
standards-based solutions, which address
security, Quality of Service (QoS), interop-
erability, and are capable of being
managed by one system.

The Nortel Networks WLAN 2200
Series makes it possible, by bringing
the combination of true flexibility, total
security, true choice, and integrated
management into the enterprise.
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Introducing Nortel Networks WLAN 2200 Series

is comprised of:

The Nortel Networks WLAN 2200 Series providing data connectivity

* WLAN Mobile Adapters 2201 and 2202—Multi-mode network adapters with
integrated antennae supporting 802.11a/b and 802.11a/b/g standards respectively.

* WLAN Access Points 2220, 2221, and 2225—Standalone multi-mode access points
supporting 802.11a/b, 802.11b, and 802.11a/b/g, respectively. They can be comple-
mented by the WLAN Security Switch 2250.

* WLAN Access Ports 2230 and 2231—Multi-mode access ports with air monitoring
capability and complemented by the WLAN Security Switch 2270.

* WLAN Security Switches 2250 and 2270—Additional layer for a centralized architecture
that offers a highly secure and cost-efficient WLAN network.

With its unique feature set and flexible architecture, the WLAN 2200 Series offers an
enhanced user experience through true flexibility, total security, and integrated manage-
ment, with the intelligence and performance for mass deployment of multi-service

wireless networks.

True flexibility—More than mobility, flexibility means customers having equipment
interoperable with any Wi-Fi® certified device, preserving existing WLAN deployments
and seamlessly roaming across access points, different wireless technologies, IP subnets,

and buildings within the campus.

Total security—A layered approach to security, where modular or stand-alone, distributed

or centralized, Hybrid or Adaptive solutions are available to suit customer requirements.

Integrated management—Simplified operations and reduced costs through easy

configuration, automatic maintenance, and intuitive network management.
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Figure 1. Focusing on the customer requirements
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True choice—Customers can choose the Wireless LAN solution that best meets their needs:

¢ For enterprises who desire distributed security in a small or limited WLAN, or who
wish to extend an existing WLAN, while maintaining predictability in the RF, the most
cost-effective choice is the Standalone solution.

This is provided by the WLAN Access Points 2220, 2221, and 2225 together with the
WLAN Mobile Adapters 2201 and 2202.

¢ For enterprises who desire centralized security in a larger WLAN or who wish to
enhance an existing WLAN in a multi-vendor environment, the most cost-effective
choice is the Hybrid solution.

Centralized security and management are provided by the WLAN Access Points 2201,
2221, and 2225 together with the WLAN Mobile Adapters 2201 and 2202. Security is
provided by the WLAN Security Switch 2250.

* For enterprises that desire centralized security and management plus total control of the
RF domain, and have yet to deploy WLAN or to re-deploy WLAN, the most cost-
effective choice is the Adaptive solution.

This is provided by the WLAN Access Port 2230 and 2231 together with the WLAN
Mobile Adapters 2201 and 2202. Centralized security and management are provided
by WLAN Security Switch 2270.

The principles of true flexibility, total security, integrated management, and true choice
are fundamental to the design of all the products in the WLAN 2200 Series (Figure 1).

Nortel Networks WLAN Mobile Adapters 2201 and 2202

Credit card-size multi-mode network adapters that fit into a laptop computer or PDA.

Some of the features supported include:

Support of multiple IEEE 802.11 standards—While the WLAN Mobile Adapter 2201
runs IEEE 802.11a and b standards and the WLAN Mobile Adapter 2202 supports
802.11a, b, and g, they both offer the same feature set; they support all the IEEE 802.11
standards offered in the WLAN 2200 Series and are consequently the devices of choice to
complement any Nortel Networks WLAN Access Point or Access Port.

Simplicity of use—Customers can manage their own profiles (home, work, hotspot, etc.)
and monitor the surrounding WLAN networks. Additionally, as the adapters are compatible
with major and widely deployed operating systems, they incur less I'T support on the
client side.



Nortel Networks WLAN Access Points 2220, 2221, and 2225

Nortel Networks WLAN Access Points are high-end plenum rated products especially
designed for enterprises. They represent the first layer of security for the WLAN network
and they can be deployed either in a distributed architecture (i.e., standalone) or in a
centralized architecture, associated with a Nortel Networks WLAN Security Switch 2250.

Flexibility
Multi-mode support and roaming
Nortel Networks WLAN Access Point 2220 is dual-mode, simultaneously supporting

802.11b (up to 11 Mbps in the 2.4-GHz radio band) and 802.11a (up to 54 Mbps in
the 5-GHz band) radio standards.

Nortel Networks WLAN Access Point 2221 offers similar functions as 2220 but over the
802.11b radio only. It has been designed for countries where the local regulatory standard
does not allow 802.11a.

Nortel Networks WLAN Access Point 2225 is a modular access point where radio modules
can be added—ecither 802.11a, 802.11 b/g (up to 54 Mbps in the 2.4-GHz band and
backward compatible with 802.11b), or both, to become a multi-mode 802.11a/b/g
access point. It also supports external antennas for flexible coverage.

All Nortel Networks WLAN Access Points share a common feature set and can seamlessly
roam with each other and with any Wi-Fi certified access points supporting the 802.11f
standard (IAPP — Inter-Access Point Protocol). Thus, in a mixed vendor environment, they

offer roaming from one access point to another and from one radio mode to another.

TurboMode

Nortel Networks WLAN Access Points 2220 or 2225 used with WLAN Mobile Adapters
2201 or 2202 support a double rate 108-Mbps TurboMode. This doubles the throughput
of the standard 802.11a 54 Mbps. This is particularly useful for bandwidth-hungry exer-

cises such as printing large files.

Super G’
Nortel Networks WLAN Access Point 2225 used with WLAN Mobile Adapter 2202
supports a double rate 108 Mbps in the standard 802.11g for a better end-user experience.

802.3af standard Power over Ethernet

All Nortel Networks WLAN Access Points can be powered via their Ethernet port. This
simplifies deployment when installing an access point where power is not usually found,
such as above a false ceiling. Powering a device by its Ethernet port, using a product such
as Nortel Networks BayStack® 460-24T-PWR Power over Ethernet Switch, can prove
extremely cost-effective when compared to the cost of installing a power outlet. Power
delivered via the Ethernet port can also be protected more easily with a centralized battery
backup or a UPS.

Adjustable RF power

Nortel Networks WLAN Access Points support different levels of RF power control,
enabling the radio output to be adjusted. This allows administrators to control access
point coverage and prevents the radio signal from extending too far or to compensate for
coverage lapses. Where greater density of access points is required for higher bandwidth or
higher user count, reducing the range permits more access points to be installed without

overlapping signals.

Access Point 2220

Access Point 2225

T Future software release.



t Feature available only on WLAN Access Point 2225.
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Quality of Service: Data rate control, priority queuing, and WLAN
Multimedia Extension (WME)'

Nortel Networks WLAN Access Points can be configured to support only mobile units

allowing specific data rates. This can prevent slower devices from connecting to the network.

Nortel Networks WLAN Access Points support QoS. Client traffic can be prioritized
globally or individually by MAC address, VLAN tag, or Ethernet type to enhance the end-
user experience. This allows multimedia applications to have a higher priority and conse-
quently a minimum delay in busy wireless networks. Thus, a variety of multi-service clients,
including Nortel Networks Mobile Voice Client 2050 and Nortel Networks PC Soft Phone

12050, are able to provide superior voice quality, even during times of network congestion.

Nortel Networks is actively participating in the development of the IEEE 802.11e standard
defining QoS WLAN networks and considers the implementation of WME (WLAN
Multimedia Extension), a subset of this standard, allowing multimedia use prior to 802.11e

ratification and certification.

Multiple SSID (Service Set IDentifier)"

Nortel Networks WLAN Access Points can organize the wireless interface into different
groups that each has a different SSID. These WLAN groups can share common character-
istics such as groups of 802.11a users versus 802.11b/g users; groups of voice devices
versus data devices, or in an airport environment—for instance, one SSID can be associ-
ated with the airline employees while the other is used for public access (hotspot).

Most importantly, the Multiple SSID feature on Nortel Networks WLAN Access Points
enables different QoS to be assigned to different users on the same access point. So voice
devices, such as handsets for example, can have a different QoS assigned to them than
PDAs running data.

To maintain an end-to-end QoS, Nortel Networks WLAN Access Points also allow the
mapping of SSID with VLAN for the wired network.

Security
Nortel Networks WLAN Access Points provide a first line of defense by offering basic,
standalone security for customers who do not have stringent security requirements.

Towards 802.11i

802.11i is an 802.11 standard, under ratification, providing highly secure authentication
and encryption. WPA (Wi-Fi Protected Access) is the subset of 802.11i which has been
deployed pending ratification of the standard.

Nortel Networks WLAN Access Points support the latest 802.11 security standards,

including:

* WEP—An optional encryption standard between 802.11 stations (devices and access
points). Nortel Networks WLAN Access Points can use up to 152 bit keys for
encrypting data.

* 802.1x—A way to control access (authentication) to wireless networks by port control.
Nortel Networks WLAN Access Points support the most used implementation of
802.1x: MD5, EAP-TLS, EAP-TTLS, PEAP.

* WPA—An enhanced data encryption via TKIP to correct WEP vulnerabilities, and an

enhanced authentication framework and key management via 802.1x and EAD,



Filtering

To complement the security standards, Nortel Networks WLAN Access Points also offer
filtering capabilities:

* Ethernet type—Filtering out Ethernet packet frames matching a selection of Ethernet

protocol types to reinforce security rules

* Local bridge—Preventing direct node-to-node connection through the WLAN Access
Point to preserve security and radio resources

* AP management—Preventing the access point configuration to be changed by a wireless

client directly associated to it

* Local MAC—Allowing or denying the WLAN access to the MAC addresses listed in
the access control table maintained by the I'T manager

Multiple VLAN support

Nortel Networks WLAN Access Points also support Virtual LANs (VLAN) so wireless
clients can be segmented into different VLANSs for security or QoS purposes. Using separate
VLANSs prevents communication between different clients in different VLANS unless it is
switched or routed on the wired LAN.

Closed system

Nortel Networks WLAN Access Points can stop broadcasting the name of the WLAN
network (SSID — Service Set IDentifier). Consequently any client computer that has not
been configured with the correct SSID cannot access the LAN. This feature represents an
additional layer of security for WLAN networks, preventing hackers from connecting to
the network.

Management
Web-based management

Nortel Networks WLAN Access Points feature a Web-based management interface for
ease of installation and management. The intuitive browser-based interface allows access

to configuration and management options.

Dual firmware images

Each Nortel Networks WLAN Access Point has built-in redundancy with two firmware
images for increased network availability. Should an Access Point experience an issue
with the primary image, it will automatically switch to the secondary image and

continue to function.

Failover protection and recovery

Nortel Networks WLAN Access Points have the ability to detect when their Ethernet link
is lost. Once the link failure is detected, the radio link is shut down so the devices
connected to them can associate with other Access Points that have an active LAN

connection. This will allow a consistent end-user experience.

An automatic recovery mechanism allows Nortel Networks WLAN Access Points to peri-

odically check the link status and activate the radio connection as soon as the connection

to the LAN is back.
While both the Nortel Networks WLAN distributed and centralized architectures offer

security and flexibility, the centralized architecture is unique in its ability to offer
additional benefits in terms of a simple and unique management system (Figure 2).



Figure 2. WLAN enterprise
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In the distributed architecture, standalone access points are directly connected to the LAN

and all the security features are processed at this entry point.

In the centralized architecture, a network platform centralizes the management and
p £
policies for the access points, as well as providing additional extensive features.

Nortel Networks WLAN, when deployed in a centralized architecture, includes two solutions:

* The Hybrid solution implementation is based on Nortel Networks WLAN Access
Points 2220, 2221, or 2225 and Security Switch 2250. This solution provides a LAN-
like experience, extending the reach of the LAN to wireless transparently. It offers a
low-cost solution for defined WLAN coverage while providing secure services. As it is
compatible with first-generation products, it can be added to an existing network to
address the issues encountered in first-generation WLAN deployments.

* The Adaptive solution implementation is based on Nortel Networks WLAN Access
Ports 2230 or 2231 and Security Switch 2270. This solution extends the LAN and
offers RF specific functions. Thanks to real-time air monitoring, it can perform
dynamic coverage avoiding costly site surveys and maintenance costs in changing

environments. Thus the network security starts over the air.

Customers who want Customers who want a

Expansion to
a simple solution scalable, centralized RF Domain
security solution

Nortel Networks WLAN Security Switch 2250

Nortel Networks WLAN Security Switch 2250 allows customers to deploy a Hybrid
solution with the WLAN Access Points 2220, 2221, or 2225. It gathers all the WLAN
network commands in one point and brings an additional layer of security to the network

while maintaining the solution flexibility.

Flexibility

Network deployment

Nortel Networks WLAN Security Switch 2250 can be deployed to complement any
vendor’s standards-based Wireless LAN infrastructure. It is flexible enough to be deployed
in the wiring closet, at the edge for aggregation on a corporate LAN, or even a data center
at a distant location of the WLAN network. It can directly or indirectly connect to the

access points.



Full enterprise roaming

Nortel Network WLAN Security Switch 2250 allows users to roam seamlessly and
securely across the enterprise campus (i.e., across IP subnets) by authenticating, creating,
and maintaining a VPN tunnel between the Mobile Adapter and the WLAN Security
Switch 2250. By preserving the user’s identity, users can access their applications from
anywhere without having to reload or re-attach as they roam across the network. This is
particularly important in an IP Telephony environment where dropped calls are inconven-
ient, frustrating, and could impact customer satisfaction.

Multiple authentication options

Nortel Networks WLAN Security Switch 2250 supports multiple authentication mecha-
nisms including local database, LDAP, RADIUS, NTLM, and Active Directory so that
access can be controlled on a per-user basis without the need for duplicate authentication
servers. A centralized and integrated security framework—such as Nortel Networks
Unified Security Framework—enables enterprise customers to benefit from a simpler and
safer access control model with a consistent user interface.

Visitor-based networking

Nortel Networks WLAN Security Switch 2250 can capture WLAN users’ Web browser
sessions and redirect them to a built-in portal where they are asked to provide credentials
for authentication. Once authenticated, the users will have the access rights associated to
their profile and group. This is particularly useful in hotspot environments or for allowing
visitors to the campus to gain a limited access to the enterprise LAN.

Security
Encryption
Nortel Networks WLAN Security Switch 2250 supports multiple tunneling methods:

¢ Point-to-Point Tunneling Protocol (PPTP) enhanced by One Time Password (OTP).
The basic idea of OTP is to transmit a “password” that can only be used for one run
of an authentication dialogue.

e Secure Sockets Layer (SSL) allows users to securely connect to their intranet through
a Web portal.
* Internet Protocol Security (IPSec) either in a pass-through mode or terminating on

the switch itself.

All these encryption mechanisms can run using Microsoft™ clients that come with Windows
XP or 2000, as well as industry-leading clients such as the Nortel Networks Contivity™.

Firewall and global security filters

Nortel Networks WLAN Security Switch 2250 offers two levels of firewalling:

* Packet filtering at all layers to allow/prevent access to services from specific machines

o State-aware firewall at Layer 4 to prevent unauthorized traffic from leaving or entering

the local network on receiving a valid handshake

These firewall rules can be defined on a per-group and profile basis for ultimate protection

of the LAN.
Nortel Networks WLAN Security Switch 2250 also provides multiple global security

filters such as protection against denial of service, protection against port scanning, or

support logging.

T Future software release.



Mobile Adaptive Tunneling

Key to Wireless LAN switching is the ability for customers to access the network securely
from anywhere, at any time. Mobile Adaptive Tunneling provides granular access control
to corporate networks, enabling administrators to dynamically provide full or limited
access to corporate resources based on user profile, access type, and device security. For
example, a wireless user accessing the corporate network from their personal laptop at the
local cybercafe may be given limited access to intranet applications, while another user
accessing the network from their corporate-owned laptop may be given full secure IP level
access to the network or limited browser-based access to few applications. It all depends
on the security level defined in the user profile. This helps in protecting the corporate
intranet from any malicious activity which may occur due to “compromise” of an unse-
cured device such as a personal laptop.

Providing this flexible approach to security lets enterprises extend their wireless network
to a broader audience, such as visiting guests or contractors, without compromising their

security standards.

Unauthorized access point detection

To detect and alleviate the security threat posed by unauthorized (‘rogue’ and ‘free agent’)
access points, Nortel Networks WLAN Security Switch 2250 monitors the air and the
wired network.

Unauthorized devices result in a trap being sent to the network management platform
with information about the unauthorized device. This prevents any intentional or invol-
untary security hole in the enterprise coverage.

Management

High availability mode!

Nortel Networks WLAN Access Points have built-in redundancy with two firmware
images for increased network availability. Further redundancy is provided when two

or more Nortel Networks WLAN Security Switch 2250s are configured as a cluster.
Members of the cluster exchange and synchronize information about connected wireless
clients, sharing the load, increasing performance and network coverage, and eliminating
single points of failure. In the event of a switch failure, the remaining Security Switches
take on the additional traffic.

As shown in the following sections, the Adaptive solution implementation offers similar
functionalities as the Hybrid solution but the functions are distributed differently between
the Nortel Networks WLAN Access Ports 2230 or 2231 and Security Switch 2270.

The WLAN Access Ports not only provide WLAN access but also perform continuous air
monitoring. This RF information is sent to the WLAN Security Switch 2270, where it is
processed and where decisions about RF management are taken.

T Future software release.



Nortel Networks WLAN Access Ports 2230 and 2231

Nortel Networks WLAN Access Ports are plenum rated products especially designed
for enterprises. They can be deployed only in a centralized architecture and associated

with a Nortel Networks WLAN Security Switch 2270.

Nortel Networks WLAN Access Port 2230 simultaneously supports 802.11b/g (up to
54 Mbps in the 2.4-GHz band and backward compatible with 802.11b) and 802.11a
(up to 54 Mbps in the 5-GHz band) radio standards.

Nortel Networks WLAN Access Port 2231 offers similar functions as 2230 but over
the 802.11b/g radio only.

Both can come with built-in antennae but also support external antennae for flexible

coverage. They can be powered via their Ethernet port.

Nortel Networks WLAN Security Switch 2270

The functions of air monitoring and RF information analysis are complementary and
consequently, Nortel Networks WLAN Security Switch 2270 and WLAN Access Ports

cannot work one without the other.
Nortel Networks WLAN Adaptive solution provides many of the same functionalities
as the Hybrid solution:

* Flexibility-—Multiple-mode roaming, turbo-mode, Super G, full enterprise roaming,
multiple authentication options, 802.3af standard Power over Ethernet, Quality of
Service providing priority queuing, WME, and Multiple SSID

+ Security—WED, 802.1x, WPA, Multiple VLAN, closed system, firewalling, IPSec
termination, VPN pass-through, and unauthorized access point detection

+ Management—Web-based management, failover protection, high availability on both
WLAN Access Ports and Security Switch

The Adaptive solution also offers the following specific functions.

Flexibility
Dynamic load balancing

Nortel Networks WLAN Adaptive solution provides load balancing of users across
multiple WLAN Access Ports to enhance the end-user satisfaction and optimize the
WLAN network performance even under stress. This is done automatically to minimize

the network maintenance and increase the network responsiveness.

Quality of Service for WLAN

QoS on the Adaptive solution ensures a minimum delay. When using multimedia applica-

tions, maintaining this delay near a constant value (i.e., minimum jitter) and prioritizing
traffic for better performance are essential. It has been fully tested and optimized to
support Nortel Networks WLAN Handsets 2210 and 2111.

Access Port 2230

Security Switch 2270




Management tool

Site survey tool
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Security
Unauthorized access point “containment”

While the Hybrid solution can detect unauthorized access points and shut down
the LAN port they were connected to, the Adaptive solution goes a step further by
preventing users from associating with the unauthorized access points even if they are not

physically connected to the LAN. This is known as “containment”.

This feature can also be deployed as a protective shield against wireless intruders in
environments where WLAN access is not desirable.

Unauthorized access point location

Once an unauthorized access point is detected, the Adaptive solution can also provide location
information so that appropriate measures can be taken quickly.

Management

Plug n'Play and Plug n'Grow

Once plugged to the LAN, Nortel Networks WLAN Access Ports are capable of finding
the WLAN Security Switch 2270 they should associate to. Thus, they automatically
download their configuration (channel, RF power) and discover the other Access Ports
present in the WLAN network. As the network grows, additional Access Ports can be
added and the whole network will adapt automatically.

Real-time dynamic coverage

Thanks to the continuous RF information monitored by the WLAN Access Ports, the
WLAN Security Switch 2270 makes real-time decisions to optimize the RF coverage. It
prevents interferences by assigning the right channels to the WLAN Access Ports. It also
detects and corrects any coverage hole appearing in the network, adjusting the RF power
of each Access Port.

As a result, the WLAN network always has optimum resource allocation and high quality

for the end user as it adapts in real-time to the new environmental constraints.

Automatic firmware synchronization
When a new firmware is downloaded on the WLAN Security Switch 2270, the WLAN

Access Ports automatically detect it and proceed to the firmware upgrade, saving mainte-

nance time and costs and also ensuring that the latest improvements are available in the
WLAN network.

Site Survey Tool

Nortel Networks WLAN Site Survey Tool is a comprehensive tool for customers who
want to fine-tune their WLAN network deployment. While the RF prediction tool offered
with the Nortel Networks WLAN Management System is generally sufficient, in complex
environments a full site survey may be required.

Location Services Software

Nortel Networks WLAN Location Services Software provides highly accurate location
information (to less than 10 meters) for inventory management. This is useful for E911
emergency call location, unauthorized access point detection, and tracking devices in very

mobile environments such as healthcare, warehouses, or for inventory management.



Multimedia applications

Today’s business environments require mobility and secure always-on connectivity to
compete. Some industries, including healthcare, education, hospitality, and transportation,
have networking requirements where an untethered wireless solution delivers immense
benefits.

IP Telephony over WLAN is a growing market that Nortel Networks WLAN Handsets
and our WLAN 2200 Series are ideally positioned to service. The WLAN 2200 Series
includes several features specifically for this purpose, such as QoS with WME, full roaming,

and radio resource optimization.

Why Nortel Networks WLAN 2200 Series

Nortel Networks WLAN 2200 Series provides a secure mobile networking environment,
featuring true mobility across the campus, total security to protect the network, and inte-
grated management for control of the wireless environment. Wireless LAN technology can
deliver enormous benefits to the enterprise by removing the tether of a cable restricting
employees to their desks. The freedom wireless brings allows users access to information
anytime, anywhere and improves productivity. Nortel Networks approach to mobility is to
eliminate boundaries and deliver a solution that enables access to the same applications in
the wireless domain that users have access to in the wired domain. True mobility makes
access to multi-service applications like IP Telephony possible. This and the development
of handheld devices, such as the PDA or WLAN handset, have brought an unplugged
world a step nearer and the enterprise closer to Nortel Networks vision of “One network,

a world of choice.”

Nortel Networks is the only vendor in the industry with the wealth of experience in voice,
data, wireless, and security technologies for enterprise and service provider customers. This
experience uniquely positions Nortel Networks award-winning WLAN 2200 Series as
best-in-class for its ability to deliver a mobile network that provides a secure, adaptable,
multi-service solution.

Figure 3.
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