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2. Redtrictions on use; reservation of rights. The Software and user manuals are protected under copyright laws.
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Software or user manuals, in whole or in part. The Software and user manuals embody Nortel Networks’ and its
licensors’ confidential and proprietary intellectual property. Licensee shall not sublicense, assign, or otherwise disclose
to any third party the Software, or any information about the operation, design, performance, or implementation of the
Software and user manuals that is confidential to Nortel Networks and its licensors; however, Licensee may grant
permission to its consultants, subcontractors, and agents to use the Software at Licensee’s facility, provided they have
agreed to use the Software only in accordance with the terms of this license.

3. Limited warranty. Nortel Networks warrants each item of Software, as delivered by Nortel Networks and properly
installed and operated on Nortel Networks hardware or other equipment it is originally licensed for, to function
substantially as described in its accompanying user manual during its warranty period, which begins on the date
Software is first shipped to Licensee. If any item of Software fails to so function during its warranty period, as the sole
remedy Nortel Networks will at its discretion provide a suitable fix, patch, or workaround for the problem that may be
included in a future Software release. Nortel Networks further warrants to Licensee that the media on which the
Software is provided will be free from defects in materials and workmanship under normal use for a period of 90 days
from the date Software is first shipped to Licensee. Nortel Networks will replace defective media at no charge if itis
returned to Nortel Networks during the warranty period along with proof of the date of shipment. This warranty does not
apply if the media has been damaged as a result of accident, misuse, or abuse. The Licensee assumes all responsibility
for selection of the Software to achieve Licensee’s intended results and for the installation, use, and results obtained
from the Software. Nortel Networks does not warrant a) that the functions contained in the software will meet the
Licensee’s requirements, b) that the Software will operate in the hardware or software combinations that the Licensee
may select, c) that the operation of the Software will be uninterrupted or error free, or d) that all defects in the operation
of the Software will be corrected. Nortel Networks is not obligated to remedy any Software defect that cannot be
reproduced with the latest Software release. These warranties do not apply to the Software if it has been (i) altered,
except by Nortel Networks or in accordance with its instructions; (ii) used in conjunction with another vendor’s product,
resulting in the defect; or (iii) damaged by improper environment, abuse, misuse, accident, or negligence. THE
FOREGOING WARRANTIES AND LIMITATIONS ARE EXCLUSIVE REMEDIES AND ARE IN LIEU OF ALL

OTHER WARRANTIES EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Licensee is responsible for the security of its
own data and information and for maintaining adequate procedures apart from the Software to reconstruct lost or altered
files, data, or programs.

4. Limitation of liability. IN NO EVENT WILL NORTEL NETWORKS OR ITS LICENSORS BE LIABLE FOR

ANY COST OF SUBSTITUTE PROCUREMENT; SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES; OR ANY DAMAGES RESULTING FROM INACCURATE OR LOST DATA OR LOSS OF USE OR
PROFITS ARISING OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE SOFTWARE, EVEN IF
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Nortel Networks’ copyright in the Software and user manuals will cease being effective at the date of expiration of the
Nortel Networks copyright; those restrictions relating to use and disclosure of Nortel Networks’ confidential information
shall continue in effect. Licensee may terminate this license at any time. The license will automatically terminate if
Licensee fails to comply with any of the terms and conditions of the license. Upon termination for any reason, Licensee
willimmediately destroy or return to Nortel Networks the Software, user manuals, and all copies. Nortel Networks is not
liable to Licensee for damages in any form solely by reason of the termination of this license.

8. Export and re-export. Licensee agrees not to export, directly or indirectly, the Software or related technical data or
information without first obtaining any required export licenses or other governmental approvals. Without limiting the
foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees that it will not, without first aéltaining
export licenses and approvals required by the U.S. Government: (i) export, re-export, transfer, or divert any such
Software or technical data, or any direct product thereof, to any country to which such exports or re-exports are restricted
or embargoed under United States export control laws and regulations, or to any national or resident of such restricted or
embargoed countries; or (ii) provide the Software or related technical data or information to any military end user or for
any military end use, including the design, development, or production of any chemical, nuclear, or biological weapons.

9. General. If any provision of this Agreement is held to be invalid or unenforceable by a court of competent
jurisdiction, the remainder of the provisions of this Agreement shall remain in full force and effect. This Agreement will
be governed by the laws of the state of California.

Should you have any questions concerning this Agreement, contact Nortel Networks Inc., 2375 N. Glenville Dr.,
Richardson, TX 75082.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS AGREEMENT, UNDERSTANDS IT, AND
AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT IS THE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN NORTEL NETWORKS AND
LICENSEE, WHICH SUPERSEDES ALL PRIOR ORAL AND WRITTEN AGREEMENTS AND
COMMUNICATIONS BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS
AGREEMENT. NO DIFFERENT OR ADDITIONAL TERMS WILL BE ENFORCEABLE AGAINST NORTEL
NETWORKS UNLESS NORTEL NETWORKS GIVES ITS EXPRESS WRITTEN CONSENT, INCLUDING AN
EXPRESS WAIVER OF THE TERMS OF THIS AGREEMENT.
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Preface

Contivity* Branch Accessis a network gateway system that enables users to
access the I nternet safely and efficiently using management tools for tracking and
blocking user activities.

Before you begin

If you are responsible for configuring Contivity Branch Access, you need to read
this manual .

Theinformation in this manual can help you:

Obtain information about enabling and using the Telnet or out-of-band
management function to remotely access your Contivity unit.

Obtain information about the commands you can use to remotely configure
your Contivity unit.

Before you use this manual, you must do the following:

Install the Contivity Branch Access hardware. Depending on your hardware,
refer to one of the following manuals on tBentivity Branch Access

Software and Documentation Version 7.20 CD shipped with your Contivity

unit:

— Setting Up the Contivity 100 Unit

— Setting Up the Contivity 400 Unit

Install or locate terminal emulation software on your system. For details on
installing the AniTa Terminal Emulator* software that is on your CD, refer to
Installing the Contivity Branch Access Management Software Version 7.20.
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14 Preface

Text conventions

This manual uses the following text conventions:

angle brackets (< >)

bol d courier
t ext

braces ({})

brackets ([ ])

ellipsspoints(...)

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the brackets
when entering the command.

Example: If the command syntax is:
pi ng <i p_address>, you enter:
pi ng 192.32.10.12

Indicates text that you need to enter and command names
and options.

Example: Enter chargend {start | stop}
Example: Usethe commi t command.

Indicate required elementsin syntax descriptions where
there is more than one option. You must choose only one
of the options. Do not type the braces when entering the
command.

Example: If the command syntax is:
chargend {start | st op} , you must enter either:
chargend start or chargend stop

Indicate optional elements in syntax descriptions. Do not
type the brackets when entering the command.

Example: If the command syntax is:
commit [undo], you can enter either:
conmit orconmit undo

Indicate that you repeat the last element of the command as
needed.

Example: If the command syntax is:
backup start <interface> <interface> ...

you enter and start as many interfaces as needed.
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italic text

Screen text

separator ( >)

vertical line (|)

Acronyms

Indicates file and directory names, new terms, book titles,
and variables in command syntax descriptions. Where a
variable istwo or more words, the words are combined to
form one word.

Example:
i psec defaul t network <ipadr>

Indicates system output, for example, prompts and system
messages.
Example:

Instant Internet (tm version 7.20
Copyright (c) 1995-2000 Nortel Networks
Cor por ati on

ii>

Shows menu paths.

Example: Fil e > Exit identifiesthe Exit option on the
File menu.

Separates choices for command keywords and arguments.
Enter only one of the choices. Do not type the vertical line
when entering the command.

Example: If the command syntax is:
chargend {start |stop},youmustenter either:

chargend start or chargend st op, but not both.

The following acronyms are used in this manual:

AMI
ANSI
ARP
ASCII
ATDT
B8ZS
BootP

Alternate Mark Inversion

American National Standards Institute

Address Resolution Protocol

American Standard Code for Information Interchange
Attention Dial Tone

Bi-polar 8/Zero Substitution

Bootstrap Protocol
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BRI Basic Rate Interface

CAS Channel Associated Signaling

CCs Common Channel Signaling

CDT Central Daylight Time

CHAP Challenge Handshake Authentication Protocol

CLI Command Line Interface

CST Central Standard Time

Csu Channel Service Unit

CVsS Contivity VPN Switch

DDNS Dynamic Domain Name Service

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol

DNS Domain Name Service

DTR Data Transfer Rate

ESF Extended SuperFrame Format

EST Eastern Standard Time

FTP File Transfer Protocol

FQDN Fully Qualified Domain Name

GMT Greenwich Mean Time

HDB3 High Density Bipolar of Order 3

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

ICMP Internet Control Message Protocol

IP Internet Protocol

IPX Internet Packet Exchange

ISDN Integrated Services Digital Network

ITU-T International Telecommunication Union-Telecommunication
Standardization on Sector (formerly CCITT)

L4 Layer 4

LAN Local Area Network

LBO Line Build Out

LCP Link Control Protocol

LMI Local Management Interface
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MAC
MD5
MIB
MTU
NAT
NTP
PAP
PFS
PPP
PPPOE
PST
PVC
RAM
RFC
RIP
ROM
SAP
SHA
SNMP
SPID
SSL
TCP
TFTP
UDP
URL
uTC
WINS

Media Access Control

Message Digest 5

Managed Information Base
Maximum Transmission Unit
Network Address Translation
Network Time Protocol

Password Authentication Protocol
Perfect Forward Secrecy
Point-to-Point Protocol
Point-to-Point Protocol over Ethernet
Pacific Standard Time

Permanent Virtual Circuit
Random Access Memory
Request For Comment

Routing Information Protocol
Read Only Memory

Service Advertising Protocol
Secure Hash Algorithm

Simple Network Management Protocol
Service Profile Identifier

Secure Sockets Layer
Transmission Control Protocol
Trivial File Transfer Protocol

User Datagram Protocol

Uniform Resource Locator
Coordinated Universal Time

Windows Internet Naming Service
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Related publications

For more information about using Contivity Branch Access, refer to the following
publications:

» Important Notice for the Contivity Branch Access Version 7.20
(part number 313368-A)

Provides instructions for viewing documentation and installing the Contivity
Branch Access management software and third-party applications (Adobe*
Acrobat Reader*, Netscape Communicator*, and AniTa Terminal Emulator).

» Installing the Contivity Branch Access Management Software Version 7.20
(part number 313367-A)

Provides instructions for installing the Contivity Branch Access management
software.

e Setting Up the Contivity 100 Unit (part number 313369-A)

Provides instructions for installing and administering the Contivity 100 unit
hardware.

e Setting Up the Contivity 400 Unit (part number 313370-A)

Provides instructions for installing and administering the Contivity 400 unit
hardware.

» Using the Contivity Branch Access Management Software Version 7.20
(part number 313371-A)

Provides an introduction to Contivity Branch Access, instructions for
administering the product, and procedures for using softigeateres.

«  Contivity Branch Access Software and Documentation Version 7.20 CD
(part number 313374-A)

Provides manuals for using and installing the Contivity Branch Access
management software and third-party applications. The CD contains the
following documents:

— Installing the Contivity Branch Access Management Software Version
7.20

— Setting Up the Contivity 100 Unit

— Setting Up the Contivity 400 Unit

— Using the Contivity Branch Access Management Software Version 7.20
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— Reference for the Contivity Branch Access Command Line Interface
Version 7.20

You can print selected technical manuals and release notes free, directly from the
Internet. Go to theww.nortel networks.com/documentation URL. Find the

product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe Acrobat
Reader to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download arke ©py of the Adobe Acrobat Reader.

You can purchase selected documentation sets, CDs, and technical publications
through the Internet at thvewvw1.fatbrain.com/documentation/nortel URL.

How to get help

If you purchased a service contract your Nortel Networks product from a
distributor or authorized reseller, contact the technical supdftfat that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

EMEA (33) (4) 92-966-968

North America (800) 4NORTEL or (800) 466-7835
Asia Pacific (61) (2) 9927-8800

China (800) 810-5000

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call is routed to a technical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to thewv.nortelnetworks.com/servsup URL. Click

the Tools menu item and then click Express Routing Codes under the Other
heading.
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http://www.nortelnetworks.com/documentation
http://www.adobe.com
http://www.adobe.com
http://www1.fatbrain.com/documentation/nortel/
http://www.nortelnetworks.com/servsup
http://www.nortelnetworks.com/servsup

20 Preface

313372-A



21

Chapter 1
Using the command line interface

This chapter explains how to use the Contivity Branch Access command line
interface (CLI) to set up, view, or modify the unit configuration. There are two
way's to access the command line interface: out-of-band management and Telnet.

Using out-of-band management

Enabling

Out-of-band management provides an easy method to set up, view, or modify a
Contivity unit's configuration either locally or remotely. Among many other
suggestions for use, this utility makes it easy for a company with multiple sites but
only one system administrator to set up a unit at each site without requiring that
the system administrator travel to each site.

Using the AUX port on the Contivity unit, you can connect a PC directly to the
unit or you can connect a modem to the unit and dial in to that modem for
out-of-band management. For detailed instructions on connecting to the AUX port
and setting up a unit for out-of-band management, refgetting Up the

Contivity 100 Unit or Setting Up the Contivity 400 Unit.

the Telnet service

This section explains how to enable the Telnet service in Contivity Branch Access
and how to access and use the Contivity unit's command lindsioge(CLI). The
Telnet service is enabled by default. This section explains how to verify or enable
the Telnet service if it has been disabled.

You must use the Contivity Branch Access management software Setup utility to
activate the Telnet service so that the Contivity unit can accept connections from a
remote Telnet application.

Reference for the Contivity Branch Access Command Line Interface Version 7.20



22 Chapter 1 Using the command line interface

To enable the Telnet servicein Setup:

1 From the Windows* 95, Windows 98, Windows Me, Windows NT*, or
Windows 2000 Start menu, choose Programs > | nstant | nternet > Setup.

The Setup program starts.

2 If prompted, select a unit to configure.

3 Inthelnstant Internet Setup main window, choose Support > Services.

The Services dialog box opens (Figure 1).

Figure 1 Services dialog box

Services

RERRARRORDOOO

Chargen
DHCP...
Digcard

DH5 Proxy
Echo

Ident
SNMP._.
50CKS
Telnet. ..
WEB Proxy.__
WEB Configuration. _.

[Eonfigure |

Cancel |

=]|

4  Select the Telnet check box and then click Configure.

The Telnet Configuration dialog box opens.
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Figure 2 Telnet Configuration dialog box

Telnet Configuration [ x| |

Timeout: [in minutesz]

1] 4 I Cancel

5 Enter the following information:

* Rows- Enter the number of rows to display on your Telnet client.

 Timeout — Enter the number of minutes the Telnet session should wait for
a command before automatically terminating.

6 Click OK until you return to the Setup main window.
7 Click Save and Exit.

A message box opens prompting you to select if you want the changes to take
effect immediately.

8 Click Yes.
The Contivity unit restarts, and a message box opens prompting you to test the
connection.

9 Click Yes.
The Test Connection Results message box opens.

10 Click OK.

Accessing the Contivity unit through a Telnet session

Use this procedure if you want to use the Telnet application provided with
Contivity Branch Access (AniTa Terminal Emulator). For instructions on
installing AniTa Terminal Emulatorgefer to Chapter 5 dhstalling the Contivity
Branch Access Management Software Version 7.20.
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If you use a Telnet application other than AniTa Terminal Emulator, set the portin
your Telnet application to 23. For instructions, refer to the guide that came with
your Telnet application.

To access the Contivity unit through a Telnet session using AniTa Terminal
Emulator:

1 From the Windows 95, Windows 98, Windows Me, Windows NT, or
Windows 2000 Start menu, choose Programs > AniTa 32 > AniTa 32.

The AniTa Terminal Emulator program starts.
2 Choose Config > General Settings.
The General Setting dialog box opens.

Figure 3 AniTa General Settings dialog box

General 5ettings

' Azunc i MetBIOS * Telnst
= — LAN:

Eart: ICDM'I ,l Metwork IPDW’EFlfusion 'l
Blatd Bate: IQBDD vl Adapter # IAUTD vl
[ats Bite: |8 ’l Host name I
Fariy; INDn'3 jv Telnet part |23
Stop Hits: I‘I 'I . . .
— Ersironment: Terrminal family
Flowr 5| DTR/DER Host EIatformIUNIXV.4 *I [T 3270/ 5250
I RTs/CTS -
'l Qountr}'l.ﬁ.menca 'l
LEheck Erarf Language IEninsh ,I

Ok

Cancel

il

Help

3 Select the Telnet option.
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4 Inthe LAN area, enter the following information:

* Network — Select Other from the list. If you are using Powerfusion
select it in the list rather than Other.

» Adapter #— Accept the default of AUTO. Telnet does not use this

parameter.
* Host name— Enter the IP address of the Contivity unit to which you want
to connect.
e Telnet port — Accept the default of 23.
5 Click OK.

Providing the password

If the Contivity unit is password-protected, the Telnet or out-of-band management
session begins by requesting a password. Tdretgvo levels of passwords
available for Contivity Branch Access:

e User — The user-level gasword provides limited access to some commands in
the command line interface (CLI).

» Privileged — The privileged-level password provides complete access to
Contivity Branch Access configuration and utilities. Only users supplying the
privileged password can configure the unit.

Note: Contivity units without a password automatically allow privileged
=»| access to all commands.

When you successfully log on to a Contivity unit, you see one of the following
command prompts:

» Figure 4shows the privileged-level command prompt. Notice the pound sign
(#) at the prompt.

Figure 4 Privileged-level command prompt

Instant Internet(tnm version 7.20
Copyright (c) 1995-2001 Nortel Networks Corporation
ii#
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e Figure 5shows the wer-level command prompt. Notice thght carat (>) at
the prompt.

Figure 5 User-level command prompt

Instant Internet(tn) version 7.20

Copyright (c) 1995-2001 Nortel Networks Corporation
ii>

You can use thenabl e command to change your access type from user-level
access to privileged-levakccess. For more information, seaable command”
on page 10@nd“Changing between @s-level and privileged-level access” on
page 115

For additional information about passwords, reféipmssword command” on
page 102

Note: If you enter an incorrect password, the message “Incorrect login”
is displayed and you are prompted to enterreect pasword. You can
attempt to log on two more times before Contivity Branch Access ends
the session and disconnects you.

Entering commands

Commands take effect immediately but are not preservedsarrestart unless
you enter theonmi t command. Here are some tips for finding and using
commands:

» Toview a list of the commands, enfeat the command prompt.
For example:
ii>?
« To view a list of options and their parameters, enter the command.plus
For example:
ii>tcp ?

Sample valid options are shownHigure 6
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Figure 6 Sample valid options

tcp [mss <val ue>
wi ndow <val ue>]

e Square brackefs ] enclose optional values and the angle brackets
contain variables or arguments. For examppé,nt er f ace>] denotes an
optional inerface name.

» You can abbreviate commands and options as long as the abbreviation is long
enough to uniquely identify the command. For example, you can abbreviate
thedi al er d command tali al because it is unique.

» Use abbreviated commands only in a Telnet or out-of-band management
session.

Note: If you are using the Setup program or Web ogunfation to
=»| configure advanced TCP/IP settings, you cannot enter abbreviated
commands.

* You must enter intdace names in their entirety.

e« Commands araot case-sensitive. For examplie,al erd i sdn down is the
same a®l ALERD | SDN DOWN.

» The command line interpreter maintains a history of entered commands. Press
the up arrow to place previously entered commands on the command line.

» To interrupt the command, press [Ctrl]+C.

» To display statistics and settings for the command, type the command.
Figure 7shows an example.

Figure 7 Sample command statistics

ii>trace
ethl: tracing off
eth2: tracing off

» To end the Telnet or out-of-band management session, entetithe
command.

» All configuration changes you make to the unit through Telnet or out-of-band
management take effect immediatdipwever, they are temporary and are
lost when the unit is reset. This feature is useful if you want to experiment
with commands, but do not want to change your unit configuration. To make
the changes permanently, use ¢bemi t command.
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» When options are listed on separate lines, there is an implied OR between the
options.

For example, ifFigure § bothecho on andredi rect on are valid
commands for cnp.

Figure 8 Implied OR between options

icnp [echo on | off
redirect on | off]

* For any command where you can enter an IP address as an option, you can
also enter the name of an interface or host name in its place.
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Chapter 2
Configuration command reference

This chapter provides definitions and examples of the Contivity Branch Access
CLI commands for Telnet and out-of-band management.

Available commands

Contivity Branch Accessdividesthe CLI commandsinto three categories. Config,
Server, and Utility. Figure 9 lists these commands by category.

Figure 9 Config, Server, and Utility commands

Confi g commands:

al i as dhcp di al erd dns
encapsul ati on filter framerel ay host name
icnp ifconfig ip i psec
i sdn nane nat ppp
pppoe route sync tcp
tine wan
Server conmands:
backup char gend dhcpd di scardd
dnsproxyd echod i dentd | ogi nd
nt pd pl server ri pd snnp
snnpd socksd sysl og tcpserver
telnetd webpr oxy webserver Wi nsockserver
Uility comands:
arp cat conmmi t config
csu date dir enabl e
exit | og menory new
password pi ng restart r ows
sap system trace traceroute
udp wi nsock xfer

Note: Commands take effect immediately but are not preserved if the
=*| unitisrestarted unlessyou enter the cormi t command. For details, refer
to “commit command” on page 96
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Command access

Commands that modify the unit's behavior typically require a privileged-level
password. Commands that display information can usually be accessed with a
user-level password.

Note: You can use thenabl e command to change your access type
from user-level access to privileged-level access. For more infioma
see“enable command” on page 100

User-level commands

The following commands are available for the user-level password:

csu dir dns cache
enabl e exit | og

menory pi ng** r ows

sap system traceroute
udp Wi nsock

**Except background, monitor, and control.

The following commands show status or display information for the user-level

password:

arp backup dat e
dhcp dhcpd di al erd
dns encapsul ation filter
framerel ay host name icnp
ifconfig ip i psec

i sdn | ogi nd name
nat nt pd ppp
pppoe ripd route
snnp snnmpd socksd
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sync sysl og tcp
tel netd time trace
wan webpr oxy webser ver

User-level access includes the ability to view the help display (?) for any
command.

Privileged-level commands

All of the commands are available for the privileged-level password.

Character commands
?

The question mark (?) displays alist of all available commands on the screen. To
view alist of options and their parameters, enter the command plus ?.

For example:
ii>dns ?
Sample valid options are shown in Figure 10.

Figure 10 Sample valid options

dns [add server <ipadr>
drop server <ipadr>
cache
flush
suffix <suffix>]
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Config commands

Use config commands to set up and configure interfaces on the unit.

alias command

Theal i as command allows you to have two or more IP addresses and subnet
masks for one physical interface. This capability provides ameansfor having both
public and private |P addresses on the same LAN-side interface.

al i as <nanme> <i nterface>

Table 1 alias command options

Option Definition

name Specifies an additional name for a physical interface. This name can
be arbitrary and have its own IP address, subnet mask, and filters.

Note: You may not use the nane parameter to assign the alias a
different hardware address.

interface Specifies the name of the physical interface that is being assigned an
alias.

Usethei f confi g command to assign an I P address (and subnet mask) to the
dias.

Example

ii# alias webserver ethl
ifconfig webserver 10.1.2.3

dhcp command

The dhcp command is used to configure the interface using the Dynamic Host
Configuration Protocol (DHCP). The dhcp command with no parameters shows
the status of the DHCP client. The dhcp command is a privileged command.

dhcp [configure <interface> [<host nane>]

renew <interface>
rel ease <interface>
boot p <interface>]
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Table 2 describes the dhcp command options.

Table 2 dhcp command options

Option Definition

configure Instructs the specified interface to use DHCP to retrieve its IP address,
netmask, default gateway, list of DNS servers, and domain name from
a DHCP server.

host nane - Specifies the name that the DHCP client uses to
identify itself to the DHCP server. By default, the DHCP client uses
the unit name (assigned during system setup). Some ISPs assign
names that their customers must use to get an address from their
DHCP servers. This parameter allows you to override the default
and specify the name assigned by your ISP.

renew Renews the IP address leased to an interface by a DHCP server.
rel ease Releases the IP address leased to an interface by a DHCP server.
boot p Instructs the specified interface to use BootP to retrieve its IP address,

netmask, default gateway, list of DNS servers, and domain name from
a BootP or DHCP server.

i nterface Specifies the name of the physical interface to be configured,
renewed, released or for which you would like to use BootP.

To undo adhcp command configuration, use the dhcp rel ease command. To
remove the DHCP client, assign a static |P address with the i pconf i g command.

Example

ii# dhcp configure ethl

dialerd command

Thedi al er d command displays or configures demand-dialing settings for the
specified interface. Displaying the demand-dialing settingsis available at the user
level; however, configuring these settings is allowed only at the privileged level.
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ii# dialerd ?

dialerd [<interface> [answer

backup
conman
del ay

denmand
ideti
node

call back | disable | enable | only

<string>
d <string>

<seconds>

<di al t hreshol d> <hangupt hreshol d> [ <ti nmeout >]
meout <seconds>

coupled | demand | single

nodi sabl e on | off

nunber

up
down
script

start
stop] ]

Table 3 describes

<string>

[[line#] [answer] clear
conment <text>
control up | down
del ete
di al
parse [tineout]
send <string>
wait <timeout> [string]]

the di al er d command options.

Table 3 dialerd command options

Option Definition

interface Specifies the physical interface name.

answer Selects answer mode.
cal | back — Causes the unit to dial the number specified with the
nunber option when an inbound call is detected. The number
previously specified with the nunber option is dialed.
di sabl e — Prevents the unit from answering.
enabl e — Allows the unit to answer.
onl y — Prevents the unit from dialing on the specified interface.

(default: disable)
backup Sets a backup phone number. This number is dialed in the event that

the first number fails.

If your unit has multiple physical interfaces that are aggregated but
each interface needs to dial a different number, include both numbers
separated by a slash (/).

For example: di al di al up back "5551234/5551235"

Note: This may be required on some 128K and 112K ISDN
installations as well as some dual-analog installations.

st ring - The actual backup phone number.
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Table 3 dialerd command options (continued)

Option

Definition

comand

Specifies a string to send to the modem when a dial is performed. This
string is inserted in the at dt command.

For example, using the di al er d dialup command M results in the
following dial string:

at mDdt
St ri ng - The actual string sent to the modem

del ay

Specifies the minimum number of seconds between dial attempts.
seconds — The number of seconds

demand

Sets the dial and hang up thresholds and the demand timeout.

di al t hr eshol d—The percentage of bandwidth that must be in
use before an additional interface can dial

hangupt hr eshol d - The percentage of bandwidth below which
an interface hangs up
t i meout — The number of minutes to wait before dropping the
secondary line
These options are relevant only when you use the PPP Multilink
Protocol (MP). In addition, they add or delete interfaces only beyond
the first. The first interface dials when there is traffic and hangs up
when the idle timeout expires.

(defaults: dialthreshold 80, hangupthreshold 30, timeout 60)

i dl eti meout

Specifies the number of seconds with no traffic before the interface
hangs up. Enter a value of zero to prevent the interface from timing
out.

(default: 600)

node

Selects the dialing mode.
coupl ed - Raises all the interfaces in a bundle when there is any
traffic and drops them all when the idletimeout expires.

denmand - Raises one interface when there is any traffic and then
raises or drops additional interfaces based on the amount of traffic.
The dermand option modifies the dial and hang up thresholds for
demand mode.

si ngl e — Dials one interface in a bundle. This option is useful
when you use callback.

(default: coupled)

nodi sabl e

Enables or disables the addition of interfaces to a bundle in the event
of a failure during PPP Multilink negotiation. When nodi sabl e is off
and an additional interface fails to join the bundle, the unit no longer
attempts to add interfaces to the bundle.

(default: off)
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Table 3 dialerd command options (continued)

Option

Definition

nunber

Sets the telephone number(s) for the dialer. When you configure a
group of interfaces that will be bundled using PPP Multilink and a
different number is required for each interface, you can enter them
separated by a slash (/).

st ri ng - The actual telephone number

up

Brings the line up.

down

Takes the line down.

script

Specifies a sequence of dialer script subcommands that are executed
when an outbound call is placed or an inbound call is answered. There
are two different scripts, one for dialing and one for answering calls.

| i ne# —Inserts or deletes a line in the script in the order specified.
The del et e command requires a line number to be specified. If
no line number is specified when inserting a line in a script, the line
is added at the end of the script. For example:

ii# dial dialup script

dialerd dialup script 1 dial

To add a comment at the beginning of the script, enter the following
command:

ii# dial dialup script 1 conment sinple script

ii# dial dialup script
dialerd dialup script 1 coment "sinmple script"
dialerd dialup script 2 dial

answer — Specifies that you are working on an answer script. If
answer is not specified, you are working on a dial script. Answer
must be specified on each line. For example:

dialerd dialup script coment "*"

dialerd dialup script comment "dial script”

dialerd dialup script coment "*"

dialerd dialup script dia

dialerd dialup script answer conment "*"

dialerd dialup script answer comment "answer script"
dialerd dialup script answer conment "*"

dialerd dialup script answer send "ata/r"

Table 4 describes the di al er d script subcommands.

start

Starts the dialer service for the specified interface. The st ar t
command is not required. Any dialer command implies a start.

stop

Stops the dialer on the specified interface.
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Table 4 describesthedi al erd script subcommand options.

Table 4 dialerd script command options

Option

Definition

cl ear

Deletes all lines in the specified script.

comment

Indicates that the remainder of the line is a comment and has no effect
on the script.

contr ol

Raises or drops the data transfer rate (DTR) on an analog line.
up — Raises the DTR.
down — Drops DTR.

These commands have no effect on an ISDN line.

del ete

Allows you to delete a specified line in the script. You must specify the
line number when using the del et e command. For example, to
delete
line 1 from the following script:

ii# dial dialup script

dial erd dialup script 1 coment "sinple script"

di al erd dialup script 2 dial
Enter the following line:

ii# dial dialup script 1 delete
And the result is:

ii# dial dialup script

dialerd dialup script 1 dial

di al

Places a call using the at dt command and waits for the modem to
respond with a status. The status will either be connected or one of
several strings that indicate that the call has failed.

par se

Waits for the modem to respond with connected or one of several
strings that indicate that the call has failed. The par se command
does not send the at dt command.

ti meout - Specifies the amount of time the par se command will
wait for an answer. The time must be specified in milliseconds. If no
time is specified, the par se command waits 90 seconds for a
response.
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Table 4 dialerd script command options (continued)

Option Definition
send Sends a command to the modem. The command should normally be
terminated with “\r”. For example:
dialerd dialup script send "atdt5551234\r"
wai t Waits for a specified number of milliseconds or optionally a string.

Specifying a negative wait timeout number indicates that the timeout
period is restarted every time a character is received. Examples:

wait 10000 | ogin:
Waits for ten seconds or the string “login:”, whichever comes first.
di al erd dialup script wait -50

Waits for 50 milliseconds or until a character is received. If a character
is received, the 50 millisecond timer is reset and the system will wait
for another 50 milliseconds. This continues until the timer actually
expires. This is useful for clearing the input buffers.

di al erd dialup script wait 60000 "connect"

Waits 60 seconds for the connect message. This is useful for
constructing your own “parse” subcommand.

dns command

Use the dns command to add servers, drop servers, and perform Domain Name
Service (DNS)-related maintenance. Displaying DNS information is available at
the user level; however, configuring the DNS settingsis allowed only at the

privileged level.

dns [add server <ipadr>
drop server <ipadr>

cache
flush

suffix <suffix>]
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Table 5 describes the dns command options.

Table 5 dns command options

Option Definition

add server |Adds the specified server to the DNS list.
i padr —The IP address of the server to be added

drop server |Drops the specified server from the DNS list.
i padr — The IP address of the server to be dropped

cache Displays the DNS cached entries. The dns cache command is
available at the user level.

flush Empties the DNS cache.

suffix Sets the domain suffix. When a DNS request is received and does

not contain a dot (.), this pre-defined suffix is appended.

When the Contivity unit has been set as a DNS proxy server, you can
set a pre-defined DNS suffix so that any attempt to access another
workstation without the DNS suffix appended will result in the unit
trying to resolve the request to its pre-defined DNS suffix.

Example

ii# dns add server 10.0.0.99
ii# dns suffix test.com

Entering the dns command with no parameters displays alist of DNS servers, a
count of queries and responses, and the DNS suffix (if defined).

Example

ii> dns

Server Queries Responses
206. 210. 192. 32 242 241
206. 210. 192. 99 80 79
(cache) 415 95

dns suffix perftech.com
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Entering thedns cache command with no parameters displays recently resolved
names and | P addresses. Thetime, in seconds, displays how long the entry staysin
the cache.

Example

ii> dns cache

Seconds Address Nane
3967 62.20.1.132 endi an. net
2451 63.209.29.151 adf ar m nedi apl ex. com
11079 207.25.71.212 i .cnn. net

encapsulation command

Theencapsul ati on command sets the encapsulation protocol for the specified
interface. This command is normally used only for synchronous interfaces (for
example, V.35, X.21, T1, and E1).

Displaying the encapsul ation settingsis available at the user level; however,
configuring these settings is allowed only at the privileged level.

encapsul ation |[<intertace> |ppp | tranerelay | termnal|
[nmp <interface> <interface> ...]]

Table 6 describesthe encapsul at i on command options.

Table 6 encapsulation command options

Option Definition

interface Specifies the physical interface name.

ppp Specifies the PPP encapsulation protocol.

franerel ay Specifies the frame relay encapsulation protocol.

t erm nal Supports out-of-band management only for a dial-up connection.
np Joins multiple interfaces together to make a single PPP Multilink
bundle.
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Example

ii# encapsul ation serial ppp

filter command

Thefilter command modifiesafilter list. You use filtersto block or redirect
network traffic that matches a specific set of parameters. Thefilter options can be
broken into two groups: those that specify the matching criteria and those that
specify the action to be taken in case of amatch. The order of thefiltersin thelist
is important. To determine how a given packet is handled, the filter list is
processed in order. The action specified in the first matching filter is used to
handle the packet.

filter [<filterlist> allow

deny

| 4swi tch

nat

icnp

ip

tcp [ est abl i shed]

udp

pr ot ocol icnp | tcp | udp | <number>
source [ <address>[ | <bi ts>]][: <ports>]
destination [ <address>[/ <bi ts>]][: <ports>]
i nsert

drop]

Table 7 describesthefi | t er command options.

Table 7 filter command options

Option

Definition

filterlist

Specifies the name of the filter list.

al | ow This setting— without any matching criteria—allows all traffic. Packets
matching the criteria are allowed through the filter.

deny This setting— without any matching criteria—denies all traffic. Packets
matching the criteria are discarded. There is an implied deny at the
end of each filter list.

| 4swi t ch Specifies that packets matching the criteria are passed to the layer 4

(L4) switch. This option is useful only for Web traffic. Web traffic
passed to the L4 switch can then be redirected to the transparent Web
cache.
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Table 7 filter command options (continued)

Option Definition
nat Specifies that packets matching the criteria are passed to the network
address translator.
icnp Specifies a matching criterion of ICMP protocol.
ip Specifies a matching criterion of any IP protocol.
tcp Specifies a matching criterion of TCP protocol.
est abl i shed - Allows or denies packets from established
TCP/IP connections.
udp Specifies a matching criterion of UDP protocol.
pr ot ocol Specifies a matching criterion other than ICMP, TCP, or UDP
protocols.
sour ce Specifies matching criteria of source IP address, source port, or both.

addr ess — The address you want to allow or deny

bi t s — The optional subnet mask of the IP address you want to
allow or deny

port s — The port number(s) you want to allow or deny

desti nation

Specifies matching criteria of destination IP address, destination port,
or both.

addr ess — The address you want to allow or deny

bi t s — The optional subnet mask of the IP address you want to
allow or deny

port s — The port number(s) you want to allow or deny

i nsert

Inserts the filter at the beginning of a list.

drop

Drops the specified filter from a list.

Note: If you need to add or modify alarge number of filters, usethe
=»|  Setup program.

Example 1

filter inet deny ip source 10.0.0.0/24

Discards | P packets with a source address from 10.0.0.0 to 10.0.0.255.
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Example 2

filter inet allowip dest 10.0.1.99
Allows I P traffic destined to 10.0.1.99.
Example 3

filter inet allowip dest 10.0.0.0/24
Allows I P traffic with a destination address from 10.0.0.0 to 10.0.0.255.
Example 4

filter inet allowicnp

Allows any ICMP traffic.

Example 5

filter inet allow tcp dest 10.0.0.99:80
Allows TCP traffic destined to 10.0.0.99 port 80.

Example 6

filter inet allow tcp source: 1024-5000 dest 10.0.0.99:1024-5000

Allows TCP traffic with a source port from 1024 to 5000, destined to 10.0.0.90

with aport from 1024 to 5000.
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Example 7

This complex example shows many filters applied at one time.

Filter testl deny source-route
#optional: drop all source-route packets
Filter testl deny source 199.200.201. 0/ 24
#prevent spoof
Filter testl allow icnp
#al | ow any | CMP packets
Filter testl allow tcp established
#al | ow establ i shed connections
Filter testl allow tcp dest:6
#Contivity registration
Filter testl allow tcp dest:echo
#al | ow i ncom ng echo
Filter testl allow tcp dest:discard
#al | ow i ncom ng di scard
Filter testl allow tcp dest:chargen
#al | ow i ncom ng chargen
Filter testl allow tcp dest: mail.nydomain.comsntp
#mai | server
Filter testl allow tcp dest ftp.nydomain.comftp
#anonynous ftp server
Filter testl allow tcp dest ftp.nydomain.com 1024-5000
#passive ftp transfer to non-well-known port
Filter testl allow tcp source :ftp-data dest: 1024-5000
#active ftp transfer to non-well-know port
Filter testl allow tcp dest nsl.nydomai n.com donmai n
#primary DNS zone transfer
Filter testl allow tcp dest ns2.nydomai n.com donmai n
#secondary zone transfer
Filter testl allow udp dest nsl.nydomai n.com donmai n

framerelay command

Thef raner el ay command is aprivileged-level command that allows you to
configure frame relay interfaces.

framerelay [<interface> dlcilen <2-4>

pvc add | drop <dlci> <renvoteipadr>
i narp enabl e | disable
type ansi | itu]
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Table 8 describesthe f r amer el ay command options.

Table 8 framerelay command options

Option Definition

interface Specifies the physical interface name.

dlcil en Sets the frame relay address length to 2, 3, or 4 bytes.
(default: 2)
pvc Normally, permanent virtual circuits (PVCs) are handled automatically,

but this command adds or drops a static PVC.
dl ci — A number that identifies the PVC

renot ei padr — The IP address of the router on the remote end
of the connection

i narp Enables or disables inverse ARP on the frame relay interface.
(default: enable)
type Sets the LMI type to ANSI T1.617 Annex D or ITU Q.933 Annex A.

(default: ansi)

hostname command

The host name command sets or displays the local host name. You can set the
host name directly by providing the domain name or indirectly by providing an
interface name. If you provide an interface name, a reverse name lookup is
performed on the IP address of the interface. The result of the reverse name
lookup is then used for the host name of the Contivity unit. Only certain IPX
client applications use the host name.

Displaying the unit host name is available at the user level; however, configuring
the unit host name is allowed only at the privileged level.

host name [ <nane> | <ipinterface>]
Table 9 describes the host name command options.

Table 9 hosthame command options

Option Definition
nane Specifies the dotted domain name.
i pi nterface Specifies the interface for which the DNS name should be used.
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Example

ii# hostnanme ii.test.com
ii# hostname ethl

ii> hostnane
ii.test.com

icmp command

Thei cnmp command modifies settings or displays statistics for Internet Control
Message Protocol (ICMP) messages. Displaying the ICMP statisticsis available
at the user level; however, configuring the ICMP settingsis allowed only at the
privileged level.

icnp [echo on | off
redirect on | off]

Table 10 describesthei cnp command options.

Table 10 icmp command options

Option Definition

echo Enables or disables echo response messages.
(default: on)

redirect Controls the response to redirect messages. If redirect is off, redirect
messages are ignored.

(default: on)
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Example

ii>icnp

i nMsgs 78536 out Msgs 78164
inErrors 404 out Errors 0
i nDest Unr eachs 0 out Dest Unr eachs 2
i nTi meExcds 0 out Ti neExcds 0
i nPar nPr obs 0 out Par nPr obs 0
i nSrcQuenchs 0 out SrcQuenchs 0
i nRedirects 0 out Redirects 0
i nEchos 2 out Echos 78160
i nEchoReps 78130 out EchoReps 2
i nTi nest anps 0 out Ti mest anps 0
i nTi nest anpReps 0 out Ti mest anpReps 0
i nAddr Masks 0 out Addr Masks 0
i nAddr MaskReps 0  out Addr MaskReps 0

ifconfig command

Thei f conf i g command displays or sets parameters for an interface
configuration. Displaying the parameters is available at the user level; however,
setting these parametersis alowed only at the privileged level.

ifconfig [<interface> [disable [ <hhmr> | cl ear]
enabl e [ <hhmr> | cl ear]
infilter <filterlist> | clear
hwaddr ess <adr >
i paddr ess <i padr > [ <net mask>]
ntu <si ze>
outfilter <filterlist> | clear
transparent on | off
updat e <nane> <ij padr>
x| at e on | in| out | off]]
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Table 11 describesthei f conf i g command options.

Table 11 ifconfig command options

Option

Definition

interface

Specifies the physical interface name.

di sabl e

Disables the specified WAN interface.

hhmm- Specifies the time, using hours and minutes, to disable the
WAN interface.

cl ear — Clears the di sabl e command.

When <hhnm is provided, the unit automatically disables the WAN
interface at the specified time. The value is entered as four digits
based on a 24-hour clock.

Note: The di sabl e command is available for WAN interfaces
(analog modem, ISDN) only.

enabl e

Enables the specified WAN interface.

hhmm- Specifies the time, using hours and minutes, to enable the
WAN interface.

cl ear - Clears the enabl e command.

When <hhnmr is provided, the unit automatically enables the WAN
interface at the specified time.

Note: The enabl e command is available for WAN interfaces (analog
modem, ISDN) only.

infilter

Sets or clears the input filter applied to incoming traffic.
filterlist — Specifies an arbitrary name for the filter list.
cl ear —Clearsthei nfilter command.

hwaddr ess

Sets the Ethernet* address for the interface. Allows you to transfer the
designation of a single MAC address from a particular workstation to
the Contivity unit for LAN support.

Note: Do not configure two or more devices (for example, the Contivity
unit and a workstation) with the same MAC address on the same
network. For additional information, refer to “Spoofing a MAC address”
on page 124.

adr — The 6-byte MAC address to which you want to set the
Contivity unit.

i paddr ess

Sets the interface’s IP address and netmask.
i padr —The IP address to be used for the specified interface
net mask — The netmask to be used for the specified interface

Sets the maximum transmission unit (MTU) for a packet.
Si ze — The number of bytes
(default: 1500)
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Table 11 ifconfig command options (continued)

Option Definition

outfilter Sets the output filter applied to outgoing traffic.
filterlist — Specifies an arbitrary name for the filter list.
cl ear —Clearstheout fi |l t er command.

transparent |Whentransparent ison, all Web traffic received on the specified
interface is redirected to the transparent Web cache.

(default: off)
updat e When updat e is on, the unit notifies a Dynamic DNS server of the
new address for a domain name.

namne — The domain name with the suffix

i padr — The IP address of the Dynamic DNS server

x|l ate When x| at e is on, the source address of traffic received on the
specified interface is translated to the address of the eventual
outbound interface. This option is most often used to hide IP
addresses. Address translation can be specified for input or output.

on — Turns address translation on.

i n — Specifies to translate when received.

out — Specifies to translate when sent.

of f — Turns address translation off.
(default: off)

Reference for the Contivity Branch Access Command Line Interface Version 7.20



50 Chapter 2 Configuration command reference

Example

ii>ifconfig
ethl type Ethernet NMAC address 0000AABBCCO1

nu 1500 speed 100000000
adm nSt at us 1 operStatus 1
inCctets 926569548 i nUcast Pkt s 2506286
i nNUcast Pkt s 1506365 i nDi scards 0
inErrors 0 i nUnknownPr ot os 102
out Cctets 1687460188 out Ucast Pkt s 2975696
out NUcast Pkt s 26188 out Di scards 0
outErrors 0 out QLen 0
eth2 type Ethernet MAC address 0000AABBCCO02

mu 1500 speed 10000000
adm nSt at us 1 operStatus 1
inCctets 1690022429 i nUcast Pkt s 2874970
i NnNUcast Pkt s 5786 i nDi scards 92
inErrors 8 i nUnknownPr ot os 36
out Cctets 624579226 out Ucast Pkt s 2412322
out NUcast Pkt s 5477 out Di scards 0
outErrors 0 out QLen 0
tokl type Token Ring MAC address 0000AABBCCO3

mu 1500 speed 4000000
adm nSt at us 1 operStatus 1
inCctets 1461247 i nUcast Pkt s 10
i nNUcast Pkt s 10830 i nDi scards 0
inErrors 0 i nUnknownPr ot os 0
out Cctets 1515447 out Ucast Pkt s 10
out NUcast Pkt s 10830 out Di scards 0
out Errors 0 out QLen 0

ifconfig ethl infilter net

ifconfig ethl ipaddress 10.160.92.1 255.255.255.0
ifconfig eth2 ipaddress 10.160.97.2 255.255.255.0
i fconfig tokl ipaddress 10.160.96.1 255.255.255.0

Note: The operStatus on an Ethernet interface never changes unless you
=*»| arerunning a control ping.
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ip command

Thei p command displays or setsthe Internet Protocol (IP) parameters.
Displaying the IP parametersis available at the user level; however, configuring
these parameters is allowed only at the privileged level.

i p [defaul tnetwork <ipadr>

f orwar di ng

on | off]

Table 12 describes the i p command options.

Table 12

ip command options

Option

Definition

def aul t net wor k

Sets the default network IP address. This option is applicable only
when a client is using IPX, SOCKS, or address translation. In
these cases, the unit is responsible for the construction of the IP
portion of a packet. Normally, the unit uses the IP address of the
closest interface to the destination as the source address. When
def aul t net wor Kk is set, the specified IP address is used as the
source address. This option is useful when the IP address
assigned to the default route is not set in the ISP’s routing tables.

i padr — The IP address to be used as the default network

f orwar di ng

Sets the IP forwarding status. Forwarding must be enabled when
setting up IPsec tunnels or when the unit is used to pass IP
packets from one interface to another without modification
(conventional router function).

Note: If address translation or SOCKS proxies are being used,
forwarding is not required.

(default: off)

Example

ii>ip

f orwar di ng 2 defaul t TTL 64
i nRecei ves 117581 inHdrErrors 0
i nNAddr Errors 0 f or wDat agr ans 12
i nUnknownPr ot os 0 i nDi scards 0
i nDel i vers 119654 out Request s 84680
out Di scards 0 out NoRout es 0
reasnili meout 15 r easnReqds 0
r easnmoKs 0 reasnfails 0
f ragOKs 0 fragFails 0
fragCreates 0 routi ngDi scards 0
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Thei p command shows several countersrelating to errorsthat discard packets.
Table 13 describes the ip counters.

Table 13 ip counters

Option Definition

i nHdrErrors The packet has a bad format IP header or bad IP checksum, or its
time-to-live value has expired.

i nAddr Errors The packet was not forwarded because IP forwarding is turned off
or the packet was received as a MAC broadcast.

i nUnknownPr ot os | The packet contained a protocol that was not TCP, UDP, or ICMP,
or another protocol that is recognized by Contivity Branch Access.

i nDi scar ds An input filter or NAT rejected the packet.

out Di scar ds An output filter rejected the packet.

out NoRout es No route for the packet’s destination IP address.

reasnfail s Fragmented packet timed out before all pieces were received.

fragFails The packet needed fragmenting but a “do not fragment” flag was
set.

routi ngDi scards |Never set.

ipsec command

Thei psec command sets up encrypted connections or tunnels between two or
more routers. The Contivity 100 unit has alimit of five smultaneous site
connectionsto a Contivity VPN Switch (CVS). The Contivity 400 unit has a limit
of 30 simultaneous site connectionsto a CVS. There is no limit to the number of
connections to another Contivity 100 unit or Contivity 400 unit. When a tunnel
limit is exceeded, an error islogged to the | Psec log and system log (SY SLOG).

For detailed information about 1Psec tunnels, refer to Using the Contivity Branch
Access Management Software Version 7.20.

Displaying the IPsec information is available at the user level; however,
configuring an | Psec connection is allowed only at the privileged level.
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i psec [ <name> key <key>
nmode main | aggressive [netric]
destinati on <address>
| ocal <address>[/<bits>] [drop]
renote <address>[/<bits>] [<metric>] [drop]
encrypt des | 3des | null
aut hori ze md5 | sha | null
group 768 | 1024
pfs on | off
ti meout <nunber> mninutes | kb
di sconnect
drop
def aul t net wor k <i padr >
| og <l evel >]

Table 14 describesthei psec command options.

Table 14 ipsec command options

Option Definition

name Sets an arbitrary name that is assigned to a tunnel. Settings are
established for only the tunnel named.

key Specifies a pre-shared key. If the key begins with 0x, it is
considered a hexadecimal key; otherwise, it is considered a text
key. A text key is displayed in an encrypted format, not as clear text.

node Turns aggressive mode on and off.

mai n — Establishes a secure, authenticated channel for
communicating between peers.

aggr essi ve — Establishes a channel for communicating
between peers using the user name and password for
authentication.

If you do not use the r enpt e option (as is often the case with an
aggressive-mode tunnel), use the et r i ¢ parameter to specify
the ordering of the routes.

(default: main)

desti nation

Sets the endpoint of a tunnel. Specifies the IP address or a fully
qualified domain name (FQDN) with which the connection will be
established. If a string is specified for the address, that string is
“remembered” and a DNS lookup is performed for every attempt to
establish the tunnel. If the address is a Dynamic DNS host name,
the tunnel interface will automatically adapt to changes in the
destination. It also allows the use of round-robin DNS.
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Table 14 ipsec command options (continued)

Option

Definition

| ocal

Specifies the subnet(s) that will be directed over the tunnel. For
more information about this option, refer to Using the Contivity
Branch Access Management Software Version 7.20.

addr ess — Specifies the IP address you want to be directed
over the tunnel.

bi t s — Specifies the optional subnet mask of the IP address you
want to be directed over the tunnel.

dr op - Drops the local address in IPsec.

renot e

Specifies the subnet(s) that will be received over the tunnel. For
more information about this option, refer to Using the Contivity
Branch Access Management Software Version 7.20.

addr ess — Specifies the IP address you want to receive over
the tunnel.

bi t s — Specifies the optional subnet mask of the IP address you
want to receive over the tunnel.

met ri ¢ — Sets the preferred route for an IPsec tunnel. This is
useful as a backup route.

dr op — Drops the remote address in IPsec.

encrypt

Specifies the encryption types used to set up a tunnel.
des — Data Encryption Standard
3des - Strong cryptography
nul I —No encryption

You can specify to use as many of the encryption types as you want
and specify the order in which you want them used. For example, if
you specify 3des nul | , the tunnel first chooses 3DES
encryption, skips DES, and then chooses null.

aut hori ze

Specifies the authorization types used to set up a tunnel.
sha — Secure Hash Algorithm
nd5 — Message Digest 5
nul I — No authorization

You can specify to use as many of the authorization types as you
want and specify the order in which you want them used. For
example, if you specify nd5 sha, the tunnel first chooses MD5,
then chooses SHA, and skips null.

group

Specifies the level of encryption strength used for the initial
Diffie-Hellman exchange. Group 2 (1024 bit prime modulus in the
modular exponentiation Oakley group) provides extra security at
the expense of significant additional computational overhead.

Note: Due to performance issues, group 2 (1024) should not be
enabled on the Contivity 100 unit.

(default: 768)
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Table 14 ipsec command options (continued)

Option Definition

pfs Specifies perfect forward secrecy (PFS) as the level of encryption
strength. Both ends have to be configured with the same level.
When PFS is used, compromise of a single key permits access only
to data that is protected by that key. This feature affects
performance, especially on a Contivity 100 unit.

ti meout Establishes when a tunnel gets re-keyed. This may be in kilobytes
or in minutes.
nunber - Specifies that the number of minutes or kilobytes
before a tunnel is re-keyed.
m nut es — Specifies that the number given will be in minutes.
The minimum value is 1 second. Assigning a value of zero will
cause the software to revert back to the previously assigned
value.
kb — Specifies that the number given will be in kilobytes.

If the timeout differs between the Contivity unit and the remote
end, the device that initiates the tunnel determines the timeout for

the tunnel.
di sconnect Cancels the specified tunnel.
drop Deletes the specified tunnel and removes the configuration
settings.

def aul t net wor k | Sets the source address of packets originating in Contivity Branch
Access, to allow the Contivity unit to participate in its own IPsec
tunnels for services such as DNS and proxies.

i padr — The IP address to be used as the default network

| og Turns on logging for all tunnels defined on the network. Levels are
from level 0-9; 9 is the highest level of logging.

Example

i psec freeswan dest 10.10.192.111

i psec freeswan key \34c(5THN) nBOHPO( cW
i psec freeswan |ocal 192.168.1.0/24

i psec freeswan renote 0.0.0.0/0

i psec freeswan encrypt des 3des null

i psec freeswan authorize nmd5 sha null
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Note: A key works like a password and is always displayed in an
nd encrypted format, indicated by aleading backslash (\). Do not enter an
unencrypted key that beginswith a backslash.

You can cut and paste encrypted keys across multiple units while
maintai ning the integrity of the key.

Phase 1 creates an initial Security Association (SA). In phase 2, thereis one SA
per tunnel; therefore, the total number of tunnels shown in the IPsec log is aways
one more than the actual number of tunnels.

A phantom tunnel isatunnel with 0 in-bytes and 0 out-bytes (no traffic has ever
passed through the tunnel). A phantom tunnel is often caused by acontrol ping. To
minimize the occurrence of phantom tunnels, increase the ping interval setting
from the unit default of 1 second.

Aninactive tunnel is one that shows in-bytes and out-bytes but no traffic is
passing through the tunnel. An inactive tunnel is generally caused by rebooting
the remote endpoint device or by a disruption in the WAN connection between
endpoints.

Both inactive and phantom tunnels are dropped after their re-key timeout has
expired.

Using thei psec command with no parameters displays the number of | Psec
connections with a Contivity VPN Switch (CV'S) and the number of possible
I Psec connectionsto aCVS.

Example

ii> ipsec
0 out of 5 CVS connections

isdn command

Thei sdn command provides device-specific control for an ISDN BRI interface.
This command automatically builds a PPP Multilink bundle for the specified
interface. Three PPP encapsulated interfaces, ISDN-B1, ISDN-B2, and ISDN, are
built as aresult. ISDN isthe aggregate of ISDN-B1 and ISDN-B2.
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isdn [<interface> [calltype <val >
i nboundvoice pots | dovbs
nunber cl ear
<nunil> [ <nung>)
priority data | pots
speed 56 | 64 | 112 | 128
spid clear
<spi d1> [ <spi d2>]
switch auto | att | aus | dms | etsi | ins64
net3 | nil | nti | sing
trace on | off
voi ce on | off]]

Table 15 describes the i sdn command options.

Table 15 isdn command options

Option Definition

interface Specifies the physical interface name.

cal I type Specifies a number that describes the call type.

val — This value should normally be left at the default setting.
(default: 0)
i nboundvoi ce |Specifies the port to which an inbound call marked as voice is sent.
pot s — The phone line
dovbs — The B-channel

nunber Sets the phone number(s) assigned to the ISDN line.
cl ear - Erases the phone number.

numil — Sets the first phone number.

nun? - Sets the second phone number.

priority Allows you to specify whether data or voice gets first priority for control
of the line.

dat a — Sets data as first priority.
pot s — Sets voice as first priority.

speed Selects the speed of the ISDN interface. The speeds of 112 and 128
are achieved by using PPP Multilink to bundle the two B-channels.

(default: 128)

spi d Specifies the SPIDs assigned to the ISDN line.
cl ear — Erases the SPIDs.
spi d1 - Sets B-channel 1.
spi d2 - Sets B-channel 2.
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Table 15 isdn command options (continued)

Option Definition

switch Specifies the protocol on the ISDN line. Options include: aut o, at t,
aus,dns,etsi,ins64,net3,nil,nti,sing.

Note: You can enter values other than those listed, but doing so
displays a warning.

trace Turns on D-channel tracing.
Note: Use this option only as directed by Nortel Networks support
personnel.

voi ce When voice is on, all outbound calls are no longer made as data calls,

but as voice calls (data over voice). You can enable the voice option
only when the speed is set to 56K or 112K.

(default: off)

Example
ii>isdn
isdn I SDN switch ni1l spid 015550000001 speed 128

channel 1=active call state=idle (0)
channel 2=active call state=idle (0)

name command

The name command sets or displays the name of the unit. Displaying the unit
nameis available at the user level; however, creating or changing the unit name is
allowed only at the privileged level.

name [ <nane>]
Example
ii> nanme

name SERVERO000000

nat command

Thenat command displays or sets parameters for the network address translation
(NAT) facility. You can specify address trandation for a specified interface
regardless of its current |P address.
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n1at [add

<l ocal >: <port> <renote>: <port> [ <protocol >]

drop <l ocal > <port> <renote>: <port> [ <protocol >

flush

timeout <unconnectedni nutes> [ <connectedm nut es>]]

Table 16 describes the nat command options.

Table 16 nat command options

Option

Definition

add

Adds a static NAT entry.

| ocal —The legal (or public) IP address that will reach the
Contivity unit. This is the IP address available on the Internet. It
does not need to be the address of the Contivity unit. It can also be
the name of the interface of the local unit. In this case, remote users
must still resolve the interface’s actual IP address; however, you do
not need to reconfigure the unit if your public address changes.

port — The port to be translated with the protocol specified. If you
use an asterisk (*) in place of the port number, Contivity Branch
Access translates all ports with the specified protocol.

prot ocol —The protocol used for address translation. Can be
TCP, UPD, ICMP,IP, or a protocol number. Specifying IP includes all
protocols and the port number must be specified as an asterisk (*).
(default: tcp)

renot e — The IP address (and port) on your network of the server
you want to publish. This can be a private or reserved address.

drop

Drops a static NAT entry.

| ocal —The legal (or public) IP address that will reach the
Contivity unit. This is the IP address available on the Internet. It
does not need to be the address of the Contivity unit. It can also be
the name of the interface of the local unit. In this case, remote users
must still resolve the interface’s actual IP address; however you do
not need to reconfigure the unit if your public address changed.

port —The port to be translated with the protocol specified. If you
use an asterisk (*) in place of the port number, Contivity Branch
Access translates all ports with the specified protocol.

prot ocol —The protocol used for address translation. Can be
TCP, UPD, ICMP,|IP, or a protocol number. Specifying IP includes all
protocols and the port number must be specified as an asterisk (*).

(default: tcp)

renot e — The IP address (and port) on your network of the server
you want to publish. This can be a private or reserved address.
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Table 16 nat command options (continued)

Option Definition
flush Deletes all dynamic entries.
ti meout Sets the timeout value in minutes for UDP and unconnected TCP

sessions (default: 1) and, optionally, connected TCP sessions.
(default: 900)

ppp command

The ppp command displays or sets the point-to-point protocol (PPP) parameters.
Displaying the PPP parametersis available at the user level; however, configuring
these parameters is allowed only at the privileged level.

ppp [<interface> [authentication [local | rempte] disable | pap | chap | any
dns on | off
echo on | off
mp on | off
password <password>
user nane <user nane>
reset]]

Table 17 describes the ppp command options.

Table 17 ppp command options

Option Definition

interface Specifies the physical interface hame.

aut henti cati on |Selects the authentication the unit will require from the remote unit.
(default: any)

I ocal - Specifies what your workstation requires if
authentication is requested.

r enot e — Specifies what your workstation requires when a
remote end requires authentication.

di sabl e — Turns authentication off.
pap — Makes PAP authentication required.
chap — Makes CHAP authentication required.

any — Makes authentication required, but either PAP or CHAP
can be used.

dns Turns negotiating DNS servers on or off.
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Table 17 ppp command options (continued)

Option

Definition

echo

Controls the use of the LCP echo protocol, which provides a
method for Contivity Branch Access to determine if a line goes
down. If enabled, Contivity Branch Access periodically sends a
low-level echo packet when the interface is idle. If no response is
received from the remote router after several attempts, Contivity
Branch Access considers the line to be down and restarts PPP
negotiation.

(default: enabled for PPPoE and leased-line interfaces, disabled for
all others)

np

Enables or disables Multilink Protocol negotiation.

passwor d

Sets the password used for authentication. The password is
displayed in an encrypted format, not as clear text.

user nane

Sets the user name used for authentication.

reset

Causes a PPP connection to drop and reestablish. This option is
useful for troubleshooting or if you want to renegotiate with a new
parameter such as MTU.

Note: A key workslike a password and is always displayed in an
=»|  encrypted format, indicated by aleading backslash (\). Do not enter an

unencrypted key that beginswith a backslash.

You can cut and paste encrypted keys across multiple units while
maintai ning the integrity of the key.

Note: A status command, such asppp, that provides passwordsin its
=>| commit information does not show a password, encrypted or otherwise.
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ommand reference

Example

ii> ppp

ppp :1SDN Bl nmp: | SDN
lcp :starting Opened: 0

ipcp :initial
queue: 0
state: down

I pAdr local:0.0.0.0 peer:0.0.0.0
bps: 0(in) O(out)

ppp : 1 SDN- B2 nmp: | SDN
lcp :starting Opened: 0

ipcp :initial
queue: 0
state: down

ppp :1SDN
lcp :opened
ipcp :initial

I pAdr |ocal:0.0.0.0 peer:0.0.0.0
bps: 0(in) O(out)

Opened: 0
I pAdr local:0.0.0.0 peer:0.0.0.0

ppp | SDN user name "user" password \ 34c(5THN) nBOHPO( cW

pppoe comman

d

The pppoe command allows you to set up PPPOE encapsulation on an Ethernet
interface. This command is added to the advanced TCP/IP settings when you
compl ete the advanced configuration for PPPoE in Setup.

pppoe <pppoe> <interface> [demand [ <idl etineout >]]

Table 18 descri

bes the pppoe command options.

Table 18 pppoe command options

Option

Definition

pppoe

Specifies the name for the virtual PPPOE interface.

interface

Specifies the name of the interface used for PPPoE.

demand

Sets the demand timeout. The interface hangs up when the
i dl eti meout expires. The idle timeout feature is optional.

Use the ppp command to assign a user name and password to the PPP protocol.

You can define

more than one virtual PPPoE interface for this command. Usethe

r out e command to direct traffic over the proper PPPOE interface.
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Example

pppoe pppoe2 et h2
ppp pppoe2 usernane "me@sp" password \34c(5THN) nBOHPO( cW
route add default pppoe2

route command

Ther out e command displays or changes settings for | P routes. Displaying the |P
route settings is available at the user level; however, configuring these settingsis
allowed only at the privileged level.

route [add <dest>[/<bits> [<interface> [ <gateway>] [<netric>]
def aul t [ <interface>] [ <gateway>] [<nmetric>]
drop <dest >/ <bits>]
defaul t]

Table 19 describes the r out e command options.

Table 19 route command options

Option Definition

add Adds a static route.

dest — Destination address of the static route

bi t s — If bits are used, the destination address is a subnet

i nt er f ace — The name of the interface on which packets go out
gat evay — Where an interface sends a packet

net ri ¢ — The number of hops it takes to reach the gateway

def aul t Specifies the route used when the destination does not match any other
route in the routing table.

i nt er f ace — The name of the interface on which packets go out
gat evay — Where an interface sends a packet
net ri ¢ — The number of hops it takes to reach the gateway

dr op Removes a route.
dest — Destination address of the static route to be removed
bi t s — If bits are used, the destination address is a subnet
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Example

ii>route

Type Destination Interface Gat eway Metric
| ocal host 127.0.0.0/8

broadcast 255. 255. 255. 255

directed 10. 0. 0. 255 ethl
| ocal 10.0.0.1 ethl
renot e 10.0.0.0/ 24 ethl
directed 10.0.1. 255 et h2
| ocal 10.0.1.2 et h2
renot e 10.0.1.0/ 24 et h2
gat eway 10.0.3.0/ 24 ethl 10.0.0.2 2
gat eway 0.0.0.0/0 eth2 10.0.1.1 1

sync command

The sync command sets or displays the parameters for a synchronous (T1, V.35,
or X.21) interface.

sync [ <interface> cl ock internal | external

fram ng ESF | D4 | CCS | CAS
f or mat AT54016 | T1.403
codi ng AM | B8zZS | HDB3

I bo 0] 7.5] 15| 22.5
rate 56 | 64

data normal | inverted
crc4 enabl e | disable

aut ol oopback enable | disable
fracti onal Ox FFFFFF]

Table 20 describes the sync command options.

Table 20 sync command options

Option Definition

interface Specifies the physical interface name.

cl ock Specifies the source of the clock.
(default: external)
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Table 20 sync command options (continued)

Option

Definition

fram ng

Selects the type of framing.
ESF - Specifies ESF as the T1 framing format.
D4 — Specifies D4 as the T1 framing format.
CCS - Specifies CCS as the E1 framing format.
CAS - Specifies CAS as the E1 framing format.

f or mat

Selects either AT54016 or T1.403 format for the performance
monitoring data.

(default: T1.403)

codi ng

Selects the type of coding.
AM - Specifies AMI as the line encoding for either T1 or E1.
B8ZS - Specifies B8ZS as the line encoding for T1.
HDB3 - Specifies HDB3 as the line encoding for E1.

| bo

Sets the line build-out to 0, 7.5, 15, or 22.5 db.
(default: 0)

rate

Sets the bit per channel to 56K or 64K.
(default: 64)

dat a

The i nvert ed option inverts the data before transmission. The
nor mal option transmits the data.

(default: normal)

crc4

Enables or disables the CRC4 checksum bits.
(default: enable)

aut ol oopback

Enables or disables the ability to set the interface into loopback from a
remote site.

(default: enable)

fractional

Sets a 6-hex digit pattern for T1 or an 8-hex digit pattern for E1
indicating which of the T1 or E1 channels can carry data. A 1 indicates
that the channel carries data. A O indicates that the channel is idle.
The farthest right bit in the 24-bit or 32-bit pattern corresponds to
channel 1. The farthest left bit corresponds to channel 24 or channel
32.

(defaults: OXFFFFFF for T1, OXFFFFFFFF for E1)

Example 1

sync t1 fractional Oxffffff

Enables the use of all 24 channels.
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Example 2

sync t1 fractional Ox000fff
Enables the use of channels 1-12.

Example 3

sync t1 rramng ESF
sync t1 codi ng b8zs
sync t1 I bo O

sync t1 rate 64

tcp command

Thet cp command sets and displays parameters controlling the transmission
control protocol (TCP). Displaying the TCP contrafameters is available at the
user level; however, configuring these settings is allowed only at the privileged
level.

tcp [nmss <val ue>
wi ndow <val ue>]

Table 21describes thecp command options.

Table 21 tcp command options

Option Definition

nes Sets the maximum segment size.
val ue — The maximum segment size
(default: 1460)

w ndow Sets the advertised window size.
val ue — The advertised window size
(default: 7300)
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Example
ii>tcp
State Local Socket Renot e Socket Rcv Data Snd Data
listen 0.0.0.0:19
listen 0.0.0.0:9
listen 0.0.0.0:7
listen 0.0.0.0:113
est ab 127.0.0.1:23 127.0.0.1: 1025
listen 0.0.0.0: 3006
listen 0.0.0.0:6
est ab 127.0.0.1:1025 127.0.0.1: 23
listen 0.0.0.0:23
rtoAl gorithm 1 rtoMn 2000
rt oMax 4000 maxConn 10000
activeQpens 1 passi veOpens 1
attenpt Fail s 0 estabResets 0
currEstab 2 i nSegs 912
out Segs 912 retransSegs 0
inErrs 0 out Rst s 0

time command

Thet i me command displays or sets the system time. Displaying the system time
isavailable at the user level; however, configuring the system timeisallowed only
at the privileged level.

time [ <hhmmp] [ <timezone>]

Table 22 describesthet i me command options.

Table 22 time command options

Option Definition

hhmm Sets the time in hours followed by minutes.

ti nezone Sets the time zone. For more information, refer to “timezone option” on
page 68.

Reference for the Contivity Branch Access Command Line Interface Version 7.20



68 Chapter 2 Configuration command reference

Example

ii# time 1904

Wed Aug 9 19: 04: 00 2000

ii# tinme cst6cdt
Wed Aug 9 19:04:00 2000

timezone option

Thet i mezone option for thet i me command sets the system time zone. To
display the current setting of thet i mezone option, use the conf i g command

(page 96).

stdof fset[dst[offset][,rule]]

Table 23 describesthet i mezone command options.

Table 23 timezone command options

Option

Definition

std, dst

Three or more letters that are the designation for the standard (STD)

or daylight saving time (DST) zone. Only st d is required. If dst is

omitted, then summer time (DST) does not apply in this locale.

Note the following:

« Uppercase and lowercase letters are allowed.

« Any characters are allowed, except for the following: a leading
colon (:), digits, comma (,), minus sign (-), plus sign (+), and ASCII
NUL (\0).

of f set

Indicates the value that should be added to the local time to arrive at
Coordinated Universal Time (UTC). The offset has the form

hh[: m{ : ss]] . See “offset: hh[:mm[:ss]] option” on page 69 for
more information.

rul e

Indicates when to change to and from daylight saving time (DST).
The rule has the formdat e[ /ti me], date[/ti nme].

See “rule: date[/time],date[/time] option” on page 69 for more
information.
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offset: hh[:mm[:ss]] option

You must define the following information when you usethe hh[ : nm{ : ss] ]
option to specify the value that must be added to the local time to arrive at UTC.

» The hour kh) is required and may be a single digit.
e The minutesrfm and secondss§) are opibnal.
 Theof fset following st d is required.

» Ifnooffset followsdst, daylight saving time is assumed to be one hour
ahead of standard time. One or more digits may be used, and the value is
always interpreted as a decimal number.

» The hour can be between 0 and 24, and the minutes (and seconds, if present),
can be between 0 and 59. If preceded by a minus sign (-), the time zone is east
of the Prime Meridian; otherwise, the time zone is west of the Prime
Meridian, indicated by an optional preceding plus sign (+).

rule: date[/time],date[/time] option

You must define the following information when you usedhee/ t i ne, dat e/
ti me option to change to and from daylight saving time:

» The first date specifies when the change from standard to daylight saving time
occurs.

« The format of the date can be displayed in one of three {Waiée 24)

Table 24 timezone command date formatting methods

Method Definition

jn Indicates Julian day n (1 <= n <= 365).

Leap days are not counted. That is, in all years (including leap
years) February 28 is day 59 and March 1 is day 60. February
29 cannot be specified.
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Table 24 timezone command date formatting methods (continued)

Method Definition

n Indicates zero-based Julian day (0 <= n <= 365). Leap years
are counted, and February 29 can be specified.

mm n. d The d day (0 <= d <= 6) of week n of month mof the year (1

<=n<=5,1<=m<=12, where week 5 means “the lastd day
in month m” This may occur in the fourth or fifth week.). Week
1 is the first week in which d day occurs. Day zero is Sunday.

The time has the same format as offset except that no leading
sign

(+ or -) is allowed.

(default: 02:00:00 (if time is omitted))

» The second date specifies when the change back to standard time occurs.

» The time parameters specify when (in current local time) the change to the
other time is made.

GMT is the default when the time zone variable is not set.

Example 1

ti me ESTS5EDT

Eastern Standard Time (EST) is five hours earlier than Coordinated Universal
Time (UTC). Standard time and daylight saving time both apply to this locale. By
default, Eastern Daylight Time (EDT) is one hour ahead of standard time (that is,
EDT4). Because it is not specified, daylight saving time starts on the first Sunday
of April at 2:00 a.m. and ends on the last Sunday of October at 2:00 a.m.

Example 2

ti me ESTS5EDT4, M4. 1. 0/ 02: 00: 00, MLO. 5. 0/ 02: 00: 00

Eastern Standard Time (EST) is five hours earlier than Coordinated Universal
Time (UTC). Standard time and daylight saving time both apply to this locale.
Eastern Daylight Time (EDT) is one hour ahead of standard time. Daylight saving
time starts on the first (1) Sunday (0) of April (4) at 2:00 a.m. and ends on the last
(5) Sunday (0) of October (10) at 2:00 a.m.
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Example 3

ti me PST8PDT

Pacific Standard Time (PST) is 8 hours earlier than Coordinated Universal Time
(UTC). Standard time and daylight saving time both apply to thislocale. By
default, Pacific Daylight Time (PDT) is one hour ahead of standard time (that is,
PDT7). Because it is not specified, daylight saving time starts on the first Sunday
of April at 2:00 am. and ends on the last Sunday of October at 2:00 am.

Example 4

time “Central Europe Time-2:00"

Central European Timeis 2 hours later than Coordinated Universal Time (UTC).
Daylight saving time does not apply in thislocale.

wan command

The wan command enables or disables the use of the differential services
(diffserve) octet for prioritized queuing on the specified interface. Displaying the
diffserve information is available at the user level; however, configuring this
information is allowed only at the privileged level.

Currently, the supported diffserv code points are only those that maintain
compatibility with the IP Precedence Field: bits 0-2 of the IPv4 TOS octet. A
strict priority queuing methodology is used to order the packets assigned to these
code points.

The only interfaces that currently support the use of the diffserve octet are single
analog, T1, V.35, and X.21.

wan <i nt er f ace> diffserve on | off

Table 25 wan command options

Option Definition

interface Sets the name of the interface on which to perform diffserve.

di ffserve Turns the use of the differential services octet on or off.
(default: on)
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Example

ii# wan T1 diffserve on

Server commands

Use server commands to control the services and daemons that run on the

Contivity unit.

backup command

The backup command specifiesalist of interfaces that can establish a backup
connection if the first interface fails. If the first interface fails, Contivity Branch
Access attempts to establish a connection on the second interface. If the second
interface fails, Contivity Branch Accesstries the third, and so on through the list

of interfaces.

backup start <interface> <interface> ...

Table 26 describes the backup command options.

Table 26 backup command options

Option

Definition

start

Starts the backup connection in the order of the specified interfaces.

i nt er f ace — The name of the interface to which you want to
connect

stop

Stops the backup connection process.

chargend command

The char gend command starts or stops the chargen service. This command
executes a diagnostic facility that accepts TCP connections on port 19 and sends
datato the client at the maximum possible rate.

chargend start

| stop
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Example

ii# chargend start

dhcpd command

dhcpd [start
scope

The dhcpd command displays or configures the unit's Dynamic Host
Configuration Protocol (DHCP) service. Displaying the DHCP service status is
available at the user level; however, configuring the DHCP service is allowed
only at the privileged level.

Configuration parameters are passed from a DHCP server to a DHCP client in
tagged data items that are stored in the options field of the DHCP message. The
data items themselves are also called options.

As a DHCP server, Contivity Branch Access supports the most commonly used
options by namd:ease, dns, domai n, wi ns, andnode. The Contivity Branch
Access management software provides a generic option mechanism to support
other options without placing an undue burden on the size and maintenance of the
server. The generic option mechanism allows you to specify any option by
number, rather than by name.

<scope name> <first |IP addr> <l ast |IP addr> <netmask> <router>

exclude <first I P addr> [<last |IP addr>]
reserve <|I P addr> <MAC addr>

del ete
rel ay
| ease
dns
domai n
tftp
boot

W ns
node
option
option
option
st op]

<scope nane>
<| P addr of DHCP server>

<l ease period (in seconds)>

<| P addr of Domain Nane Server>. ..

<domai n nanme>

<| P addr of TFTP server>

<bootfil e name>

<I P addr of Wndows Internet Name Server>..
<TCP/I P NetBIOS node type (B, P, M or H)>
<option nunber> ip <IP addr>

<option nunber> hex <xx:XX:XX>

<option nunber> text "<text>"
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Table 27 describes the dhcpd command options.

Table 27 dhcpd command options

Option Definition
start Starts the DHCP service.
Note: You must use the st art command to start the DHCP service,
which differs from many of the other services where the st ar t
command is implied when any command is issued.
scope Creates a pool of IP addresses with an appropriate set of parameters
such as netmask and default gateway.
scope nane — An identifier for use when deleting the scope or
setting scope specific options
first | P addr —The first address in a range of addresses to be
leased to DHCP clients
| ast | P addr - The last address in a range of addresses to be
leased to DHCP clients
net mask — The netmask for all DHCP clients that acquire addresses
from this scope
rout er — The default gateway for all DHCP clients that acquire
addresses from this scope
excl ude Prevents the DHCP service from using the specified range of IP
addresses.
first | P addr —The first address in a range of excluded
addresses
| ast | P addr - The last address in a range of excluded
addresses
reserve Supports BootP and DHCP clients by reserving an IP address for a
particular MAC address.
| P addr — The IP address to be assigned to the specified MAC
address
MAC addr - The MAC address of a particular device
del ete Deletes the specified scope.
scope nane - The identifier assigned when the scope was created
rel ay Converts DHCPD from a DHCP server to a BootP/DHCP relay agent for
the specified IP address.
| ease Specifies the number of seconds a client can use a requested
IP address without renewing it.
(default: 259200 seconds (3 days))
dns Specifies a list of domain name service (DNS) servers for all scopes.
domai n Specifies the domain name for all scopes.
tftp Specifies the TFTP server to be used.

313372-A




Chapter 2 Configuration command reference 75

Table 27 dhcpd command options (continued)

Option Definition

boot Specifies the boot file name.

W ns Specifies a list of Windows Internet name servers for all scopes.
node Selects the node type (B, P, M or H) for the WINS servers to use. The

node type specifies which one of four different NetBT name resolution
methods is used.

B — Uses IP broadcast messages.
P — Uses point-to-point (PPP) communications.

M- Uses a mix of B and P, trying to broadcast first and then using
PPP communications if necessary.

H- Uses a hybrid of B and P, attempting PPP communications first,
then broadcasting only if the P mode fails.

For more information about these modes, refer to your WINS server
documentation.

option Specifies a numbered option as defined in RFC2132.

nunber - Specifies a number corresponding to a specified option,
as defined in RFC2132 and other RFCs (as shown in the examples, 2
is the time offset option; 8 is the cookie server option).

i p — Specifies that the following parameter is an IP address.

i paddr ess — Specifies the actual IP address parameter for this
particular option. For example, the IP address of a cookie server.

hex - Specifies that the following parameter is ASCII text.

XX XX: XX — Specifies the actual hex parameter for this particular
option.

t ext — Specifies that the following parameter is a string of
hexadecimal values.

t ext — Specifies the actual text parameter for this particular option.

stop Stops the DHCP server.
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Example

ii> dhcpd

DHCP Server is enabled

Scope nane: net
Total addresses in Scope: 254 Avail abl e: 251(99%
10.116. 116. 3 0000AABBCCD8 07/17/98, 19:49: 45

dhcpd scope net 10.116.116.1 10.116.116.254 255.255.255.0 10. 116. 116. 1
dhcpd exclude 10.116.116.1 10.116.116.2

dhcpd | ease 259200

dhcpd dns 10.116. 116.1

dhcpd start

discardd command

Thedi scar dd command starts or stops the discard service. Thisis a diagnostic
facility that accepts TCP connections on port 9 and discards all incoming data.

di scardd start | stop
Example

ii# discardd start

dnsproxyd command

The dnspr oxyd command starts or stops the domain name server (DNS) proxy
service.

dnsproxyd start | stop
Example

ii# dnsproxyd start
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echod command

The echod command starts or stops the echo service. This diagnostic facility
accepts TCP connections on port 7 and echoes all incoming data back to the
sender.

echod start | stop
Example

ii# echod start

identd command

Thei dent d command starts or stops the ident service. This facility provides
servers with the actual name of the connecting client. It is required by some
servers.

identd start | stop
Example

ii# identd start

logind command

Thel ogi nd command displaysthe usersthat are logged in. With privileged-level
access, you can also usethe |l ogi nd command to start or stop theiiLogin
interface program.

logind [start | stop]

Reference for the Contivity Branch Access Command Line Interface Version 7.20



78 Chapter 2 Configuration command reference

ntpd command

The nt pd command provides a means for the user to select the external clock to

be used for the Contivity unit's time. The unit synchronizes time to this external
clock using the network time protocol (NTP). The clock is synchronized on a
regular basis (every 12 hours), but provisions are included so that a demand-based
Internet connection, such as ISDN or analog, is not initiated solely for the purpose
of synchronizing the clock.

ntpd [start
add <server>
drop <server>
st op]

Table 28describes that pd command options

Table 28 ntpd command options

Option Definition
start Starts the service.
add Adds a host name or IP address of an NTP server to be used.

ser ver — The host name of the server to be added

drop Drops a host name or IP address of an NTP server from use.
ser ver — The host name of the server to be dropped

stop Stops the NTP service.

Example

ii>ntp

ntpd add ntp.tnc. edu

plserver command

Thepl ser ver command configures the specifieddrfaice to spport Powerlan
clients.

pl server <interface>
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Example

ii# plserver ethl

ripd command

Theri pd command configures the use of the routing information protocol (RIP).

ripd [start
accept <gat evay>[/ <bi t s>] ]
add <i nterface>
drop <i nterface>
mul ti cast on | off
refuse <gat enay>[ | <bi t s>]
version 1] 2
st op]

Table 29 describesther i pd command options.

Table 29 ripd command options

Option Definition

start Instructs the unit to use RIP to update its routing tables. This command
is not required; Any RIP option implies a start.

accept Builds a list of gateways from which this unit accepts RIP
announcements. If there are no gateways in the acceptance list, the
unit accepts RIP announcements from any gateway.

gat eway - Specifies the IP address of the gateway that Contivity
Branch Access will accept RIP announcements from.

bi t s — Specifies the optional subnet mask of the gateway that
Contivity Branch Access will accept RIP announcements from.

add Builds a list of interfaces on which the unit will broadcast RIP
announcements. By default, the unit does not send out RIP
announcements.

i nt er face — The IP address or host name to be added

drop Cancels a previously entered add command.
i nt er face — The IP address or host name to be dropped

mul ti cast Turns on RIP Multicast to make Contivity Branch Access more
compatible with RIP Version 2. Multicast must be specified or the unit
will use RIP Version 2 Broadcast.
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Table 29 ripd command options (continued)

Option Definition

refuse Cancels a previously entered accept command.
Note: If r ef use is used to cancel all of the previously entered
accept commands, RIP announcements are accepted from all
interfaces.
gat eway — The IP address of the gateway(s) that you want removed
from the accept list
bi t s — The optional subnet mask of the gateway that you want
removed from the accept list

version Specifies the version of RIP used by the unit.

Note: Multicast is now supported in version 2. However, just selecting
Version 2 will enable broadcast. To enable Multicast you must specify
Version 2 Multicast.

(default: 1)

st op Instructs the unit to no longer use RIP.

Example

ii>rip

| FC adr=10.0.0.1 mask=255. 255. 255.0

| FC adr=10.0. 1.2 mask=255. 255. 255.0

NET adr=10.0.0.0 mask=255.255.255.0 gw=10.0.0.1 netric=1 tinmer=0

NET adr=10.0.1.0 mask=255.255.255.0 gw=10.0.1.2 netric=1 tinmer=0

NET adr=190. 186. 100. 0 mask=255. 255. 255. 0 gw=190. 186. 98. 32 metri c=2 ti mer =30
rip accept

rip add 10.0.0.1

rip add 10.0.1.2

0.
1.
0.
1.

snmp command

The snnmp command allows you to activate or deactivate an SNMP host to receive
traps. Contivity Branch Access events can be monitored using a third-party
network management tool that accepts SNMP traps.

snmp [community “<string>"
add <i padr >
drop <i padr >]
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Table 30 shows supported SNMP trap events.

Table 30 Supported SNMP trap events

Trap Description
Cold start Unit has restarted due to power-up or restart.
Authentication failure Unit has received an SNMP “get” request, but the

community string on the remote end does not match the
Contivity unit’s community string.

Table 31 describes the snnp command options.

Table 31 snmp command options

Option Definition
comuni ty Defines a community name used when the unit sends an SNMP trap.
St ring - The community string
(default: public)
add Specifies an SNMP host to receive SNMP traps.
drop Deactivates the specified SNMP host.

The snnp command with no parameters shows the current settings for both the
user and privileged access levels; however, configuring or removing SNMP trap
hosts or defining the community string is allowed only at the privileged level.

Example

ii> snnp

snmp community “my unit”
snmp add 192.168.1.11

The Contivity Branch Access management software sends SNMP traps for all
supported events; you cannot specify trap eventsindividually.
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snmpd command

The snnpd command enables or disables the SNM P daemon to support SNMP
get requests from a management tool that requests SNM P information.

snmpd [community “<string>"
start
stop]

Table 32 describes the snnpd command options.

Table 32 snmpd command options

Option Definition

communi ty Defines a community name that serves as a password to validate that
the requestor has the right to retrieve the requested information.

St ring - The community string
(default: public)

start Starts the SNMP daemon so that an SNMP agent can receive the
standard MIB Il groups:

e system

e interfaces

e at

. |p

e icmp

e tcp

e udp

e transmission (frame relay, T1/E1, VPN tunnel)
e snmp

stop Stops the SNMP daemon from returning SNMP information.

Entering the snnpd command with no parameters displaysthe status of the SNMP
daemon. Displaying the status of the SNMP daemon is available at the user level.

Example

ii> snnpd
snmpd community “secretcode”
snmpd start
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If an SNMP get request is sent with an incorrect community string, the Contivity
unit sends an “Authentication failure” SNMP traable 30 on page 8shows the
supported SNMP trap events.

socksd command

Thesocksd command displays or changes settings for the SOCKS service.
Displaying the SOCKS service settings is available at the user level; however,
configuring these settings is allowed only at the privileged level.

socksd [start

log on | off

st op]

Table 33describes theocksd command options.

Table 33 socksd command options

Option Definition

start Starts the SOCKS service.

| og Enables or disables SOCKS logging.
(default: off)

stop Stops the SOCKS service.

Example

ii> socks

Addr ess Ref TTL 1D

10. 0. 0. 247 0 88 1D29A0
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syslog command

The sysl og command configures a system log (SY SLOG) host to receive
notification of pre-defined significant events. You can view SY SLOG messages
for DHCP, | Psec, line state, and other modules. In privileged mode, the sysl og
command facilitates remote management by providing the ability to use a
third-party SY SLOG daemon for logging events. Some examples of events that
are logged include:

e Tunnel initiation

e Tunnel timeout

e Tunnel deletion

e Tunnel limits exceeded

* Rogue DHCP server detected

e Conflicting IP addresses detected

e Scope full (all available IP addresses leased)
e |P address lease assignment to client
* Renewal of lease

* Release of lease

» Denial of IP address lease request

SYSLOG does not replace existing logging mechanisms. There is no limit to the
number of SYSLOG daemons or hosts you can define. System logging can also be
deactivated by dropping all hosts. For a complete list of SYSLOG events, refer to
Using the Contivity Branch Access Management Software Version 7.20.

syslog [facility |ocal <0-7>
priority energ|alert|crit]err|warning|notice|info|debug
add <i padr >
dr op <i padr >]
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Table 34 describes the sysl og command options.

Table 34 syslog command options

Option Definition

facility Identifies the Contivity unit as the originator of the SYSLOG message.
| ocal <0- 7> - Facility name such as local0, locall, and so forth

priority Specifies the lowest level for messages to be logged. For example,
priority err indicates that messages with priority, emerg, alert, crit, and
err should be logged. Priority debug causes all messages to be logged.

ener g — System is unusable. Take action immediately.
al ert — System may become unusable. Take action immediately.
crit — Systemis in critical conditions. Take action immediately.

er r — System produced an error condition. Take action as soon as
possible.

war n — System produced a warning condition. Take action as soon
as possible.

not i ce — System produced a normal but significant condition. Not
an error condition, but take action as soon as possible.

i nf o — Information only. No action required.

debug — Debug message used only when debugging the software.
No action required.

For a list of messages and their appropriate priority levels, refer to
Using the Contivity Branch Access Management Software Version
7.20.

add Specifies a SYSLOG host to receive SYSLOG messages. Enter
<i padr > as either an IP address or a host name.

drop Deactivates the specified SYSLOG host. Enter <i padr > as either an
IP address or a host name.

Note: The Contivity Branch Access management software version 7.20
does not allow individual specification for each event that is logged.

The presentation of the SY SLOG message depends on the SYLOG daemon
receiving the message from Contivity Branch Access. The SY SLOG daemon
might stamp the message with the time and date and usually displays the priority.
The SY SLOG daemon might also add the host name.
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Example

05-10- 2001 11:38:44 Local 2. Notice 192.168.1.1 Telnet: login from[192.168.1.11]

Thesysl| og command with no parameters displays the SY SLOG facility, priority
and list of hosts, for example:

ii> syslog

syslog facility local 2
syslog priority debug
sysl og add 192. 168. 1. 12

tcpserver command
Thet cpserver command allows the Contivity Branch Access administrative
programs (Setup, Admin, Monitor, Tools, and AutoL og) to communicate with the
unit over IP. There are no parameters.

If you execute this command and receive an “invalid arguments” error, the
tcpserver is already running.

tcpserver

telnetd command

Thet el net d command starts or stops the Telnet service.

telnetd [start

port <val ue>
rows <val ue>
ti neout <seconds>
st op]
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Table 35 describesthet el net d command options.

Table 35 telnetd command options

Option Definition
start Starts the Telnet service.
port Sets the Telnet port.

val ue — The actual port number to be used
(default: 23)
r ows Sets the number of consecutive lines of output that are displayed

before the Telnet service inserts a pause. A value of zero causes all
lines to be displayed with no pause.

val ue — The actual number of consecutive lines of output to be
displayed before the Telnet service inserts a pause

(default: 24)
ti meout Number of consecutive idle seconds before the Telnet service

automatically disconnects a client Telnet session. A value of zero
disables the timeout.

val ue — The actual number of consecutive idle seconds before
the Telnet service automatically times out

(default: 600)
stop Stops the Telnet service.

webproxy command

Thewebpr oxy command starts or stops the Web proxy service. You can
configure the Contivity unit to function asaWeb (HTTP) proxy server which
enables you to direct all workstations to a remote proxy. You can also configure
the Contivity unit as a Web cache in addition to or instead of the cache on an
individual workstation. Web caching is available only for Contivity 400 units.

The Web proxy service supports only HTTP requests (port 80), not HTTPS (port
443). If you want to use a proxy server for Web access and require access to port
443, refer to “Accessing secure Web sites” on page.123
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webpr oxy

[start
active
activetine
acti veend
acti vedays

addr ess

bi nper cent
bi ntime
bypass

cqgi

| evel

maxentries
maxsi ze
nocache
port

query
refresh
reserved

t ext per cent
tine
transpar ent
st op]

on | off

<mi nutes frommdnight to start the Active Refresh>

<m nutes fromthe start time to stop the Active Refresh>
<bit map of the days to run the Active Refresh>

(bit 1=Sunday, 2=Monday... 7=Saturday)

<proxy address>

<expiry percent for binary>

<min expiry tinme for binary (in m nutes)>

on | off

on | off

1] 2| 3 (conservative | noderate (default) | aggressive)
bi npercent, bintine, cgi, nocache, query, textpercent, and
time are defined by this option.

<max entries>

<mex cache entry>

on | off
<port numnber >
on | off
on | off

<reserved from cache>

<expiry percent for text>

<min expiry tine for text (in mnutes)>
on | off

[port] [reserved] [transparent] nust be on the initial conmand |ine

Table 36 describes the webpr oxy command options.

Table 36 webproxy command options

Option Definition

start Starts the Web proxy service. This command is not required; any Web
proxy option implies a start.

active Enables or disables active refreshing. The active refresh option

attempts to keep the most frequently requested Web entries fresh.
Rather than wait for a request for an entry, Contivity Branch Access
actively evaluates the elements in the cache, and tests them and
reloads them before they expire. Disable the active refresh or limit its
use if you pay Internet access fees based on usage time.

m nut es — The number of minutes from midnight to start the
active refresh

(default: off)

activetime |Setsthe number of minutes from midnight that you want to start the

active refresh.

m nut es — The number of minutes from start time to stop the
active refresh

(default: 460 (8:00 AM))
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Table 36 webproxy command options (continued)

Option

Definition

acti veend

Sets the number of minutes from the start time to stop the active
refresh.

(default: 540 (5:00 PM))

activedays

Specifies the days of the week that the active refresh will run.

bi t map — The bit map of the days to run the Active Refresh.
Bit 1=Sunday, 2=Monday . . . 7=Saturday.

(default: 62 (Monday through Friday))

addr ess

Sets the address of an HTTP proxy server. This command redirects
HTTP requests through another proxy server (for additional filtering,
caching, and so forth). Specifying an illegal URL disables the proxy
setting.

bi nper cent

Sets the percentage of the current date Contivity Branch Access
should use when calculating a binary Web entry’s expiration date.
When an entry stored in the cache has no expiration time stamp,
Contivity Branch Access calculates the expiration time based on a
percentage of the current date and time minus the entry’s last modified
date and time.

per cent — The expiry percent for the binary

(default: 40%. Note: This default value is based on the | evel option
setto <2>.)

bi nti me

Specifies the minimum number of minutes a binary Web entry with no
expiration time can be expired before it is checked against the original
Web server.

t i me — The actual minimum number

(default: 20 minutes. Note: This default value is based on the | evel
option set to <2>))

bypass

Enables or disables the use of the Web cache. When on, no searching
or caching of results occur. This option takes precedence over all other
caching options.

cgi

Enables or disables the caching of CGI entries.

(default: on. Note: This default value is based on the | evel option
set to <2>.)
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Table 36 webproxy command options (continued)

Option

Definition

| evel

Sets the expiration and request and response options for Contivity
Branch Access for bi nper cent, bi nti me, cgi , nocache,
query,textpercent,andti ne.
1 (Conservative) — This level reduces Internet traffic with minimal
risk of returning “stale” data. Select this option if you are concerned
that the information a client receives is up-to-the-minute and your
users cannot risk receiving old information.
2 (Moderate) — This level extends entry expiration times and allows
cached responses to CGI and query results.
3 (Aggressive) — This level further extends expiration times to
further reduce Internet traffic.

(default: 2)

maxentri es

Specifies the maximum number of Web entries to cache.
max_ent ri es — The actual number of maximum entries
(default: 8500)

maxsi ze

Specifies the maximum number of bytes for an individual Web entry to
cache.

max_cache_ent r y — The actual maximum byte number
(default: 100,000)

nocache

Enables or disables the Web proxy server's ability to ignore “no-cache”
requests. Setting nocache to on causes no-cache requests to be
ignored. A user reloading a Web page from a browser or holding down
the [Shift] key and reloading causes a no-cache request.

Note: Setting this option can be dangerous. If a “bad” entry gets
cached, there will be no way to reload the value until it expires.

(default: off. Note: This default value is based on the | evel option
setto <2>.)

port

Specifies the Web proxy server port number. To use the Web proxy
server directly, the client's browser must also be set to this value.

Note: This option must be on the initial command line.
por t nunber — The actual port number
(default: 8080)

query

Enables or disables the caching of query entries. Set this value to on
to retrieve the same query requests to a search engine, for example,
from the cache. Set this value to off to serve query requests from the
server.

(default: on. Note: This default value is based on the | evel option
setto <2>.)
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Table 36 webproxy command options (continued)

Option

Definition

refresh

Enables or disables the return of a potentially stale response from the
Web cache. A stale response may occur after the cache received an
error from the real server trying to verify that it is up to date. Set this
value to on to allow the return of the potentially stale cached entry.

(default: on)

reserved

Sets the number of bytes reserved for use by other parts of the
system. The Web cache attempts to use all of the system space it
needs, but it is prevented from using the reserved space.

Note: This option must be on the initial command line.
(default: 2 MB)

t ext per cent

Sets the percentage of the current date Contivity Branch Access
should use when calculating a text Web entry’s expiration. When an
entry stored in the cache has no expiration time stamp, Contivity
Branch Access calculates the expiration time based on a percentage
of the current date and time minus the entry’s last modified date and
time.

(default: 20%. Note: This default value is based on the | evel option
setto <2>.)

tinme

Sets the number of minutes to extend the expiration time of a text Web
entry. The expiration time is the time after which the cached entry may
no longer be valid. Prior to this time the Web proxy server does not
need to check with the actual Web server to determine if the cache
needs to be updated. It is often the case that the expiration time is not
provided and the entry must always be verified. This setting artificially
extends the expiration.

(default: 10 minutes. Note: This default value is based on the | evel
option set to <2>))

transpar ent

Enables or disables the transparent Web proxy server. To run the
transparent Web proxy server, the Web proxy server must be started
and the transparent option must be on. In addition, any traffic that
needs to use the Web proxy server must be redirected to it. You can
do this by selecting an interface and setting its transparent parameter
to on. An alternative is to construct a filter with the 14switch action and
assign the filter to an interface. When this option is enabled, the port is
automatically set to 80. When you use the proxy server in transparent
mode, the individual Web browsers do not need to be reconfigured.

Note: This option must be on the initial command line.
(default: off)

stop

Stops the Web proxy service.

If port,reserved, ortransparent are set, they must be set on theinitial

command line.
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Example

ii> webproxy

webproxy start transparent on

webserver command

Thewebser ver command alowsyou to use a Web browser to configure the unit.
Displaying the Web server information is available at the user level; however,
configuring the Web server service is allowed only at the privileged level.

webserver [start

port

<port nunber >

st op]

Table 37 describes the webser ver command options.

Table 37 webserver command options

Option Definition
start Starts the Web server.
port Specifies the port for the Web server.
por t nunber - The actual port number on which you want to start
the server
Note: If you change the port number from the default of 80, you must
specify the port number when you use a Web browser to access the
Contivity unit. For example, if you change the port number to 100, you
use: http://192.168.1.1:100
(default: 80)
stop Stops the Web server.
Example

ii# webserver

webserver is running on port 80
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winsockserver command

Thewi nsockser ver command allows IPX clientsto use the unit. The optional
parameter specifiesthe IPX frametype. If no frame type is specified, Et her net
|| isused for Ethernet interfaces or t okenr i ng for token ring interfaces.
Multiple frame types can run on asingle physical interface.

Thewi nsockser ver command is aprivileged-level command. It is enabled by
default, but you can disable it by editing the unit’s advanced TCP/IP settings using

Setup or Web configuration. For detailsfar toUsing the Contivity Branch
Access Management Software Version 7.20.

wi nsockserver <interface> [802.3 | 802.2 | snap | tokenring | tokenringsnap]

Table 38describes thai nsockser ver command options.

Table 38 winsockserver command options

Option Definition
interface Specifies the name of the physical interface that you want to
configure.

Select one of the following frame types to be run on the specified
interface: 802. 3, 802. 2, snap, t okenri ng,t okenri ngsnap.

Example

W nsockserver etniL

wi nsockserver ethl 802.3
wi nsockserver ethl 802.2
wi nsockserver ethl SNAP
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Utility commands

Use the utility commands to determine the status of processes on a unit or to
control a Telnet or out-of-band management session. Utility commands are also
useful to restart a unit or to start tracing and logging.

arp command

The ar p command displays or flushes the address resolution protocol (ARP)
cache. Displaying the ARP cache is available at the user level; however, flushing
the cache is allowed only at the privileged level.

arp [flush]

Table 39 describes the ar p command option.

Table 39 arp command option

Option Definition

flush Removes all entries.

Example

ii>arp

Seconds | P Address MAC Address
834 10.0.0.32 026 AABBCCDO3
834 10.0.0.99 006 AABBCCD76
847 10.0.0.137 008AABBCCDO9

The Seconds column indicates the number of seconds before the entry expires
from thelist.

cat command

Thecat command isaprivileged-level command that displays the contents of the
specified file.

cat <fil enane>
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Table 40 describes the cat command option.

Table 40 cat command option

Option Definition

fil enane Specifies the name of the file to be displayed. You can specify the
file's location in the file name. Files are retrieved from temporary
storage by default. If the file resides in nonvolatile storage, precede
the file name with “a:”.

Example

ii# cat a:config

dns add server 10.0.0. 32

dns add server 10.0.0.99

dns suffix test.com

i sdn isdn switch nil spid 015550000001 speed 128
name SERVERO000000

dial erd i sdn nunber "555-0000"

dialerd isdn idletinmout 60

ppp isdn usernanme "user" password \rG f60CL1pRgT6KNcW
ifconfig ethl ipaddress 10.0.0.61 255.255.255.0
ifconfig ethl xlate on

dial erd i sdn node denand

dial erd isdn denand 80 40

route add default isdn

chargend start

di scardd start

dnsproxyd start

echod start

identd start

pl server ethl

t cpserver

telnetd start

wi nsockserver ethl

wi nsockserver ethl 802.3

wi nsockserver ethl 802.2

wi nsockserver ethl SNAP
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commit command

Thecomri t command is a privileged-level command that commits the current
system configuration by writing it to nonvolatile storage. When you make
configuration changes, use this command to store the changes so that they arein
effect whenever the system isrestarted. Each time the conmi t command is
executed, it saves the previous configuration in a backup file.

comm t

[ undo]

Table 41 describes the conmi t command option.

Table 41 commit command option

Option Definition

undo Restores the previously saved backup file.
Example

ii# commt

config command

Theconfi g command displays the unit’s current configuration to users with
privileged access.

config

-p

Note: If a configuration parameter is set to its default state, it is not
displayed.

Note: PPP passwords and IPsec keys are displayed in an encrypted
format, not as clear text.
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Example

ii# config

dns add server 10.0.0.32

dns add server 10.0.0.99

dns suffix test.com

i sdn isdn switch nil spid 015550000001 speed 128
name SERVER0000000

dialerd i sdn nunber "555-0000"

dialerd isdn idletineout 60

ppp isdn usernane "user" password \rG f60CL1pRgT6kNcW
ifconfig ethl ipaddress 10.0.0.61 255.255.255.0
ifconfig ethl xlate on

dialerd i sdn node denmand

dialerd isdn demand 80 40

route add default isdn

chargend start

di scardd start

dnsproxyd start

echod start

identd start

pl server ethl

tcpserver

tel netd start

wi nsockserver ethl

wi nsockserver ethl 802.3

wi nsockserver ethl 802.2

wi nsockserver ethl SNAP

csSu command

The csu command is a user-level command that displays diagnostic information
for the T1 channel service unit (CSU). This command providesinformation that is
helpful in diagnosing T1 lines that are down or slow.

csu <interface>

Table 42 describes the csu command option.

Table 42 csu command option

Option Definition

interface Specifies the physical interface name.
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Example

ii>csutl
Total s : Current: Last 24 Hours:
El aspedSeconds/ Val i dl nterval s : 377 96
Err or edSeconds : 0 0
Bur st yEr r or edSeconds :
Sever el yErr or edSeconds :
Sever el yErr or edFr anmi ngSeconds :
Unavai | abl eSeconds

Control | edSl i pSeconds

Degr adedM nut es

Pat hCodeVi ol ati ons

Li neError edSeconds

Li neCodeVi ol ati ons

cloNoloNoloNoNeNe
ONNOOOOOO

[EEN

date command

The dat e command displays or setsthe date for the unit. Displaying the unit date
is available at the user level; however, setting the unit date is allowed only at the
privileged level.

date [ <nmddyyyy>]

Table 43 describes the dat e command option.

Table 43 date command option

Option Definition

mddyyyy Specifies a 2-digit month and 2-digit day followed by a 4-digit year.
Example

ii> date

Wed Jun 16 15:56: 35 2001

ii# date 06292001
Tue Jun 29 15:57:19 2001
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dir command

Thedi r command is a user-level command that displaysthe filesin the
temporary or nonvolatile storage.

dir [ <pat h>]
Table 44 describes the di r command option.

Table 44 dir command option

Option Definition

pat h Specifies the directory name (for example, webcache) or “a:” for
nonvolatile storage.

Example 1
ii>dir
nos. | og 892 10:42 07/16/98 isdn-bl.log 3751 09:16 07/20/98
i sdn-b2.1 og 3661 12:53 07/20/98 iisetup.lck 29 12:18 07/17/98
confi g. new 648 12:18 07/17/98  39dd8 0 16:26 07/20/98
trace.l og 5401 08:47 07/20/98

7 files. 1005568 bytes free. D sk size 2080256 bytes.
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Example 2

ii>dir a:

i bnbi 0. com 50818 15:51 11/01/96 i bndos. com 75 15:51 11/01/ 96
command. com 27543 06: 22 10/ 24/ 96 aut oexec. bat 647 16:40 06/ 15/ 98
boot . bat 163 14: 53 05/26/98 boot . exe 27448 14:39 06/ 15/ 98
config 657 14:49 07/15/98 copyrite 187 17:44 06/ 15/ 98
finali.exe 11331 09:48 04/29/98 host s 438 18: 02 07/19/95
iiuser.grp 272 08: 27 04/10/98 mai nzi p. exe 406732 08:40 07/15/98
pt os. map 17575 23:03 07/07/98 pt 0s. r ex 92884 23:03 07/07/98
reboot. com 16 11:50 05/25/95 reset. bat 346 10:21 04/29/98
servi ces 9211 10: 25 04/10/98 set| eds. exe 7333 07:59 06/12/97
testswch. exe 7139 17:09 06/30/97 har dwar e 354 09:47 06/ 30/ 98
config.rst 216 10: 26 06/19/98 har dwar e. cf g 58 09:47 06/30/98
digi.bin 62148 12: 35 09/ 15/97 services. rst 9211 10: 25 04/10/ 98
hosts. rst 438 18:02 07/ 19/95 iiuser.rst 272 08:27 04/10/98
serial.num 55 09: 47 06/ 30/98 version 76 09:47 06/30/98
i sdn. up 137 11: 58 06/ 30/98 iisetup.rgs 26 11:05 06/30/98
dunpfile 2839 08:34 07/06/98  setinfo. bat 18 11: 05 06/30/98
iisetup.pwd 24 11: 05 06/ 30/98 regi ster.| og 32 11:06 06/30/98
pi pe0. $$$ 500 17: 09 07/02/98 newdebug 256740 09:26 07/03/98
confi g. sav 526 17:38 07/07/98

37 files. 1005568 byteé free. Disk size 2080256 bytes.

enable command

Contivity Branch Access provides two levels of passwords: privileged and user.
When you log in, your password determines whether the access level is user or
privileged. If the first password is at the user level, then the enabl e command
allows you to switch from user level to privileged level without logging out.
However, to return to the user level from the privileged level you must log off and
log back on with the user-level password.

enabl e

The Contivity Branch Access administrative utilities require the privileged
password. The Monitor program requires the privileged password for those
functions now protected by the administrator password. Monitor displays statistic
and diagnostic information without requiring any password.
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Example

ii> enable
passwor d:

Note: The Contivity Branch Access management software does not
support user names associated with the multi-level passwords.

exit command

Theexi t command is a user-level command that ends the current Telnet or
out-of -band management session. Any changes you have made are lost unless you
commit them. For details, refer to “commit command” on page 96

exit
log command

Thel og command is a user-level command that displays the usage log for users.

| og

Example
ii>1log
User Sent Received Tine On Last Active
| PXUSER 2630 29277 01:00:23:17 Jul 17 11:09: 27 1
10. 0. 0.99 714 0 00:19:36:31 Jul 16 15:35:56 0

Table 45describes the information displayed for thlgy command.

Table 45 log command information

Column Meaning

User IP address or name of the user created in Contivity Branch Access or
adopted from a directory service (for more information, refer to Chapter
3 of Using the Contivity Branch Access Management Software Version
7.20)

Sent Number of bytes sent by the user
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Table 45 log command information (continued)

Column Meaning

Received Number of bytes received by the user

Time On Length of time the user has been logged on

Last Time the user last accessed the unit

Active Number of open application sessions (instances) of Contivity Branch
Access

memory command

The menory command is a user-level command that displays memory statistics
for the unit.

menor y
Example

ii> menory
byt es used 2191384 free 3123992 bl ocks used 2082 free 518

password command

The passwor d command allows you to specify or change a user-level password
or aprivileged-leve password. The password is case-sensitive and supports up to
15 characters, including spaces. This command defines the new password
immediately. If you do not specify theuser orpri vi | eged option, the password
is assumed to be privileged. The commi t command is not required.

password [user | privileged]

Note: If only one password is assigned, logging in with that password
=>| provides privileged access.

When upgrading from a previous version that has only one password
assigned, both the privileged and user passwords are set to that
password.
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Example

ii# password [ user | privileged ]
New password: *****
Confirm password: *****

Note: You can use thenabl e command to change your access type
from user-level access to privileged-level access. For more infioma
see“enable command” on page 100

In general, commands that display information can be accessed with a user-level
password. An exception, however, isthe conf i g command. In addition, pi ng
andt r acer out e can be executed.

Typically, commands that modify the unit's behavior require the privileged-level
password.

Removing a password

To remove a password, press [Enmafter each prompt.
Example

ii# password user
New password: [Enter]
Confirm password: [Enter]

ping command

Thepi ng command sends a packet to the specified host name or IP address. The
| engt h option specifies the length to extend the packet beyond its normal header.

Running a ping (except background, monitor, and control) is available at the user
level.

Note: Runningpi ng for a long period of time in the foreground does not
maintain the Telnet or out-of-band management session which could time
out before thei ng command completes.
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You can use the background ping facility to control or monitor the connection
state of a virtual private network (VPN) and serve as a “keep-alive” for the tunnel.

There are three ping modes:

» Control mode — Use a control ping when you want to maintain a permanent
tunnel connection, switch to a backup infiee when a primarinterface
becomes unavailable and the primary interface doebave a reliable
indication of its availability, or both.

For example, in xDSL and cable modem environments, the BayStack Instant
Internet interface that connects to the Internet is usually an Etherné&ideter

and that interface is always active as long as the link exists between BayStack
Instant Internet and the xDSL or cable modem. A ping in control mode always
attempts to use the specified irfigee (even if it is ansidered inactive for

normal use), and if three consecutivep@nses are noéceived, the interface

is made inactive (if an IPsec interface is used, any assotiateels are

dropped). The ping continues to transmit on the interface, even while it is
unavailable for normal traffic. After a responsedseived, the interface is

made available again.

Note: The control ping initiates a connection and is considered to be
=>| activity. A control ping attempts to keep the path to the destination active
at all times.

* Monitor mode — Use a monitor ping when you do not want to keep the
connection active but you still want to check the status of a tunnel. This type
of ping is typically used with a dial-up connection. A monitor ping does not
initiate a connection and is not considered to be activity against a dial-up
interface’s idle timeout. This mode does not keep a connection active.

Note: A monitor ping is considered to be activity on the CVS but is not
=*»| considered to be activity against the Contivity unit's dial-up timeout;
therefore, BayStack Instant Internet is free to drop the line. After the line
is dropped, the monitor ping disables the connection. The CVS's idle
timeout disables the other end of the connection.

313372-A



Chapter 2 Configuration command reference 105

In monitor mode, if the specified interface is not active the ping does not
occur. Also, in the case of an IPsec interface, if the interface used to reach the
corresponding remote gateway is not active, the ping does not occur. If an
IPsec interface is specified and no response is received for three consecutive
pings, the tunnel is dropped and is re-established as required by normal VPN

activity.

If the ping failsfor three consecutive times, the interface is brought down, but
isnot disabled from further activity. Thisisnormally used for | Psec interfaces
because the ping failure indicates that the IPsec tunnel is no longer operating
properly. If this happens, any active |Psec tunnels are dropped and are
re-established as required by normal activity.

» Background mode — Background mode is a standard ping with no other

special provisions. This mode sends a ping to the specified destination, which
initiates a connection if required, and is considered to be activity. The receipt

of a response (or the lack of one) has no effect on system operation.

For all modes of ping, the destination should be some device that is reachable and
for which a response is representative of the desired connectivity. For example, if

the purpose of the ping is to validate a VPN connection, then it is best to choose a
destination that is reached through the VPN tunnel, such as the private address of

the remote Contivity unit or the Contivity VPN Switch (CVS).

pi ng [ <hostid> count <0

l ength <0
interval <O
ti neout <1
failures <1

1024>
1024>
3600>
60>
60>

sour ce <i padr >

control <interface>
nonitor <interface>
background start | stop]

Table 46describes thpi ng command options.

Table 46 ping command options

packets indefinitely.

(default: 1)

Option Definition
hosti d Specifies the IP address or name of the unit to contact.
count Specifies the count or number of packets to send. A value of 0 sends

Reference for the Contivity Branch Access Command Line Interface Version 7.20




106 Chapter 2 Configuration command reference

Table 46 ping command options (continued)

Option Definition
l ength Specifies the length of the data.
(default: 64)
i nterval Specifies the time in seconds between packets.
(default: 1)
ti meout Determines the length of time to wait for a ping to return.

(default: 5 seconds)

failures When used with the cont r ol or noni t or options, specifies the
number of failed pings that can be returned before the line is dropped.
(default: 3)

source Forces the packet to have the specified IP address.

cont rol Manages the operating status of an interface.

i nt er f ace — The name of the physical interface
Note: A control ping shows up as encrypted messages in a trace.

noni t or Used for IPsec, this option checks the validity of a tunnel. After a series
of failed pings, this option destroys the tunnel.

i nt er f ace — The name of the physical interface

background |Runs the ping in the background.
st art — Starts a background ping.
St op — Stops the active monitor or control ping.
Note: All background pings running when you issue a conmi t

command are written to the unit's configuration file.

You can stop a background ping (such as monitor or control) with the background
st op option for the pi ng command.

Example

ii> ping 10.0.0.1 count 10 interval 3

pinging 10.0.0.1

succeeded failed avg tine
10 0 00: 00: 00. 0015

Note: Press[Ctrl]+C to stop a ping.
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restart command

Therest art command immediately restarts the unit. Any changes you have
made are lost unless you commit them. For details, refer to “commit command”
on page 96

restart confirm

=»| Note: To perform a restart, you must spell oohf i r mcompletely.

rows command

Ther ows command sets the number of rows of output displayed in a Telnet or
out-of-band management session before the output is paused (default: 24). Setting
the number of rows is available at the user level. Enteringdive command

with no parameter shows the current setting.

rows [ <rouws>]

sap command

Thesap command runs the SAP (Service Advertising Protocol) service and
displays a list of known Contivity units. Tlsap command displays the time, IPX
network numbers, hops, and names of Contivity units that have sent service
advertisements to the unit.

sap
Example
ii> sap
Time Network Hops Nane
0 12 1 O00008AABBCCC5_I | - ONE
273 1 00008AABBCC25_11-TWD

Reference for the Contivity Branch Access Command Line Interface Version 7.20



108 Chapter 2 Configuration command reference

Table 47 describes the information displayed for the sap command.

Table 47 sap command information

Column Meaning

Time Number of seconds before the unit expires from the list, unless it sends
another service advertisement

Network IPX network number of the unit or blank if the network is non-IPX

Hops Number of routers between the two Contivity units

Name MAC address and unit name of the Contivity unit sending the service
advertisement

system command

The syst emcommand displays the unit serial number, total installed memory,
firmware version, system start time, current system time, and system uptime.

system
Example

ii> system
Serial nunber:
System nenory:
Ver si on:

| 500COA8DO0AOA
12 MB
7.20

System started: Wed Jun 20 10:28:31 2001

Current tine:
Up tinme:

trace command

Fri Jun 22 12:04:36 2001
49: 36: 05

Thet race command controls tracing on an interface. If afileis not specified,
trace data is written to the default file trace.log. All trace files are written to
temporary storage and are flushed when you restart the unit.

trace [ <interface> oi bxhar [<file> [ <size>]]

of f]

When thet r ace command is used without any parameters, it displaysthe current
status. Displaying the current status is available at the user level; however,
configuring atrace is allowed only at the privileged level.
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Table 48 describesthet r ace command options.

Table 48 trace command options

Option Definition

interface Specifies the name of the interface to be traced.

flags Specifies the trace command flags included: oi bxhar
e 0 - Transmitted (output) packets

» | —Received (input) packets

» b - Broadcast packets

¢ X — Non-IP packets

* h—Hex/ASCII dump

e a-ASCIl dump

e r —Rawdump

file Specifies the file name for trace output.
(default: trace.log)

si ze Limits the size (in bytes) of the trace file.
Note: Be careful not to exceed the free bytes indicated by the di r
command.

(default: 1 MB)

of f Stops tracing.

Example

11 # trace dialup 10
Traci ng dial up

ii> trace

ethl: tracing off
di alup: out+in
eth2: tracing off

When attempting to debug problems with the Admin access control lists, you can
use the access trace log, which contains information about what was happening in
the access control logic. Theinformation from thistrace is stored in the access.log

file.

ii# access trace </ evel>
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Turn an access trace log off with access trace 0. Thelevel can be 1-9. The
recommended level is 1.

traceroute command

Thet racer out e command displays the individual hops in the trace route to the
specified destination. Displaying the trace route is available at the user level.

traceroute <hostid> [ nodnsl ookup
ttl <1 - 255>
wait <1 - 255>
source <ipadr>]

Table 49 describesthet r acer out e command options.

Table 49 traceroute command options

Option Definition

hosti d Specifies the host name or IP address of the desired destination.

nodnsl| ookup |Disables address-to-name lookups.

ttl Specifies the time-to-live or maximum number of hops to display. The
range is 1 to 255.

(default: 30)

wai t Specifies the maximum number of seconds to wait for an individual
hop. The range is 1 to 255.
(default: 3)

source Forces the packet to use the specified IP address as its source IP
address.

udp command

The udp command displays user datagram protocol (UDP) statistics.

udp
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winsock command

0. 0.0.0: 3006
i nDat agr ans
noPorts
inErrors

out Dat agr ans

162
41

180

Thew nsock command displays Winsock statistics.

Wi nsock
Example

ii> w nsock

| PXUSER t hreads 2 sockets 1

xfer command

xfer get
put
get
| og

The xf er command facilitates remote management by providing the ability to
remotely backup and restore configurations and to upgrade unitsin the field. The
Contivity Branch Access management software can transfer filesas apassive FTP
client so that files can be loaded from or stored to an FTP server.

config| servi ces| host s| webhost s| usergroups|al |l URL
confi g| servi ces| host s| webhost s| usergroups|al |l URL
update URL

<log file> URL

where URL = ftp://[<username>: <passwor d>@ <hosti d>/ <pat h>/[<fil e>]
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Table 50 describes the xf er command options.

Table 50 xfer command options

Option Definition

get Transfers the indicated information from an FTP server to the unit and
specifies a path for that transfer. You can specify the source file name
in the URL but the type (conf i g, servi ces, host s, webhost s,
or user gr oups) determines the destination file name.

put Backs up the indicated information from the unit to an FTP server and
specifies the path for that backup. The file name in the URL, if any,
overrides the default file name.

config Refers to all of the unit’s configuration settings. When you perform a
put , the default file name is config.

services Lists port mappings. When you perform a put , the default file name is
services.

host s Resolves host names to IP addresses for a DNS override. When you
perform a put , the default file name is hosts.

webhost s Lists Web sites and cookie control settings. When you perform a put ,

the default file name is webhosts.

user groups

Saves all the access controls defined for users and groups. When you
perform a put , the default file name is iiuser.grp.

al

Refers to config, services, hosts, webhosts and usergroups. Files are
saved or restored using their default file names. Do not specify a file
name in the URL.

updat e

Upgrades the unit from the file located in the specified path on the FTP
server. The default file name is update.bin; however, another file name
may be specified.

The unit is not automatically restarted after the firmware has been
downloaded and saved. To complete the upgrade, submit the
command r est art confi rm The result of the update (either a
confirmation or error message) is displayed as the welcome message
for the next login.

Update information is also logged in the file update.log. For more
information, refer to “Updating unit firmware remotely” on page 119.

Indicates to store the specified log file to the FTP server. When you
specify the | 0g option, the default file name is <log file name>_.log.

| og fil e - Specifies which log file to save. The extension _.log
is automatically added to the specified log file name.

URL

Indicates that you will be using the FTP protocol. Also indicates the
location of the files being transferred.

Note: You must end the URL with a slash (/) unless you specify a file
name.
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Table 51 describes the URL components for specifying an FTP server

Table 51 URL components for specifying an FTP server

Option Definition
user nane Sets an optional user ID for the FTP host.
(default: anonymous)
passwor d Sets an optional password for the FTP host. The default password
uses the format: <unithame>@<domain name>.
hosti d Indicates the required host name or IP address of the FTP server.
pat h Names the path (hierarchical directory specification) on the FTP

server where files are to be saved or restored.

file Provides a file name to override the default file name.

Note: When a parameter has an embedded “@" or space, that character
=»| should be represented with an escape sequence, %40 or %20,
respectively.

For examples of the xf er command, refer to “Using the xfer command” on
page 116

Reference for the Contivity Branch Access Command Line Interface Version 7.20



114 Chapter 2 Configuration command reference

313372-A



115

Chapter 3
Using the configuration commands

This chapter provides examples for using some of the Contivity Branch Access
configuration commands.

Changing between user-level and privileged-level access

If your unit has multi-level passwords configured, you can change from user-level
access to privileged-level access without logging off.

The user-level password provides limited access to unit configuration and
administration utilities. If you need to change a unit configuration when you are
logged on with only user-level privileges, you can use the enabl e command to
log on with privileged access and make changes to the unit configuration.

To usethe enabl e command to change from user-level access to privileged-level
access on a unit with multi-level passwords configured:

ii> enable <cr>
Following is an example of the enabl e command:

ii> enable
password: ***x**
ii#

The prompt changes depending on the current access level. The prompt for
privileged accessisi i #. The prompt for user accessisi i >. If you are not
prompted for a password after you use the enabl e command, make sure that you
are not already logged on with privileged access.
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Changing from privileged accessto user access, however, requiresthat you log off
and log back on with the user-level password.

Using the xfer command

Usethe xf er command to remotely backup and restore configurations and to
upgrade unitsin the field.

Backing up a configuration remotely

You can back up all or parts of your unit configuration by placing a copy of al or

some of the unit's configuration files on an FTP server. This remote store feature

is useful if your unit needs to be serviced. The ability to back up a configuration
also allows you to copy a configuration from one unit to another remotely.

Use thexf er put command to back up your configuration to an FTP server.

xfer put config| services|hosts|webhosts|usergroups|all URL

Example

In this example, the FTP server is running on a workstation with an IP address of

192.168.1.12. The FTP server allows anonymous logins as long as the supplied
password contains the “@” symbol.

To back up the configuration of your Contivity unit:

1 Use Telnet or out-of-band managementdoess the Contivity unit.

The remote store feature requires the privileged password.

2 Enter thexf er command.

ii# xfer put all ftp://192.168.1.12/cbal/backup/

-p

Note: You must enter a slash (/) at the end ofther command when
you use either thget orput al | option. The slash specifies that the
path is a directory. If you omit the slash, the following error message is
displayed: invalid arguments tofee”
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3 Theunit responds with status information about the file transfers:

cba/ backup/ config: 1163 bytes in 0.01 seconds, 116300 bytes/s.
chal backup/ servi ces: 9236 bytes in 0.06 seconds, 153933 bytes/s.
cbal/ backup/ host s: 438 bytes in 0.01 seconds, 43800 bytes/s.

cbal/ backup/ webhosts: 8 bytes in 0.01 seconds, 800 bytes/s.

cbal/ backup/iiuser.grp:413 bytes in 0.01 seconds, 41300 bytes/s.

For details on restoring this configuration to your unit, refer to “Restoring a
configuration remotely,hext.

Restoring a configuration remotely

If you backed up your unit configuration to an FTP server, you can restore or
modify the configuration using the configuration files that have been placed the
FTP server. This feature allows a network administrator to configure a group of
units, for example, update the host names files for all of the branch offices for a
company. You can also use this feature to restore a saved configuration to a
replacement unit when the original unit is serviced.

Use thexf er get command to restore your configuration from a saved copy on
an FTP server.

xfer get config|services|hosts|webhosts|usergroups|all URL

Example

In this example, the FTP server is running on a workstation with an IP address of
192.168.1.11. The FTP server requires the login “admin” and the password
“drowssap.” You have organized a directory scheme of cba\branchl, cba\branch2,
and so forth. You used thxé er command to save the complete configuration for
each of your branch offices’ Contivity units (s&acking up a configuration
remotely” on page 1161n the directory, there are five filesonfig, services,

hosts, webhosts, andiiuser.grp.

To restore the unit configuration at Branch Office 5:

1 Use Telnet or out-of-band managementdoess the Contivity unit.

The remote restore feature requires the privileged password.
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2 Enter the xf er command to restore your configuration from an FTP server.

ii# xfer get all ftp://adnm n:drowssap@92. 168. 1. 11/ cbal/ br anch5/

Note: You must enter aslash (/) at the end of the xf er command when
=»| you useeither theget orput al | option. The slash specifies that the
path isadirectory. If you omit the slash, the following error message is
displayed: invalid arguments tofet”

3 Theunit responds with status information about the file transfers:

cbal/ branch5/config: 1163 bytes in 0.05 seconds, 23260 bytes/s.
CONFIG will not take effect until after RESTART command.

cbal/ branch5/servi ces: 9236 bytes in 0.05 seconds, 184720 bytes/s.
cba/ branch5/ hosts: 438 bytes in 0.01 seconds, 43800 bytes/s.
cba/ branch5/ webhosts: 8 bytes in 0.01 seconds, 800 bytes/s.

cbal/ branch5/iiuser.grp: 413 bytes in 0.01 seconds, 41300 bytes/s.

4 Usetherestart confirm command to make the restore take effect.

ii# restart confirm

When you confirm the restart, your connection to the unit is temporarily lost
and the Telnet session is ended.

Caution: Do not usethecommni t command with the xfer get
® confi g command. Using these commands together will undo what you
just did.

To confirm that the configuration file was restored:

1 Wait afew minutesfor the restore to take effect and the unit to restart.
2 Accessthe unit again using Telnet or out-of-band management.
3 At thecommand prompt, enter the conf i g command.

ii# config

Therestored configuration information is displayed.
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Updating unit firmware remotely

You can update your Contivity unit to the latest unit firmware remotely using FTP.
Thisfeature allows you to place the update file in a central location for all of your
remote sites.

Example

In this example, your FTP server has the host name “ftp://ftp.instant.net.” The

FTP server requires you to login with a user name and password. The latest
version of the Contivity Branch Access firmware is stored on the FTP server in
the cba/720 directory, in the filgpdate.bin.

To update a Contivity unit's firmware remotely:

1 Use Telnet or out-of-band managementdoess the Contivity unit.

2 Enter thexf er command.

xfer get update ftp://mynane: nypassword@tp.instant.net/cba/ 720/ update. bin

Note: The default login name enonymous and the default password
follows the format<unithame> @<domain name>. Many FTP servers
allow the login namanonymous with the user’s email address as the
password. Therefore, you can often just type:

ii# xfer get update ftp://ftp.instant.net/cba/720/update. bin

3 The unit responds with status information about the file transfer:

cbal/ 720/ updat e. bin: 618934 bytes in 3.90 seconds, 158701 bytes/s.
Update will not take effect until after RESTART command.

4 Usetherestart confirm command to make the update take effect.

ii# restart confirm

When you confirm the restart, your connection to the unit is temporarily lost
and the Telnet session is ended.
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To check the status of the update:

1 Wait afew minutesfor the update to take effect and the unit to restart.
2 Accessthe unit again using Telnet or out-of-band management.
The update status is displayed.

Instant Internet(tm version 7.20
Copyright (c) 1995-2001 Nortel Networks Corporation

July 1, 2001 13:45:44 - Unit successfully updated to version 7.20
ii#

Detailed information about the update is contained in the update.log file. To view
the contents of the update.log file, use the cat command (page 94).

ii# cat a:update.log
July 1 2001 13:45:44 - Unit successfully updated to version 7.20
06/ 15/ 01

You can also use the xf er command to store the log file on the FTP server.

ii# xfer log update ftp://ftp.instant.net/upl oads/
upl oads/ update_.l1 og: 78 bytes in 0.01 seconds, 7800 bytes/s.

Note: Theslash (/) at the end of the xf er command specifiesthat the
=»| pathisadirectory. If you omit the Slash, it is assumed that the last nameis
afile name.

Setting up multiple PPPoE interfaces

You can configure multiple PPPoE connections for asingleinterface. Thisfeature
allows you to use asingle DSL connection to connect to two or more different
Internet service providers. For example, you can have a connection to the Internet
over one PPPoE connection and a connection to the office over another PPPOE
connection without having to have two separate DSL lines. This feature creates a
more secure network by eliminating Internet traffic from the network.
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To configure multiple connections for a single PPPOE interface:

1 Createtheinterface.

Thefollowing shows an example of creating two PPPOE interfaces (office and
internet) on the Eth2 interface:

ii# pppoe office Eth2
ii# pppoe internet Eth2

2 Configure each interface using the ppp command.

You can configure the interface using any of the ppp commands but you must
assign at lease a user name and password. For example:

ii# ppp office usernane test password secret
ii# ppp internet usernanme sanple password secure

3 Specify thetraffic that is to be routed over each connection.

Usether out e command to specify which traffic is to be routed over each
interface. For example:

ii# route add 10.0.0.0/ 24 office

You need to specify theroute only for the traffic that is not being sent over the
default connection.

Specifying the workstation name for a cable modem
connection
I SPs that provide cable modem service occasionally require that the workstation

that is connected to the modem have a specific name. This nameis sent with the
DHCP request to identify the cable modem account.

Usethedhcp confi gur e command to assign the required name to the unit by
specifying that name as the unit’'s host name in the DHCP client request.

ii# dhcp configure <interface> <host nane>

Example

ii# dhcp configure eth2 nyhostnane
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Using NetMeeting

nat add

You can use Microsoft’s NetMeeting* (version 3.01 or later) to conference two or
more individuals together over the Internet. NetMeeting allows you to talk to one
another, view presentations together, or work on a white board together regardless
of your location.

Note: Connecting to a directory server or Microsoft's MSN* Messenger
service works only for outgoing calls. However, a person on the same
network as the Contivity unit can initiate a call to the Messenger service
because the call is initiated from inside the network and the request uses
port 80.

Contivity Branch Access automatically configures itself for holding a NetMeeting
with external computers. However, you must configure Contivity Branch Access
to route incoming NetMeeting data to a particular workstation.

Use thenat command to configure Contivity Branch Access to permit incoming
NetMeeting calls. You will:

1 Add port 1720 to the local and WAN IP address.
2 Specify the TCP protocol.

The following is an example of theat command to use:

<local ip address> 1720 <wan ip address or interface> 1720 TCP

After you set up the workstation smcept incorimg NetMeeting calls, remote
users can call a workstation on your network using the IP address or the fully
qualified domain name (FQDN) of the Contivity unit.

If your unit is using a dynamic IP address, you can use the Dynamic DNS facility
and enter the unit's FQDN that is registered in the Dynamic DNS.
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Accessing secure Web sites

Contivity Branch Access does not have a secure sockets layer (SSL) proxy for
accessing secure Web sites. If you require access to secure Web sites, you can use
either NAT or a SOCKSS proxy.

The following example shows how to access secure Web sites using NAT.

filter https l4switch tcp dest :ww
filter https allow

Backing up an Ethernet interface with a dial-up
connection

You can use a dial-up connection to back up your Ethernet connection to the
Internet. Thisfeature provides a cost-€ff ective way for you to maintain continuous
connectivity to the Internet in the event that your primary connection becomes
unavailable.

The backup command is an optional command that causes a backup interface to
become active and remain active when the primary interface is down. If you do
not use the backup command to configure a backup connection, the backup
interface is activated as warranted by normal traffic, and the idle timeout
determines when the backup interface isinactivated, if applicable to that type of
interface.

Example

In this example, you configure the default route to switch from Eth2 to the dial-up
interface when Eth2 becomes unavailable.

To back up an Ethernet interface with adial-up connection:

1 UseTenet or out-of-band management to access the Contivity unit.

2  Set the redundant route to the dial-up interface with a higher metric.

route add default eth2
route add default dialup 0.0.0.0 2
backup start eth2 dialup
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3 Assign acontrol ping to the Ethernet interface so that it can be brought down
when communications are not working. Therefore, when the control ping
marks Eth2 as unavailable, the less-preferential route to the dial-up interface
isused instead.

ping 1.2.3.4 interval 5 tinmeout 2 failures 5 control eth2

Five failed pingsto 1.2.3.4 over the primary link causes Eth2 to be

deactivated. Traffic from coputers on the Contivity unit’s subnet activate the
dial-up interface. Thping continues to run over the primary irfitee Eth2).
Once a successful ping occurs over the primary interface, thdaoads
reactivated and the traffic once again travelsubh that interface. The
dial-up interface hangs up when itsigsed timeout expires.

Spoofing a MAC address

Contivity Branch Access provides a feature that allows you to “spoof” the
workstation’s MAC address if your ISP has recorded your workstation’s MAC
address and configured your cable modem to connect only to that MAC address.

There are no adverse affects to tHeN from spoofing your workstation’s MAC
address. The spoofing occurs only on the WANtiiatce to the cable modem’s
ISP.

To spoof your workstation’s MAC address, use the following command:

ifconfig <interface> hwaddress <adr>

The following example, shows a cable modem connected to Eth2 and a
workstation MAC address of 00C00A8D00082.

ii# ifconfig eth2 hwaddress 00CO0A8D00082

Using DHCP

Configuration parameters are passed from a DHCP server to a DHCP client in
tagged data items that are stored in the options field of the DHCP message. The
data items themselves are also called options.
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AsaDHCP server, Contivity Branch Access supports the most commonly used
options by name: | ease, dns, domai n, wi ns, and node. The Contivity Branch
A ccess management software provides a generic option mechanism to support
other options without placing an undue burden on the size and maintenance of the
server. The generic option mechanism allows you to specify any option by
number, rather than by name.

Specifying an option by its number and parameter

You can use the dhcpd command to specify any DHCP option by its number and
parameter. The command uses one of three forms, depending on the parameter
type:

dhcpd option <nunber> ip <ip address>
dhcpd option <nunber> text <text>
dhcpd option <nunber> hex <xx:Xxx:xx...>

Thefirst form is used for specifying an |P address. In the following example, an
option number (option 4) specifies atime server.

dhcpd option 4 ip <ip address>

The second form is used for specifying text. The following example specifies the
parameters for a Nortel Networks Etherphone* using site-specific option 128:

dhcpd option 128 text “Nortel-i2004-
A 47.142.8.119: 5000, 1, 10; 47. 142. 8. 119: 5000, 1, 10. ”

Thethird form is used for specifying numbers or any other datathat isnot covered
by one of the first two forms. The following example specifies the time offset
from UTC (option 2):

dhcpd option 2 hex FF:FF: AB: AO

In this example, FFFFABADO is the 32-bit hex representation of -21600, the offset,
in seconds, of CST from UTC. Note that, because opt i on is specifiedin
RFC2132 to take four octets of date, and the DHCP server has no built-in
knowledge of the format of generic or site-specific options, all four octets must be
specified.
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DHCP scope-specific options

Options can be made specific to a particul ar scope by preceding the command that
specifies the option with the command scope and the name of the scope.

In the following exampl e, the commands configure workstations in the scope

named “main” with a lease time of 2 hours (7600 seconds), and using DNS server
206.210.192.1; workstations in the scope named “test” get a 10 minute (600
second) lease and use DNS server 10.10.1.1; workstations in any other defined
scope get the default lease period and use DNS server 10.10.73.88.

dhcpd scope main | ease 7200

dhcpd scope mai n dns 206.210.192.1
dhcpd scope test |ease 600

dhcpd scope test dns 10.10.1.1
dhcpd dns 10. 10. 73. 88

The options ease, dns, domai n, wi ns, node, t ft p, boot , and generic options

can all be made scope-specific. When the server inserts a requested (by the DHCP
client) option into a DHCP reply message, it checks first for an option specified

for the particular scope. If none is found, it then checks for an option specified
without a scope prefix—a global option. If none is found, it then checks for a
built-in default. If no value is found at all, the server does not include that option

in its reply.

DHCP BootP support

Ther eser ve command supports BootP clients by allowing an IP address to be
reserved for a particular MAC address. This feature enables the Contivity unit (as
a DHCP server) to supply IP addresses to devices such as routers, printers, and
servers that need a fixed, known address but may not support DHCP, for example:

dhcpd reserve 206.210.192. 163 00C04F027BFF

A TFTP server can be specified with thfiet p command, and a boot file can be
specified with thenoot command, for example:

dhcpd tftp 206.210.192. 32
dhcpd boot voyager.ing

Both theboot command and thef t p command can be made scope-specific.
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Index

Symbols

?command 26, 31

A

acronyms 15, 18
Address Resolution Protocol 94

aliascommand 32
interface 32
name 32

AniTa, using 23

ARP cache
displaying 94
flushing 94

arp command 94
flush 94

authorization 54

B

backup command
example 123
start 72
stop 72
using 72
brackets
angle 27
square 27

C

cable modem, specifying the workstation
name 121

cat command
example 120
filename 95
using 94
changes, storing 96
channel service unit 97

chargend command

start 72

stop 72

using 72
chargend service

starting 72

stopping 72
command line interpreter 27

commands
abbreviating 27
and case-sengitivity 27
displaying alist 31
entering 26
interrupting 27
list 29

commit command
undo 96
using 96

config command 96
example 118
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configuration
committing 96

displaying 96
saving 96

configuration, remote backup 116
configuration, remote restore 117
conventions, text 14

csu command
interface 97
using 97
CSU diagnostics, displaying 97

current system time, displaying 108

customer support 19

D

date
displaying 98
setting 98
date command
mmddyyyy 98
using 98
daylight savings time, setting 69
demand-diaing settings
configuring for an interface 33
displaying for an interface 33

DHCP
configuring an interface 32
configuring for aunit 73
viewing the status for aunit 73

dhcp command
bootp 33
configure 33
example 121
interface 33
release 33
renew 33
view 32

dhcpd command
boot 75
delete 74
dns 74
domain 74
exclude 74
lease 74
node 75
option 75
relay 74
reserve 74
scope 74
start 74
stop 75
tftp 74
using 73
wins 75

dial backup 123

dialerd command
answer 34
backup 34
command 35
configure settings 33
delay 35
demand 35
down 36
idletimeout 35
interface 34
mode 35
nodisable 35
number 36
script 36
start 36
stop 36
up 36
view settings 33
diffserve 71

dir command
path 99
using 99
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discard service
starting 76
stopping 76

discardd command
start 76
stop 76
using 76

dns command
add server 39
cache 39
configure 38
drop server 39
flush 39
suffix 39

DNS proxy service
starting 76
stopping 76

dnsproxy command
start 76
stop 76

dnsproxyd command 76

Domain Name Server 76

Dynamic Domain Name Server (DDNS),
updating 49

Dynamic Host Configuration Protocol
(DHCP) 32,73

E

echo service
starting 77
stopping 77

echod command
start 77
stop 77
using 77

enable command
example 115
using 100

encapsulation command 40

framerelay 40

interface 40

mp 40

ppp 40

terminal 40
encapsulation protocol, setting for an interface 40
encryption 54,55

exit command 27, 101

F

file, viewing contents 95

filter command
alow 41
deny 41
destination 42
drop 42
filterlist 41
icmp 42
insert 42
ip 42
[4switch 41
nat 42
protocol 42
source 42
tcp 42
udp 42
using 41
filter list, modifying 41
filters, about 41
firmware version, displaying 108
frame relay interface, configuring 44

framerelay command
configuring 44
dicilen 45
inarp 45
interface 45
pvc 45
type 45

FTP, passive 111
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H iiLogin program
starting 77
hardyvaread;djre& - stopping 77
h “5‘:'93? ,IaS, ¢ e 110 inactivetunnel 56
ops, disp ayllngllna race route interface
host name, pinging 103 backup connection 72
hostname command 45 configuring to support Powerlan clients 78
ipinterface 45 Tl 64
name 45 tracing 108
V.35 64
| X.21 64
. interface configuration
icmp command . .
displaying 47
echo 46 setting 47
redirect 46 d
using 46 Internet Control Message Protocol (ICMP) 46
ICMP messaging Internet Protocol 51
displaying statistics 46 IP
modifying 46 displaying 51
ident command setting 51
stop 77 I P address, pinging 103
ident service ip command
starting 77 defaultnetwork 51
stopping 77 forwarding 51
identd command ip counters
start 77 fragFails 52
using 77 inAddrErrors 52
inDiscards 52

ifconfig command inHdrErrors 52

:L?gf jﬁ? inUnknownProtos 52
hwaddress 48 outDiscards 52
infilter 48 outNount% 52
interface 48 reasmrals 52
ipaddress 48 .routnglscards 52
mtu 48 using 51

outfilter 49 IP routes

transparent 49 changing 63

update 49 displaying 63

using 47

xlate 49
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ipsec command

authorize 54
defaultnetwork 55
destination 53
disconnect 55

drop 55

encrypt 54

group 54

key 53

loca 54

log 55

mode 53

name 53

pfs 55

remote 54

timeout 55

using 52

IPX clients, allowing 93
ISDN BRI interface, controlling 56

isdn command

calltype 57
inboundvoice 57
interface 57
number 57
priority 57
speed 57
spid 57
switch 58
trace 58
using 56
voice 58

local host name

displaying 45
setting 45

log 55

accesstracelog 109
ipseclog 55

log command 101

logind command 77
start 77
stop 77

M

MAC address
reserving an |P address 74
spoofing 124
transferring designation 48

management, out-of-band 21
command syntax 27
connecting 21
exiting 27
using 21

memory command 102

memory statistics, displaying 102

memory, displaying 108

N

name command 58
name, setting for aunit 58
nat command
add 59
drop 59
example 122
flush 60
timeout 60
using 58
NetMeeting 122
Network Address Translation (NAT) 58, 59
configuring by interface 49
displaying 58
setting 58
nonvolatile storage 96
displaying files 99
NTP 78
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ntpd command 78
add 78
drop 78
start 78
stop 78

O

out-of-band management
command syntax 27
commands 29
connecting 21
exiting 27,101
using 21

P

passive FTP 111

password
changing 102
incorrect 26
privileged 115
providing 25
switching 115
user 115

password command
privileged 102
user 102
using 102
phantom tunnel 56
ping
background 105
ping command
background 106
control 106
count 105
failures 106
hostid 105
interval 106
length 106
monitor 106
source 106
timeout 106

using 103
plserver command 78

Point-to-Point Protocol (PPP) 60
Powerlan clients, supporting 78

PPP
displaying 60
setting 60
ppp command
authentication 60
dns 60
echo 61
example 121
interface 60
mp 61
password 61
reset 61
username 61
using 60
PPPoE
multiple interfaces 120
pppoe command
demand 62
interface 62
pppoe 62
product support 19
publications
hard copy 19
related 18

R

redundant route 123
remote backup 116
remote management 111
remote restore 117
remote update 119

restart command 107
example 118

RIP, configuring 79
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ripd command
accept 79
add 79
drop 79
multicast 79
refuse 80
start 79
stop 80
using 79
version 80
route command
add 63
default 63
drop 63
example 121
using 63
Routing Information Protocol 79
rows command 107

rows of output, setting 107

S

sap command 107
secure Web sites 123
serial number, displaying 108
server
adding 38
dropping 38
snmp command
community 81

SNMP trap events 81

snmpd command

add 81

community 82

drop 81

start 82

stop 82

using 80, 82
SOCKS

changing settings 83

displaying settings 83

socksd command
log 83
start 83
stop 83
using 83
start time, displaying 108
statistics
displaying 27
support, Nortel Networks 19

sync command
autoloopback 65
clock 64
coding 65
crc4 65
data 65
format 65
fractional 65
framing 65
interface 64
Ibo 65
rate 65
using 64
synchronous interface
displaying parameters 64
setting parameters 64
syslog command
add 85
drop 85
facility local 85
limits 84
priority 85
using 84
system command 108
system uptime, displaying 108

T

TCP
displaying 66
setting 66
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tcp command trace command
mss 66 a 109
using 66 b 109
window 66 file 109
tcpserver command 86 flags 109
technical publications 19 Ih 1185
technical support 19 interface 109
Telnet o 109
enabling 21 off 109
exiting 101 oibxhar 109
using 23 r 109
Telnet service size 109
starting 86 using 108
stopping 86 x 109
Telnet session, ending 27 traceroute command
hostid 110
telnetd command 86 nodnslookup 110
port 87 source 110
rows 87
ttl 110
igg g; using 110
timeout 87 wait 110
. Transmission Control Protocol (TCP) 66
text conventions 14
. tunnel
t|m§ . inactive 56
d|splay|ng 67 phantom 56
setting 67
time command U
hhmm 67
timezone 67 udp command 110
using 67 UDP statistics, displaying 110
time zone, setting 68 unit
timezone command current systemtime 108
dst 68 displaying alist running IPX 107
jn 69 firmware version 108
mm.n.d 70 memory 108
n 70 restarting 107
offset 68 serial number 108
rue 68 setting the date 98
std 68 setting the name 58
using 68 start time 108

system uptime 108
using with administrative programs 86
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usage log, displaying 101
User Datagram Protocol 110
UTC, setting 69

W

wan command 71
diffserve 71
interface 71

Web proxy service
starting 87
stopping 87

webproxy command
active 88
activedays 89
activeend 89
activetime 88
address 89
binpercent 89
bintime 89
bypass 89
cgi 89
level 90
maxentries 90
maxsize 90
nocache 90
port 90
query 90
refresh 91
reserved 91
start 88
stop 91
textpercent 91
time 91
transparent 91
using 87

webserver command
port 92
start 92
stop 92
using 92
winsock command 111

Winsock statistics, displaying 111
winsockserver command

interface 93

using 93

X

xfer command

al 112

config 112

example 116

get 112

hosts 112

log 112

put 112

services 112

update 112

url 112

URL component
file 113
hostid 113
password 113
path 113
username 113

usergroups 112

using 111

webhosts 112
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