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Nortel Networks Inc. software license agreement

NOTICE: Please carefully read this license agreement before copying or using the accompanying software or
installing the hardware unit with pre-enabled software (each of which is referred to as “Software” in this
Agreement). BY COPYING OR USING THE SOFTWARE, YOU ACCEPT ALL OF THE TERMS AND
CONDITIONS OF THIS LICENSE AGREEMENT. THE TERMS EXPRESSED IN THIS AGREEMENT ARE
THE ONLY TERMS UNDER WHICH NORTEL NETWORKS WILL PERMIT YOU TO USE THE
SOFTWARE. If you do not accept these terms and conditions, return the product, unused and in the original
shipping container, within 30 days of purchase to obtain a credit for the full purchase price.

1. License grant. Nortel Networks Inc. (“Nortel Networks”) grants the end user of the Software (“Licensee”) a
personal, nonexclusive, nontransferable license: a) to use the Software either on a single computer or, if applicable,
on a single authorized device identified by host ID, for which it was originally acquired; b) to copy the Software
solely for backup purposes in support of authorized use of the Software; and ¢) to use and copy the associated user
manual solely in support of authorized use of the Software by Licensee. This license applies to the Software only
and does not extend to Nortel Networks Agent software or other Nortel Networks software products. Nortel
Networks Agent software or other Nortel Networks software products are licensed for use under the terms of the
applicable Nortel Networks Inc. Software License Agreement that accompanies such software and upon payment
by the end user of the applicable license fees for such software.

2. Redtrictions on use; reservation of rights. The Software and user manuals are protected under copyright laws.
Nortel Networks and/or its licensors retain all title and ownership in both the Software and user manuals, including
any revisions made by Nortel Networks or its licensors. The copyright notice must be reproduced and included with
any copy of any portion of the Software or user manuals. Licensee may not modify, translate, decompile,
disassemble, use for any competitive analysis, reverse engineer, distribute, or create derivative works from the
Software or user manuals or any copy, in whole or in part. Except as expressly provided in this Agreement,
Licensee may not copy or transfer the Software or user manuals, in whole or in part. The Software and user manuals
embody Nortel Networks’ and its licensors’ confidential and proprietary intellectual property. Licensee shall not
sublicense, assign, or otherwise disclose to any third party the Software, or any information about the operation,
design, performance, or implementation of the Software and user manuals that is confidential to Nortel Networks
and its licensors; however, Licensee may grant permission to its consultants, subcontractors, and agents to use the
Software at Licensee’s facility, provided they have agreed to use the Software only in accordance with the terms of
this license.

3. Limited warranty. Nortel Networks warrants each item of Software, as delivered by Nortel Networks and

properly installed and operated on Nortel Networks hardware or other equipment it is originally licensed for, to
function substantially as described in its accompanying user manual during its warranty period, which begins on the
date Software is first shipped to Licensee. If any item of Software fails to so function during its warranty period, as
the sole remedy Nortel Networks will at its discretion provide a suitable fix, patch, or workaround for the problem
that may be included in a future Software release. Nortel Networks further warrants to Licensee that the media on
which the Software is provided will be free from defects in materials and workmanship under normal use for a
period of 90 days from the date Software is first shipped to Licensee. Nortel Networks will replace defective media
at no charge ifitis returned to Nortel Networks during the warranty period along with proof of the date of shipment.
This warranty does not apply if the media has been damaged as a result of accident, misuse, or abuse. The Licensee
assumes all responsibility for selection of the Software to achieve Licensee’s intended results and for the
installation, use, and results obtained from the Software. Nortel Networks does not warrant a) that the functions
contained in the software will meet the Licensee’s requirements, b) that the Software will operate in the hardware or
software combinations that the Licensee may select, c) that the operation of the Software will be uninterrupted or
error free, or d) that all defects in the operation of the Software will be corrected. Nortel Networks is not obligated

to remedy any Software defect that cannot be reproduced with the latest Software release. These warranties do not
apply to the Software if it has been (i) altered, except by Nortel Networks or in accordance with its instructions; (ii)
used in conjunction with another vendor’s product, resulting in the defect; or (iii) damaged by improper
environment, abuse, misuse, accident, or negligence. THE FOREGOING WARRANTIES AND LIMITATIONS

ARE EXCLUSIVE REMEDIES AND ARE IN LIEU OF ALL OTHER WARRANTIES EXPRESS OR IMPLIED,
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INCLUDING WITHOUT LIMITATION ANY WARRANTY OF MERCHANTABILITY OR FITNESSFOR A
PARTICULAR PURPOSE. Licenseeisresponsible for the security of its own data and information and for
maintaining adequate procedures apart from the Software to reconstruct lost or atered files, data, or programs.

4. Limitation of liability. IN NO EVENT WILL NORTEL NETWORKSOR ITSLICENSORS BE LIABLE FOR
ANY COST OF SUBSTITUTE PROCUREMENT; SPECIAL, INDIRECT, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES; OR ANY DAMAGES RESULTING FROM INACCURATE OR LOST DATA
OR LOSS OF USE OR PROFI TS ARISING OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF
THE SOFTWARE, EVEN IF NORTEL NETWORKSHAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. IN NO EVENT SHALL THE LIABILITY OF NORTEL NETWORKSRELATING TO THE
SOFTWARE OR THISAGREEMENT EXCEED THE PRICE PAID TO NORTEL NETWORKS FOR THE
SOFTWARE LICENSE.

5. Government licensees. This provision appliesto all Software and documentation acquired directly or indirectly

by or on behalf of the United States Government. The Software and documentation are commercial products,

licensed on the open market at market prices, and were developed entirely at private expense and without the use of

any U.S. Government funds. The license to the U.S. Government is granted only with restricted rights, and use,

duplication, or disclosure by the U.S. Government is subject to the restrictions set forth in subparagraph (c)(1) of

the Commercial Computer Software—Restricted Rights clause of FAR 52.227-19 and the limitations set out in this
license for civilian agencies, and subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software
clause of DFARS 252.227-7013, for agencies of the Department of Defense or their successors, whichever is
applicable.

6. Use of software in the European Community. This provision applies to all Software acquired for use within the
European Community. If Licensee uses the Software within a country in the European Community, the Software
Directive enacted by the Council of European Communities Directive dated 14 May, 1991, will apply to the
examination of the Software to facilitate interoperability. Licensee agrees to notify Nortel Networks of any such
intended examination of the Software and may procure support and assistance from Nortel Networks.

7. Term and termination. This license is effective until terminated; however, all of the restrictions with respect to
Nortel Networks' copyright in the Software and user manuals will cease being effective at the date of expiration of
the Nortel Networks copyright; those restrictions relating to use and disclosure of Nortel Networks’ confidential
information shall continue in effect. Licensee may terminate this license at any time. The license will automatically
terminate if Licensee fails to comply with any of the terms and conditions of the license. Upon termination for any
reason, Licensee will immediately destroy or return to Nortel Networks the Software, user manuals, and all copies.
Nortel Networks is not liable to Licensee for damages in any form solely by reason of the termination of this
license.

8. Export and re-export. Licensee agrees not to export, directly or indirectly, the Software or related technical data

or information without first obtaining any required export licenses or other governmental approvals. Without

limiting the foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees that it will not, without
first obtaining all export licenses and approvals required by the U.S. Government: (i) export, re-export, transfer, or
divert any such Software or technical data, or any direct product thereof, to any country to which such exports or
re-exports are restricted or embargoed under United States export control laws and regulations, or to any national or
resident of such restricted or embargoed countries; or (ii) provide the Software or related technical data or
information to any military end user or for any military end use, including the design, development, or production

of any chemical, nuclear, or biological weapons.

9. General. If any provision of this Agreement is held to be invalid or unenforceable by a court of competent
jurisdiction, the remainder of the provisions of this Agreement shall remain in full force and effect. This Agreement
will be governed by the laws of the state of California.

Should you have any questions concerning this Agreement, contact Nortel Networks Inc., 2375 N. Glenville Dr.,
Richardson, TX 75082.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS AGREEMENT, UNDERSTANDS IT,
AND AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT
THIS AGREEMENT IS THE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN NORTEL NETWORKS
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AND LICENSEE, WHICH SUPERSEDES ALL PRIOR ORAL AND WRITTEN AGREEMENTS AND
COMMUNICATIONS BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS
AGREEMENT. NO DIFFERENT OR ADDITIONAL TERMSWILL BE ENFORCEABLE AGAINST NORTEL

NETWORKS UNLESSNORTEL NETWORKS GIVESITSEXPRESSWRITTEN CONSENT, INCLUDING AN
EXPRESS WAIVER OF THE TERMS OF THIS AGREEMENT.
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Preface

This manual providesingructionsfor:

» Configuring the Contivity unit for each type of network environment and
Internet connection available

» Installing the Contivity Branch Access (Instant Internet) management
software and administration utilities on a network and on individual
workstations

» Installing third-party applications

Note: This version of the Contivity Branch Access management software

=%| also rders to the hstant Internet management software.

Before you begin

This guide is intended for network managers who are responsible for configuring
the Contivity 100 unit or Contivity 400 unit.

Before you use this manual, write down the model number and serial number of
your Contivity unit. You need this information when you call Nortel Networks

Technical Support. Model and serial numbers are located on the rear panel of your
unit.

M odel #:

Example: DM 1401E79

Serial #:

Example: 14000181CC404F

Next, follow the instructions in this manual to install the Contivity Branch Access
(Instant Internet) management software.

Installing the Contivity Branch Access Management Software Version 7.20



16 Preface

Text conventions

This manual uses the following text conventions:

bol d courier text Indicates textthatyou need to enter and command
names and options.
Example: Enter pconfi g /rel ease

Example: Use thei ni pcf g command.

separator ( >) Shows menu paths.
Example: From the Window Start menu, choose
Settings > Control Panel.

Related publications

For more information about using Contivity Branch Access, refer to the following
publications:

» Important Notice for the Contivity Branch Access VerSi@o
(part number 313368-A)

Provides instructions for viewing documentation and installing the Contivity
Branch Access (Instant Internet) management software and third-party
applications (Adobe* Acrobat Reader* , Netscape Communicator*, and AniTa
Terminal Emulator*).

e Setting Up the Contivity 100 Unit (part number 313369-A)

Provides instructions for installing and administering the Contivity 100 unit
hardware.

e Setting Up the Contivity 400 Unit (part number 313370-A)

Provides instructions for installing and administering the Contivity 400 unit
hardware.

» Reference for the Contivity Branch Access Command Line Interface Vlersion
7.20 (part number 313372-A)

Provides instructions and CLI commands for remotely accessing the
Contivity unit and for administering the unit using out-of-band management.

313367-A



Preface 17

»  Contivity Branch Access Software and Documentation Version 7.20 CD
(Part number 313374-A)

Provides manuals for using and installing the Contivity Branch Access
(Instant Internet) management software and third-party applications. The CD
contains the following documents:

— Installing the Contivity Branch Access Management Software Version
7.20

— Setting Up the Contivity 100 Unit
— Setting Up the Contivity 400 Unit
— Using the Contivity Branch Access Management Software Version 7.20

— Reference for the Contivity Branch Access Command Line Interface
Version 7.20

You can print selected technical manuals and release notes free, directly from the
Internet. Go to thewvw.nortel networks.com/documentation URL. Find the

product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe Acrobat
Reader to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download arke ©py of the Adobe Acrobat Reader.

You can purchase selected documentation sets, CDs, and technical publications
through the Internet at thvewvw.fatbrain.com/documentation/nortel URL.

Installing the Contivity Branch Access Management Software Version 7.20
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18 Preface

Acronyms

The following acronyms are used in this manual:

3DES Triple Data Encryption Standard
BootP Bootstrap Protocol

CD Compact Disc

CES Contivity Extranet Switch

CHAP Challenge Handshake Authentication Protocol
CLlI Command Line Interface

Csu Channel Service Unit

CVsS Contivity VPN Switch

DDS Digital Data Storage

DHCP Dynamic Host Configuration Protocol
DIP Dual Inline Pins (Configuration switches)
DMz Demilitarized Zone

DNS Domain Name Service

DSL Digital Subscriber Lines

DSU Data Service Unit

ESP Encapsulating Security Payload

FTP File Transfer Protocol

HTTP Hypertext Transfer Protocol

ID Identification

P Internet Protocol

IPsec IP security

IPX Internetwork Packet Exchange

ISDN Integrated Services Digital Network
ISP Internet service provider

L2 Layer 2

L4 Layer 4

LAN Local Area Network

LED Light Emitting Diode

LMI Local Management Interface
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MAC Media Access Control

MD5 Message Digest 5

NAT Network Address Translation

NTP Network Time Protocol

PAP Password Authentication Protocol
POP Point-of-Presence

PPP Point-to-Point Protocol

PPPoE Point-to-Point Protocol over Ethernet
PVvC Permanent Virtual Connection

RIP Routing Information Protocol

ROM Read-Only-Memory

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol
SPID Service Profile Identifier

SYSLOG System Log

TCP/IP Transmission Control Protocol/Internet Protocol
URL Uniform Resource Locator

VPN Virtual Private Network

WAN Wide Area Network

xDSL Digital Subscriber Lines (x is used to imply all types)
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20 Preface

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

EMEA (33) (4) 92-966-968

North America (800) 4NORTEL or (800) 466-7835
Asia Pacific (61) (2) 9927-8800

China (800) 810-5000

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call isrouted to atechnical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the www.nortel networks.com/servsup URL. Click

the Tools menu item and then click Express Routing Codes under the Other
heading.
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Chapter 1
Introduction

This chapter provides information about the types of network environmentsin
which the Contivity unit works as well as the services that the Contivity Branch
Access (Instant Internet) management software provides for your network.

Flexible Business Solution

Contivity Branch Access provides small- and medium-size businesses and
business branches with secure and managed Internet access as well as an
extensive set of services that matches the needs of today’s business activity.

This flexible hardware and software solution simplifies Internet access while
significantly lowering costs, and providing higher reliability and easier
manageability of networked users.

Contivity Branch Access contains multiple Ethernet* interfaces for single or
redundant external broadband (cable and xDSL) modems as well as single- and
dual-analog modems, ISDN connections, and even T1 or E1 connections with
CSU/DSU. Any combination of ietfaces can serve as primary atanatically
switched backup redundant links for 100% uptime service for critical business
needs.

Contivity Branch Access also allows for the transparent use of an external Web
caching server. Normally, external Web caching servers require that each
workstation either be configured for proxy mode or be installed along with an
external switching device to make the caching server access transparent. Contivity
Branch Access functions as a Layer 4 (L4) switch to transpar@etymmodate

an external Web caching device.

Installing the Contivity Branch Access Management Software Version 7.20



22 Chapter 1 Introduction

Figure 1 provides an example of how you can connect your Contivity unit in your
network.

Figure 1 Sample: Connecting the Contivity unit in a network

Cable/DSL
Modem

10231EA

Advanced routing

Advanced routing features can create multiple subnets per interface and integrate
smoothly with the Layer 2 (L2) switch to:

* Add more demilitarized zone (DMZ)-type functions to the existing DMZ
Ethernet interface through ti®/100 seven-port Ethernet switch.

* Integrate with Routing Information Protocol (RIP) and RIP2.
* Update the system time with Network Time Protocol (NTP) services.

* Provide Dynamic Host Configuration Protocol (DHCP) services through
internal DHCP servers as well as via DHCP relay to central office DHCP
servers, Domain Name Service (DNS) proxy caching, and many others.
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High-performance throughput

As a high-performance solution, Contivity Branch Access keeps up with any

proposed broadband and routing requirement with an excess of a200 Mb/s,

full-duplex routing throughput capable of saturating Fast Ethernet links which are
provide by all Ethernet ports on the unit. Virtua private network (VPN)

throughput approaches Ethernet wire speeds with the Contivity 100 unit and
substantially exceeds that throughput with the Contivity 400 unit—even while
operating Triple Data Encryption Standard (3DES) encryption and either Secure
Hash Algorithm (SHA) or Message Digest 5 (MD5) authentication. VPN tunnels
through broadband could saturate any existing and proposed links even with full
encryption.

How Contivity Branch Access can function in your
network

Before you install the Contivity unit, you should understand your network
environment and how the unit functions in the network.

Contivity Branch Access function in your network ime& ways. It can:

» Provide security — You can isolate your network from the Internet to help
ensure network security. You do this for three reasons:
— To prevent Internet users outside your organization from seeing internal
IP addresses.
— To protect your network from being accessed by intruders or hackers.
— To permit remote LANs to communicate with your LAN over a virtual
private network (VPN) using IP security (IPsec).
» Control Internet access — You can restrict your users’ access by date and
time, and you can restrict access to certain sites or newsgroups.
» Easeadministration — The Contivity Branch Access (Instant Internet)
management software allows you to adopt existing users and groups from
your directory services.

Installing the Contivity Branch Access Management Software Version 7.20



24 Chapter 1 Introduction

IP networks

For security purposes, on an | P network, you may want to isolate your network

from the Internet. You can do thisby configuring the network workstationsto pass
through arouter before accessing the Internet. However, using arouter to isolate

the LAN can be time-consuming to set up and maintain because each LAN user

must have a “legal” IP address and be protected from hackers. Contivity Branch
Access, on the other hand, makes it easy to isolate your IP network from the
Internet by using address translation to translate “illegal” (reserved private) LAN
workstation IP addresses into legal IP addresses.

On IP networks with IP workstations, there is essentially no limit to the number of
application sessions (instances) that can access the Contivity unit.

Virtual private networks

You can use IP security (IPsec) to create a virtual private network (VPN). A VPN
is a special type of connection that permits remote users or LANs to communicate
with another user or LAN over a public network, such as the Internet. When you
set up a VPN, you are essentially using a public network as your own private,
secure network.

Contivity Branch Access includes a portfolio of VPN options that accept highly
variable ISP environments at branch offices while maintaining critical service
levels for real business needs. You can install and configure a VPN branch
anywhere Internet access is available, through any network or ISP connectivity,
with dynamic or fixed IP addressed accounts, and with any alternative
connectivity.

IPX networks

An IPX network is automatically secure because there is no IP traffic on the
network. In this type of network, the Contivity Branch Access (Instant Internet)
management software provides quick and easy access to the Internet. For IPX
networks with IPX workstations, Contivity Branch Access supports up to 250
application sessions.This means that IPX workstations can access the Contivity
unit using up to 250 application instances.
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Services Contivity Branch Access provides

Table 1 describes the services that Contivity Branch Access provides for IP
networks.

Table 1 Services Contivity Branch Access provides

Service Features

Address The Address Translation service enables the Contivity unit to act like a standard

Translation router by routing IP information from one location to another. This service enables
the unit to go beyond the simple routing role by translating illegal (reserved private)
LAN workstation IP addresses into legal IP addresses.
Address Translation supports the IPsec Encapsulating Security Payload (ESP)
protocol.

Alarms System log (SYSLOG) messages and Simple Network Management Protocol
(SNMP) traps broadcast alarms to third-party daemons for real-time system updates.

Client Login Contivity Branch Access provides for user identification with your existing LAN

directory to annotate logging and establish access control policies. Contivity Branch
Access also provides graphic views of branch throughputs both for Internet access
and VPN tunnels.

DHCP Server

Using the Contivity unit as a DHCP server allows you to configure a single option on
each workstation, and then configure the unit once.

When you install the Contivity Branch Access (Instant Internet) management
software, the Install program determines whether or not you are running DHCP on
your network. If not, the software configures itself as a DHCP server. If the software
does not configure itself as a DHCP server and you want to use this service, you
must enable it.

DNS Proxy Server

The Contivity unit acts as a Domain Name Service (DNS) proxy server by translating
host names into numerical IP addresses.

Configuration

IP Routing The Contivity unit provides access to the Internet through IP routing. It maintains
routing tables that help it determine the destination of data packets. This enables
non-Windows workstations (Macintosh*, UNIX*, and OS/2*) to access the Internet
through the Contivity unit as IP workstations.

Remote You can use a Telnet application and CLI commands to configure the Contivity unit

from a remote location. Additionally, you can use a terminal emulation application
with the CLI commands to configure the unit (out-of-band management). Remote
configuration also supports remote recovery, which limits on-site visits by technical
support personnel. For details, refer to Reference for the Contivity Branch Access
Command Line Interface Version 7.20.

SOCKS Proxy
Server

You can configure the Contivity unit as a SOCKS proxy server to handle TCP traffic
for SOCKS clients. If you have IP workstations already configured as SOCKS
workstations, you can use the unit to connect them to the Internet. For details, refer
to Using the Contivity Branch Access Management Software Version 7.20.
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Table 1 Services Contivity Branch Access provides (continued)

Service

Features

VPN Tunnel

You can configure IP security (IPsec) to establish a virtual private network (VPN)
tunnel between a Contivity unit and a Contivity VPN Switch (CVS), between a
Contivity unit and a BayRS, or between two Contivity Branch Access units. For
details, refer to Using the Contivity Branch Access Management Software Version
7.20.

Web Configuration

This feature allows you to access and edit the Contivity Branch Access configuration
files using a Web browser.

Web (HTTP) Proxy
Server

Enabling the Contivity unit as a Web (HTTP) proxy server provides:
« A single point of contact for LAN workstations
« Asingle point for LAN workstations to obtain access to other proxies

¢ Web caching (on Contivity 400 units) to the network in addition to individual
workstations
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Chapter 2
Installation Preparation

The Contivity Branch Access line of products requires that you obtain Internet
access from an Internet service provider (1SP). This chapter provides information
to help you prepare for Internet access, make decisions about the type of service
you will be using, and select an Internet service provider.

After you select an Internet service provider, follow the instructionsin this manual
to install the Contivity Branch Access (Instant Internet) management software.

Selecting an Internet service provider and type of service

There are thousands of | SPs from which to choose. Be sure to choose an | SP that
has alocal access number so that you do not have to pay long distance charges.
You can look in the yellow page directory for local or regional 1SPs, or you can
call anational ISP and ask if it offerslocal dial-up accessin your area.

Note: Only adial-up connection (analog or ISDN) requires this type of
=»| servicefroman ISP If you are using aleased line, cable modem, xDSL
modem, or external Ethernet device, you do not have to obtain dial-up
service.
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Installation checklist

Usethe checklist in Table 2 to ensure a smooth installation. Asyou check off each
item, record the information in the “Installation worksheet” on page 30

Table 2 Installation checklist

O Item Description

Type of Account The Contivity unit can provide access to your entire
network through a single Internet Protocol (IP) address
for unlimited access to the Internet:

« If you want to use public IP addresses, request a
network account.

e If you want to use Network Address Translation (NAT)
or you are using your unit as an IPX-to-IP gateway,
request a single-user account.

Your ISP will provide you with a user name, password,
primary access phone number, optional alternate access
phone number, and one or more name server |P

addresses.
Dial-up Protocol: If you are using an ISDN dial-up connection in North
ISDN America, ensure that your ISP supplies true IP service

using PPP protocols for ISDN connections.

ISDN requires the synchronous PPP protocol with
authentication via Password Authentication Protocol
(PAP) or Challenge Handshake Authentication Protocol
(CHAP).

For a 128K connection, the PPP Multilink Protocol (MP) is
required. Note that some ISPs use their own proprietary
protocols or V.120 rate adaption. The Contivity Branch
Access (Instant Internet) management software does not
support these proprietary protocols.

When you obtain ISDN service, your telephone company
may assign one or two Service Profile Identifier (SPID)
numbers to your line.
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Table 2 Installation checklist (continued)

O Item Description
Dial-up Protocol: If you are using an analog dial-up connection in North
Analog America, ensure that your ISP supplies true IP service

using PPP protocols for analog connections.

Note that some ISPs use their own proprietary protocols.
The Contivity Branch Access (Instant Internet)
management software does not support these proprietary
protocols.

Note: If you ordered your unit with a dual-analog modem,
your ISP must support the PPP Multilink Protocol (MP)
over analog lines. If your ISP does not support this
protocol, only one modem line is used. In this case, you
must change the default hardware setting from two lines
to one line after you run the Install program.

Leased-Line Leased-line (T1, E1, V.35, or X.21) connections require
Connection synchronous PPP or frame relay. The Setup program
provides a simple installation process for a single
permanent virtual circuit (PVC). To define additional
PVCs, you must use the Advanced TCP/IP settings.

T1 Connection If you are using a T1 connection, ask your T1 service
provider for the framing format, line encoding, data type,
line build-out, rate multiplier, and line speed.

E1 Connection If you are using an E1 connection, ask your E1 service
provider for the framing format, line encoding, and line
speed.

Connect-Time Some ISPs and local telephone companies charge a flat

Charges fee for unlimited connect time, and some charge fees

according to the actual amount of time your Contivity unit
is dialed in and connected. Be sure that you understand
your ISP’s and local telephone company’s policies.

PPPoE If you are connecting using PPPOE, you must obtain a
user name and password from your ISP.

Installation You must provide the ISP’s telephone number and your

Information user name and password for access.

Application Your ISP usually offers some additional services, which

Information you might consider:

¢ Access to a NEWS server

« Access to a Post Office Protocol (POP) mail server
(and a Simple Mail Transfer protocol (SMTP) relay)

¢ Individual POP mail user accounts for each user

NOTE: A single-user account from an ISP typically
comes with only one POP e-mail account. You can
arrange for additional e-mail accounts with your ISP.
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Installation worksheet

This worksheet helps you prepare for software installation. Be sureto fill this
worksheet out prior to installing the Contivity Branch Access (Instant | nternet)
management software.

ISP information
Thisinformation is available from your | SP.

| SP Name Server:
| SP Name Server (optional):

The name server (or domain name server (DNS)) is the numeric | P address of
your ISP’s name server(s). It follows the forman.nnn.nnn.nnn wherennn is a
number between 0 and 255.

Telephone company information
Dial-up Connection Information

The information requested in this section can be found in the information that
your telephone company provided to you.

ISP User Name:

This is the user name you enter to log on to your ISP account.

| SP Password:

This is the password you enter to log on to your ISP account. This password may
not start with a “\".

| SP Connection Phone Number:

This number is the primary phone number you dial to access your ISP account.
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| SP Connection Alternate Phone Number:

This number is an alternate or backup phone number you dial to access your | P
account if the primary phone number is not working. This phone number is
optional. Not every | SP supplies an alternate phone number.

I SDN Connection I nfor mation

Thisinformation is available from your |SDN service provider. If you are not
using an ISDN connection, you do not need to provide this information.

ISDN SPID Number:
ISDN SPID Number:

SPID numbersare provided by your telephone company when you install an | SDN
line. Usually, two SPID numbers are provided, but sometimes one and sometimes
even none is provided. Only those using an ISDN connection need to provide this
information.

I SDN Phone Number required for answer (optional):

I SDN Phone Number required for answer (optional):

T1 Connection I nfor mation

Thisinformation is available from your T1 service provider. If you are not using a
T1 connection, you do not need to provide thisinformation.

Framing For mat (ESF or D4):
Line Encoding (B8ZS or AMI):
Data Type (Norma or Inverted):
Line Build-Out (in dB):
Rate Multiplier (64K or 56K):
Line Speed (in Kb/s):
IsISDN dial backup availableif requested:
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E1 Connection I nfor mation

Thisinformation is available from your E1 service provider. If you are not using
an E1 connection, you do not need to provide thisinformation.

Framing Format (CCS or CAS):
Line Encoding (HDB3 or AMI):
Line Speed (in Kb/s):
IsISDN dial-up backup availableif requested:
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Chapter 3
Understanding the installation environment

When you install the Contivity Branch Access (Instant Internet) management
software, the Install program samples the traffic on your network to determine
how to configure itself. However, the installation process also requires some
manual configuration when you use |P. Before you begin the installation process,
there are some concepts and information to understand and some decisions to
make if you are using IP. If you are using the IPX network protocol, you do not
need to perform any manual configuration. Refer to “IPX workstations” on
page 38

The information in this chapter and the installation flowchaRigure 2 on
page 41will help you understand where to begin.

Understanding your local network environment

To use all or some of the options available with the Contivity Brarategs

(Instant Internet) management software you must understand how to set up your
local network environment. Use the following guidelines to determine which
installation procedures to follow.

Understanding IP addressing

An IP (Internet Protocol) address is a numeric identifier for a workstation or

device on a TCP/IP (Transmission Control Protocol/Internet Protocol) network. IP
addresses enable workstations to talk to each other. IP addresses follow the format
nnn.nnn.nnn.nnn where nnn is a number between 0 and 255, for example,

134.177.3.28 or 10.1.1.1. Both servers and workstations on a network must have
IP addresses.
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There aretwo types of |P addresses:

e Dynamic — A dynamic IP address changes. A dynamic IP address is assigned
to a workstation by an IP address server as the workstation needs it. Usually
there is a particular range (or scope) of IP addresses that your network uses.
With dynamic IP addressing, a workstation can havéferdnt IP address
each time it connects to the network. Other devices need to know the
workstations’s IP address so that they can communicate with it. The IP
address server manages the assignment of IP addresses to the workstations.

e Satic — A static (or fixed) IP address does not change. It is assigned to a
workstation permanently. The workstation has the same IP address every time
it connects to the network and is known to other devices on the network by
that IP address. Because the Contivity unit on your network is also the
gateway to the Internet, it must have a LAN-side static IP address.

Understanding DHCP servers

The IP address server that manages the dynamic IP addresses is called a DHCP
(Dynamic Host Configuration Protocol) server. You can set up the Contivity unit
to be your network’s DHCP server and let it do the work of assigning IP addresses
to the workstations on your network as needed. This is the recommended
configuration.

When you set up the Contivity unit as a DHCP server, configure each of your
workstations to get their new IP addresses assigned by the Contivity Branch
Access (Instant Internet) management software. Reférgparing a network
with no TCP/IP and no BootP or DHCP server” on page 95

If you already have a DHCP server, you must configure the DHCP server to use
the Contivity unit as the gateway and DNS proxy for the workstations. Refer to
“Preparing a TCP/IP network with an existing BootP or DHCP server” on

page 90
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Understanding gateways and DNS proxies

When you access Internet Web sites through the Contivity unit, the unit functions
as both a gateway to the Internet and as a DNS proxy:

» Gateway — A gateway is a system that links different networks and enables
them to communicate with each other. The Contivity unit is the gateway that
links your company’s network to the Internet. Depending on your
configuration, you may need to configure your workstations to use the
Contivity unit as their gateway to the Internet.

« DNSProxy — A DNS (Domain Name Service) proxy translates
human-readable domain names into computer-readable IP addresses. For
example, the domain name www.nortelnetworks.com for the Nortel Networks
Web site might translate to the IP address 134.177.3.28. After the Contivity
Branch Access (Instant Internet) management software translates a domain
name into an IP address, the workstations on your network can communicate
with the Web site associated with that IP address. Depending on your
configuration, you may need to configure each of your workstations to use the
Contivity unit as its DNS proxy.

Understanding static IP addresses

If you are already using static IP addresses for your network workstations, you
have two options. You can:

» Change from static IP addresses to dynamic IP addresses by setting up the
Contivity unit as a DHCP server. This is the recommended configuration. If
you do this, you must configure each of your workstations to allow the
Contivity unit to assign its IP address.

» Continue to use static IP addresses. If you do this, you must also assign a
static IP address to the Contivity unit and configure each of your workstations
to use the unit as the gateway to the Internet and as the Internet DNS proxy.
Refer to"Preparing a TCP/IP network with static IP addresses (no BootP or
DHCP server)” on page 96
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Understanding how Contivity Branch Access works with
an existing IP address server

Only one IP address server is allowed on a network—either your existing BootP
or DHCP server or the Contivity unit. If you already have a BootP or DHCP
server or do not want to use the Contivity unit as a DHCP server, you must assign
a static IP address to the unit and then be sure the DHCP option for obtaining an
IP address is automatically enabled for your workstation.'Seting a

workstation to get its IP address from the Contivity unit or your existing DHCP
server” on page 10IYou have two options when assigning a static IP address to
the unit. You can:

» Use the Contivity unit's MAC address to reserve a static IP address for the
unit before you begin the installation. For more information;'Aesigning a
static IP address to the Contivity unit using a BootP or DHCP server” on
page 91

» Allow your existing DHCP server to assign a dynamic IP address to the
Contivity unit during the installation and then turn that dynamic IP address
into a static IP address.

Either method accomplishes the same task of assigning a static IP address to the
Contivity unit.

After you assign a static IP address to the Contivity unit, you must do two things
on your DHCP server:

1 Exclude that static IP address from the range (or scope) of IP addresses on the
DHCP server.

2 Configure your DHCP server to use the Contivity unit as the gateway and
DNS proxy. Your DHCP server then points the workstations to use the unit as
their gateway and DNS proxy server, $€enfiguring your DHCP server to
use the Contivity unit as the gateway and DNS proxy” on page 92

For details on setting up your network to use a DHCP server other than the
Contivity unit, refer to“Preparing a TCP/IP network with an existing BootP or
DHCP server” on page 90
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Understanding the workstation environment

You can install the Contivity Branch Access (Instant Internet) management
software in a Microsoft* Windows* 95, Windows 98, Windows Me, Windows
NT*, or Windows 2000 environment. To use all of the functionality available with
the Contivity unit, you must understand the configuration of each of the
workstations that will be using the unit. Use the following guidelinesto determine
what installation proceduresyou should follow for installing the Contivity Branch
Access (Instant Internet) management software on your workstations.

IP workstations

Depending on your configuration, you may need to prepare the | P workstations
for the Contivity Branch Access (Instant I nternet) management software. In
preparing the workstations, you will do one of the following:

If you are using static IP addresses and do not want to use the Contivity unit
as a DHCP server, you must configure the workstations to use the unit as their
gateway and DNS proxy server (S€@»dnfiguring a workstation to use the
Contivity unit as the gateway and DNS proxy server” on pagé 105

If you are using the Contivity unit as a DHCP seryege 10}, you might
need to force the workstations to accept the new network configuration
information that the DHCP server provides ($8etting a workstation to get
new information from the Contivity unit or your existing DHCP server” on
page 103. This is the recommended configuration.

If your network is configured for printer and file sharing only and if you have
not set up any type of networking scheme, you must configure the
workstations to obtain an IP address from the Contivity unit. Using a DHCP
server is normally the default setting for the Windows 95, Windows 98,
Windows Me, and Windows 2000 operating systems.

If you are using an existing DHCP server, you must configure the
workstations to accept the new network configuration information that the
DHCP server providepége 101

You can prepare the workstations before you begin configuring the Contivity unit
or you can prepare them at the same time that you install the Contivity Branch
Access (Instant Internet) workstation scditw. For details on prepag the
workstationsrefer to“Preparing a workstation with TCP/IP” on page 97
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IPX workstations

If you run the Instant Internet software installation with no command line options,
The Contivity Branch Access (Instant Internet) management software
automatically installs the software for an IPX network under either of the
following conditions:

» The IPX version of the workstation software has previously been installed.
e TCP/IP is not installed.

If TCP/IP is installed and the IPX version of the Contivity Branch Access (Instant
Internet) workstation software has not previously been installed, the Install
program installs the sof@ve for a TCP/IP network.

Note: If the Install program detects both TCP/IP and IPX on the
workstation, you are given an opportunity to choose which installation to
perform on the wdkstation. You can force the type of installation by
selecting Start > Run and, at the Run command line, typing the install
command with an option — eithenstal | /i p for a TCP/IP

installation oti nstal | /i px for an IPX installation.
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Chapter 4
Installing the Contivity Branch Access
management software

This chapter describes how to install the Contivity Branch Access (Instant
Internet) management software and configure the Contivity unit.

Before you install the Contivity Branch Access (Instant Internet) management
software and configure the Contivity unit, you should:

* Review the'lnstallation checklist” on page 28nd complete th8nstallation
worksheet” on page 30

* ReadChapter 3, “Understanding the installation environment,” on page 33
determine what additional preparation is necessary for installing the Contivity
unit.

» Install the Contivity Branch Access hardware. Depending on your hardware,
refer to one of the following manuals on tBentivity Branch Access
Software and Documentation Version 7.20 CD shipped with your Contivity
unit:
— Setting Up the Contivity 100 Urfjtart number 313369-A)
— Setting Up the Contivity 400 Urfftart number 313370-A)

Caution: Before you plug your Contivity unit into a power source, be

@ sure that the power voltage selector switch setting on the unit matches the
voltage of your power source. For details, refer to the hardware manual
for your unit.

Caution: Before you start the Contivity Branch Access Install program,
@ make sure that LED 2 on the front panel of the unit is glowing amber. DO
NOT PROCEED if LED 2 isnot glowing amber.
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» If necessary, make sure that your Ethernet device (for example, a router, a
cable modem, or xDSL modem) is plugged in and has an active connection to
your ISP.

» Prepare your network and workstations for installation. For details, refer to
Appendix A, “Network support,” on page &@ndAppendix B, “Workstation
support,” on page 97

Installing the Contivity Branch Access (Instant Internet) management software is
a two-part process. First, configure the Contivity unit. Second, install the
software. Installing the workstation software on each workstation allows you to
identify the user and control access or log activity for that user. Installing the
workstation software on IP workstations is optional; howevermuasi install the
workstation software on IPX workstations.

» Configure the Contivity unit:
— Configure the unit according to your network environment.

— Configure your connection. This process eadent for each @nnection
type available. Select the installation procedure from the list of common
connection environments.

* |nstall the software:

— Copy the Contivity Branch Access (Instant Internet) management
software to the network.

— Install the Contivity Branch Access (Instant Internet) workstation
software on each workstation. You can also install the Contivity Branch
Access (Instant Internet) management software on each workstation. For
IP networks, you must also configure each workstation to either obtain an
IP address from a DHCP server or to use the Contivity unit as a gateway
and DNS proxy. For details, refer Appendix B, “Workstation support,”
on page 97

Use the installation flowcha(Figure 2)to determine your network environment
and then proceed with the installation. You can install and configure the Contivity
unit from any workstation that has access to your network.
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Installation flowchart

Usethe installation decision flowchart in Figure 2 to identify your network
environment and to decide which installation procedures to follow. If you do not
know the answer to some of the questions, you can install the Contivity Branch
Access (Instant Internet) management software and follow the prompts.

Note: If you areinstalling the software in an | PX environment, install the
Contivity Branch Access (Instant Internet) management software and

then install the software on each workstation.

Figure 2 Contivity Branch Access TCP/IP installation decision flowchart
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Configuring the Contivity unit

Thefirst step when installing a Contivity unit isto configure the unit for your
network. Before you begin, if you have an existing DHCP server and want to
continue using it, you must set up your server according to the information in
“Preparing a TCP/IP network with an existing BootP or DHCP server” on
page 90

Note: Read through these installation procedures one time before you
=»| attempt to install and configure the Contivity unit. Knowing what is
expected during the installation helps the entire process go more
smoothly.

If you need help entering information in a dialog box, press [F1] for online Help.

Configuring the Contivity unit for your network

Before you start the Install program, make sure that LED 2 on the front panel of
the unit is glowing amber.

Caution: DO NOT PROCEED if LED 2 is not glowing amber. For
more information on interpreting LED indicatorsfeeto the hardware
guide for your Contivity unit.

If you are connecting an Ethernet device (for example, a router, a cable modem, or
xDSL modem)ensure that the device is plugged in and has an active connection to
your ISP.

To configure the Contivity unit for your network using a workstation running
Windows 95, Windows 98, Windows Me, Windows NT, or Windows 2000:

1 Log on to your network from the workstation where you want to administer
the Contivity unit.

Note: When using a workstation running Windows NT, you must be
nd logged on with administrator rights to configure the Contivity unit for
your network.
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2 Insert the Contivity Branch Access Software and Documentation Version 7.20
CD into the CD-ROM drive.

The Ingtant Internet installation dialog box opens (Figure 3).

Note: This procedure assumes that the Windows AutoPlay featureis
= | enabled for your CD-ROM drive. If this featureis not enabled, or if you
are using a Windows 3.1 or Windows for Workgroups workstation,
navigate to the I nstinet folder on the CD and select the install.exefile.
Skip to step 4.

Figure 3 Instant Internet installation dialog box

Instant Internet X

NORTEL
NETWORKS

— Inztant [ntermet

[nztall Instant [nternet |

[nztall Adobe Acrobat |

Wiew Documentation |

Jrd Party &pplications

Inztall Metzcape |

Install &niT a |
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3 Click Ingtall Instant I nternet.

The Ingall program samples the traffic on your network to determine how to
configure itself.

Caution: If the “Install is searching for units. Please wait...” message is
displayed, the Contivity unit did not initialize properly and the installation
will not proceed as described in this mandD NOT continuewith the

installation.

Figure 4 Please wait message

Inztant Internet

Inztall iz searching for units.

Please wait .__

Cancel Install

To cancel the installation:

d

e

Click Cancel Install.

Turn the unit off and back on.
Wait for LED 2 to glow amber.
Reboot your workstation.

Begin the installation again.

For additional information, seppendix C, “Troubleshooting and Error
messages,” on page 111

4 The next steps vary depending on your individual configuration. Read the
following options to determine your next step:

If the Enter Unit's IP Address dialog box opens, the Install program has
determined that your network environment is running TCP/IP and you

have assigned static IP addresses for each workstation on the network.
Proceed with step.
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5

« If the Enter IP Information for letrface dialog box opens, thestall
program has determined that your network environment is running
TCPI/IP, that a DHCP server exists, and that the DHCP server has assigned
an IP address to the Contivity unit. Skip to step

» If the Registration Information dialog box opgégure 5) the Install
program has determined that your network environment is either running
IPX or is running TCP/IP and you are using dynamic addressing. Skip to
step8.

In the Enter Unit’s IP Address dialog box, complete the LAN-side static IP
address for the Contivity unit and then click OK.

The Install program selects a partial IP address that is available on your
subnet. If you change this IP address, be sure to select one that is on your
subnet.

A DHCP server confirmation dialog box opens.

Note: When you enter the IP address and subnet mask for your Contivity

=>| unit, be sure that the unit is on the same network and subnet as your

workstation or the Install program will not be able to connect to your unit.

6

7

Select one of the following options:

« To have the Contivity unit assign a dynamic IP address to each
workstation, click Yes.

» To be able to assign static IP addresses for each workstation on your
network, including the Contivity unit, click No.

The Registration Information dialog box opéRgure 5) Skip to Stef8.

For more information about how the Contivity unit functions as a DHCP
server, refer tdJsing the Contivity Branch Access Management Software
\ersion 7.20.

In the Enter IP Information for interface dialog box, do the following:

a Confirm the IP address that is displayed.

b Click the Subnet Mask box to display and confirm the subnet mask.
¢ Click OK.

The Registration Information dialog box opérgure 5)
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Figure 5 Registration Information dialog box

Reagistration Information x|
— Cuztomer Information — Purchased from
Company: Company:
Address: Addressz:
Phone: | | Phone: | |
Contact: | | Contact: | |
EMail: | | EMail: | |
Phone: Phone:
Fad: FAc:

— LAN Information
Hetwork: | j|
Yersion: | | (1] Heqister Later

# of Workstations: | |

8 Complete the registration information.

When you configure the Contivity unit, the Install program requests
registration information and automatically sendsthis datato Nortel Networks
the first time you use the unit to connect to the Internet. As aregistered user,
you receive the latest product news and information on upgrades by e-mail
from Nortel Networks. Be sure to fill out your registration information
completely.

You can change your registration information at any time. For more
information, refer to Using the Contivity Branch Access Management
Software Version 7.20.

Click OK.

The Enter Name and Password dialog box opens.
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10 Inthe Unit Name box, type a name that identifies the Contivity unit.

You can accept the default name or enter a name that you choose. Nortel
Networks recommendsthat you enter aname that helpsyou easily identify the
Contivity unit. Enter up to 13 letters, digits, and symbols, but no spaces.

If you have more than one Contivity unit, it isimportant that you assign a
unigue name to each unit.

11 Inthe Setup Password box, type a password.

A password protects the Contivity unit against unauthorized users. The
password is case-sensitive, therefore password is not the same as
PASSWORD, or Password.

There aretwo levels of passwords for a Contivity unit: user and privileged.
The password that you enter hereisthe privileged password and is required to
configure the unit. The user password provides a limited display mode; you
cannot modify configuration parameters or view the configuration file. You
can use Setup to create a user password. For details, see Using the Contivity
Branch Access Management Software Version 7.20.

If you forget your password and need to configure the unit, you can do so by
resetting the Configuration switches on the back of the unit. For details, refer
to the hardware manual for your Contivity unit.

Caution: You can leave the Password box blank, but doing so allows

@ anyone with access to the Setup or Admin program, a Telnet application,
or a Web browser (if you choose to enable Web Configuration), to
configure the Contivity unit.

12 Click OK.
The Setup Password confirmation dialog box opens.
13 Retype the password you entered and then click OK.

Thetype of connection you have determines the next dialog box that opens
and the next steps vary.

14 Continue with “Configuring your unit for common connection environménts
next.
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Configuring your unit for common connection
environments

This section provides some examples of common connection environments and
how the Contivity unit functions within those environments. Each connection type
has unique configuration settings. Be sure to have your completed “Installation
worksheet” page 30 on hand.

The Install program identifies your connection type and displays the appropriate
configuration prompts. If your Contivity unit has an optional WAN connection

(single or dual analog modem, ISDN, T1, E1 or V.35/X.21), the software

automatically assumes that the optional connection will be used for your Internet

connection. Follow the installation procedure for the appropriate WAN

connection, and then use the Setup program to configure your Ethernet ports. For

instructions, efer toUsing the Contivity Branch Access Management Software
\ersion 7.20.

Use the information ifable 3to determine how to configure your unit and
complete the installation.

Table 3 Common connection environments

Connection type

Description

Procedure

Dial-up Configure a connection for the built-in modem | “Configuring your unit for a dial-up or
(single- or dual-analog) that is shipped with ISDN connection” on page 49
the unit.
ISDN Configure an ISDN connection. “Configuring your unit for a dial-up or
ISDN connection” on page 49
Leased-line Configure a leased-line connection. “Configuring your Contivity 400 unit for

a leased-line connection” on page 55

Ethernet device

Configure an external high-speed Ethernet
device (for example, a router, cable modem, or
xDSL modem) that uses an external static IP
device, external WAN-side DHCP server, or
external WAN-side PPPoOE connection.

Note: The configuration for dual- or triple-LAN
interface units uses additional hardware that is
not provided with the Contivity unit.

“Configuring your unit for an
Ethernetconnection” on page 61
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Configuring your unit for a dial-up or ISDN connection

Before you begin this installation procedure, obtain Internet service and the
following information from your | SP:

e The ISP’s connection phone number
 The ISP’s DNS IP address(es)
e Your user name and password.

Note: If your unit has a dual-analog modem, your ISP must support the
=>| PPP Multilink Protocol (MP). If your ISP does not support the PPP
Multilink Protocol (MP), you must use the Setup program and change the
number of lines from two to one. For detarisfer toUsing the Contivity
Branch Access Management Software Version 7.20.

If you are using ISDN, obtain ISDN service and the following information from
your telephone company (Telco):

e The Telco’s switch type
e The Telco's SPID number(s) (if required)
e The Telco’s connection speed

When you configure the Contivity unit for a dial-up or ISDN connection, it uses
certain default settings. You can change the default dial-up modem settings
(backup connection phone number, bandwidth on demand, inactivity timeout,
modem speaker) or ISDN settings (backup connection phone number, bandwidth
on demand, inactivity timeout, inbound voice priority, incoming call settings)

after you finish the installation. For details, refetJsing the Contivity Branch

Access Management Software Version 7.20.

Figure 6shows the initial dialog box for configuring a dial-up or ISDN
connection.
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Figure 6 Enter Internet Service Provider Information dialog box

Enter Internet Service Provider Information = x|

Phone: | |

Uszer ID: | |

Pazsword: | |

Inactivity imeout: [in minutes]

Enter the phone. user ID and password information as supplied by
your provider.

The inactivity timeout specifies the number of minutes of
nactivity over the dialup connection, after which Instant
Internet terminates the connection and hangs up the phone.

(1] 4 I Cancel

To configure the Contivity unit for a dial-up or ISDN connection:

1 Complete the following information about your connection to the Internet:

» Phone-— Type the phone number that you use to connect to the Internet.
If you need to dial a prefix, for example, to get an outside line, enter that
prefix followed by a comma.
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If your second channel (second phone line on dual analog or B channel on
ISDN) has a different phone number, you can enter a secondary phone
number. Use adash (/) to separate the two numbers. If the exchange (first
three digits) isthe same for both numbers, you can enter only the last four
digits of the secondary phone number (for example, 555-1212/555-1213
or 555-1212/1213).

Note: You can also designhate a backup or alternate phone number to use
=*| when the primary phone number is busy or fails during a connection. For
details, refer tdJsing the Contivity Branch Access Management

Software Version 7.20.

e User ID — Type the user ID you use to connect to the Internet.

e Password — Type the password you use to connect to the Internet. This
password may not begin with a “\".

2 Type the inactivity timeout (in minutes) or use thedadilt of 10 minutes.

The inactivity timeout saves connect-time charges during times when no one
is requesting Internet access. It specifies the number of minutes of inactivity
over the dial-up connection after which the Contivity unit terminates the
connection. When you need access again, the Contivity unit automatically
reestablishes a connection in a few seconds.

If you enter a value of 0, the inactivity timer is disabled and the Contivity unit
maintains the connection regardless of whether or ot tis Internet

activity. However, if the line becomes unavailable for any reason other than
inactivity, a connection must be reestablished.

You can also set the inactivity timeout in seconds rather than minutes. For
details, refer tdJsing the Contivity Branch Access Management Software
Version 7.20.

Click OK.

The next steps vary depending on your individual configuration. Select the
option that matches your configuration:

» If you are using the ISDN version, the Enter ISDN Information dialog
box opengFigure 7) Proceed with step.

e If you are installing the dial-up version, skip to séep
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5 Select the switch type for the ISDN connection from the Switch Type list.
Figure 7 Enter ISDN Information dialog box

Enter ISDM Information x|

Switch type: [N - |

SPID number: | | | |

Speed: |123 Kbps [64 x 2] j|

Select your zwitch type. In Morth America, specify vour S5PID
number[z] as provided by pour telephone company.

Select the dezsired connection speed.

(1] 4 | Cancel

Depending on the switch type you choose, one, both, or none of the SPID
number boxes become active.

6 If the SPID number box is active, enter the SPID number(s) provided by your
local telephone company. Otherwise, skip this step.

7 Select the connection speed from the Speed list.

Multilink PPP is required to support 112K or 128K multilink capabilities.
Your ISP might not offer multilink PPP; if not, the connection is made using
one channel (56K or 64K). Synchronous PPP isrequired for 56K or 64K.

8 Click OK.
The Enter Provider Supplied |P Address dialog box displays.
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Figure 8 Enter Provider-Supplied IP Address dialog box

Enter Provider-Supplied IP Address x|

{* 0btain an IP address from ISP

i~ Specify an IP address:

IP address:

Select to obtain an IP addreszs from ISP, or specify an IP address
to be uzed by the Instant Internet unit.

(1] 4 Cancel

9 Do one of the following:
« If your Internet Service Provider assigns dynamic IP addresses, select
Obtain an IP address from ISP.

« If your Internet Service Provider assigns you a static IP address, select
Specify an IP address. In the IP address dialog box, enter the static IP
address that your service provider assigned to you.

10 Click OK.

11 The next steps vary depending on your individual configuration. Select the
option that matches your configuration:

« If the Enter Name Server Address dialog iBigure 9)opens, proceed
with stepl2.

« If the Enter Name Server Address dialog box does not open, skip to
stepl4.
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Figure 9 Enter Name Server Address dialog box

Enter Name Server Address x|

Mame server address: |

Enter the numernic IP addrezs of a name zerver. sometimes
referred to as a Domain Mame Server [DN5). az supplied by pour
provider.

(1] 4 I Cancel

12 Enter the IP Address of the DNS server provided by your | SP and then click
OK.

If your ISP provided more than one DNS server, enter the first one.

A Name Server message box opens prompting you to enter another DNS
server. It isalways a good ideato enter more than one DNS server. If one of
them is unavailable, the other is used.

13 Select whether or not to enter another DNS server.

« To enter another DNS server, click Yes and then repeaf &teptil you
enter all the DNS servers.

» After you enter all the DNS servers or to continue without entering
another DNS server, click No.

The Instant Internet is Configured dialog box opens.

Note: If your ISP does not support the PPP Multilink Protocol (MP) and
=»| you have a dual-analog unit, you must use the Setup program and change
the number of lines from two to one. For detail$er¢o Using the

Contivity Branch Access Management Software Version 7.20.

14 The remaining steps are the same regardless of your individual configuration.
Continue with the proceduf&inishing the connection configuration” on
page 69
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Configuring your Contivity 400 unit for a leased-line connection

There are three possible leased-line connections available for the Contivity 400
unit.

e T1 with ISDN backup
e E1 with ISDN backup
e V.35/X.21 with ISDN backup

When you configure the Contivity 400 unit for a leased-line connection, the ISDN
backup connection uses certain default settings. You can change¢famde d
settings and configure other ISDN settings (backup connection phone number,
bandwidth on demand, inactivity timeout, inbound voice priority, incoming call
settings) after you finish the installation procedure. For details, refésing the
Contivity Branch Access Management Software Version 7.20.

To configure the Contivity 400 unit for a leased-line connection:
The Enter Leased Line Information dialog box opens.

Figure 10 Enter Leased-Line Information dialog box

Enter Leased-Line Information x|

Type: {*PPPi " Frame Relay

LMl type: * Annex [ € Annex A

Set the above parameters to the values supplied by your provider.

1] .4 Cancel

1 Select PPP or Frame Relay.

If you select Frame Relay, you must select an LMI type as Annex A or
Annex D. The default is Annex D.
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2 Click OK.

The Enter Information for Interface dialog box opens (Figure 11).
Figure 11 Enter Information for Interface dialog box

Enter IP Information for E1 x|

IP addreszs: || |

Subnet mazk: | |

Enter a numenc IP addrezs [from the pool of addresses on your
LAM] to be used by the Instant Internet unit.

The subnet mask 1z automatically generated and normally does
not require changing.

(1] 4 Cancel

3 Enter the IP Address that your ISP assigned for the Contivity 400 unit’s
leased-line interface.

The Install program automatically calculates the numeric subnet mask. Do not
change this value unless your network uses nonstandard subnets and you are
familiar with IP addressing.

4 The next steps vary depending on the selection you made ith. Sefect the
option that matches your configuration:
« If you selected PPP, skip to stép

» If you selected Frame Relay, the Enter Router Address dialog box opens
(Figure 12) Proceed with step.
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Figure 12 Enter Router Address dialog box

Enter Router Address x|

Router address:

Enter the numeric IP addrezs of the external router.

| (1] I Cancel

5 Enter the router’s IP address.

This address is the IP address of the external router. Normally, you can leave
this box blank and the connection will work properly.

6 Click OK.
7 Do one of the following:

« If you have a serial (X.21 or V.35) connection, the Enter Name Server
Address dialog boxHigure 9 on page 54pens. Skip to stepo.

» If you have a T1 or E1 connection, the Enter T1 Information dialog box
openg(Figure 13)or the Enter E1 Information dialog box opens
(Figure 14) Proceed with sted.
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Figure 13 Enter T1 Information dialog box

Enter T1 Information

[+ [

1536 Kbps (B4 x 24)

Figure 14 Enter E1 Information dialog box

Enter E1 Information

o L]
[+ [

1984 Kbps (64 x 31) =
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8 Completethe T1 or E1 information as directed by your T1 or E1 service
provider.

Your T1 or E1 service provider and your ISP (if they are not the same) should
provide the T1 or E1 information for this dialog box. The defaults should
work for most installations; however, the line build-out will vary and is
determined by the distance from the Contivity 400 unit to the nearest T1 or E1
repeater.

Note: These configuration settingsust match the settings provided by
nd your T1 or E1 service provider and ISP.

9 Click OK.
10 Do one of the following:

» If you do not want to configure a backup interface, click No. Continue
with the proceduréFinishing the connection configuration” on page 69

« If you want to configure a backup interface, click Yes. The Enter Internet
Service Provider Information dialog box opekggre 6 on page 50
Proceed with stepl.

11 Complete the following information about your backup connection to the
Internet:

» Phone-— Type the phone number that you use to connect to the Internet.
If you need to dial a prefix, for example, to get an outside line, enter that
prefix followed by a comma.

If your B channel has a different phone number, you can enter a
secondary phone number. Use a slash (/) to separate the two numbers. If
the exchange (first threegtis) is the same for both numbers, you can
enter only the last four digits of the secondary phone number (for
example, 555-1212/555-1213 or 555-1212/1213).

e User ID — Type the user ID you use to connect to the Internet.

e Password — Type the password you use to connect to the Internet. This
password may not begin with a “\".
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12 Typetheinactivity timeout (in minutes) or use the default of 10 minutes.

Theinactivity timeout saves connect-time charges during times when no one
is requesting Internet access. It specifies the number of minutes of inactivity
over the dial-up connection after which the Contivity 400 unit terminates the
connection. When you need access again, the Contivity 400 unit
automatically reestablishes a connection in afew seconds.

If you enter avalue of O, theinactivity timer is disabled and the Contivity 400
unit maintains the connection regardless of whether or not there is Internet
activity. However, if the line becomes unavailable for any reason other than
inactivity, a connection must be reestablished.

You can also set the inactivity timeout in seconds rather than minutes. For
details, refer to Using the Contivity Branch Access Management Software
Version 7.20.

13 Click OK.
The Enter ISDN Information dialog box opens (Figure 7 on page 52).
14 Select the switch type for the ISDN connection from the Switch type list.

Depending on the switch type you choose, one, both, or none of the SPID
number boxes become active.

15 If the SPID number box is active, enter the SPID number(s) provided by your
local telephone company. Otherwise, skip to step 16.

16 Select the connection speed from the Speed list.

Multilink PPP is required to support 112K or 128K multilink capabilities.
Your ISP might not offer multilink PPP; if not, the connection is made using
one channel (56K or 64K). Synchronous PPP is required for 56K or 64K.

17 Click OK.
The Enter Provider Supplied |P Address dialog box displays (Figure 8 on
page 53).

18 Do one of the following:

« If your Internet Service Provider assigns Dynamic IP addresses, select
Obtain an IP address from ISP.

e If your Internet Service Provider assigns you a static IP address, select
Specify an IP address and enter the static IP address that your service
provider assigns to you in the IP address dialog box.
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19

20

21

22

Click OK.
The Enter Name Server Address dialog box (Figure 9 on page 54) opens.

Enter the |P Address of the DNS server provided by your | SP and then
click OK.

If your ISP provided more than one DNS server, enter the first one.

A Name Server message box opens prompting you to enter another DNS
server. It isalways a good ideato enter more than one DNS server. If one of
them is unavailable, the other is used.

Select whether or not to enter another DNS server.

« To enter another DNS server, click Yes and then repeaf6teptil you
enter all the DNS servers.

» After you enter all the DNS servers or to continue without entering
another DNS server, click No.
The Instant Internet is Configured dialog box opens.

The remaining steps are the same regardless of your individual configuration.
Continue with the proceduf&inishing the connection configuration” on
page 69

Configuring your unit for an Ethernetconnection

There are three ways to configure a Contivity unit for an external high-speed
Ethernet device (for example, a router, cable modem, or xXDSL modem)
connection:

To manually configure the device (no DHCP or PPPoE), ref&@aafiguring
a static IP connection for an external deVigext.

To configure the device using DHCP, refef@onfiguring a DHCP
connection for an external device” on page 65

To configure the device using PPPOE, reféiGonfiguring a PPPoE
connection for an external device” on page 67

Installing the Contivity Branch Access Management Software Version 7.20



62 Chapter 4 Installing the Contivity Branch Access management software

Configuring a static IP connection for an external device

In this procedure, you configure the Contivity unit to use a WAN-side static P
address. If you are using an external Ethernet device, and are not using DHCP or
PPPoE, you must manually configure the WAN-side | P address for the external
device.

To configure a static IP connection for an external static |P device:

1 If the Select Interface dialog box opens (Figure 15), select the interface that is
connected to the device and then click OK. If the Select Interface dialog box
does not open, skip this step.

Figure 15 Select Interface dialog box

Select Interface X

Select the interface that 1z connected to the Network.

(1] 4 I Cancel

2 Inthe Enter IPinformation for interface connected to the static device dialog
box (Figure 16), click Specify an | P address.
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Figure 16 Enter IP Information for interface connected to the static device
dialog box

Enter IP Information for Eth2 x|

" Dbtain an IP address from I5P [DHCP)

% Specify an IP address:|

IP address: | |

Subnet mazk: | |

- DObtain an IP addrezz from ISP [PPPoE]: ———

Uszer ID:| |

Pazsword: | |

Select a method for obtaining an IP Address, or specify an IP
address to be used by the Instant Internet unit.

The subnet mask i1z automatically generated and normally does
not require changing.

(0] 4 I Cancel

3 Inthe P address box, enter the |P address of the Contivity unit’s static device
interface.

Be sure to enter an IP address that is on your device's network.

The Contivity Branch Access (Instant Internet) management software
automatically calculates the numeric subnet mask. Do not change this value
unless your network uses nonstandard subnets and you are familiar with IP
addressing.
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4 Click OK.
The Enter Router Address dialog box opens (Figure 17).

Figure 17 Enter Router Address dialog box

Enter Router Address x|

Router address:

Enter the numenc IP addrezs of the external router.

| (0] 4 I Cancel |

5 Enter the numeric | P address of your external router and then click OK.
The Enter Name Server Address dialog box opens (Figure 9 on page 54).

6 Enter the IP address of the DNS server provided by your ISP and then click
OK.

If your ISP provided more than one DNS server, enter the first one.

A Name Server message box opens prompting you to enter another DNS
server. It isalways a good ideato enter more than one DNS server. |f one of
them is unavailable, the other is used.

7  Select whether or not to enter another DNS server.

» To enter another DNS server, click Yes and then repea6stefl you
enter all the DNS servers.

» After you enter all the DNS servers or to continue without entering
another DNS server, click No.

The Instant Internet is Configured dialog box opens.

8 The remaining steps are the same regardless of your individual configuration.
Continue with the proceduf&inishing the connection configuration” on
page 69
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Configuring a DHCP connection for an external device

In this procedure, you configure the Contivity unit to use a WAN-side DHCP
Server.

Note: Before you begin this procedure, make sure that your Ethernet
=*| device (for example, a router, cable modem, or xXDSL modem) is plugged
in and has an active connection to your ISP.

Do one of the following:

« If you have an active and valid connection to your ISP, you do not need to take
any action in this procedure. Your external device connection is automatically
configured with the DHCP server. Continue with the procetfiréshing the
connection configuration” on page .69

« If the Enter IP Information for interface connected to DHCP device dialog
box (Figure 18)opens, you are not connected to your ISP or the connection is
unavailable. Follow this procedure to set up your external device connection.

To configure a DHCP connection for an external device:

1 Selectthe Obtain an IP address from ISP (DHCP) option (shokigtne 19
and then click OK.
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Figure 18 Enter IP Information for interface connected to DHCP device dialog
box

Enter IP Information fFor Ethl

The Instant Internet is Configured dialog box opens.

2 Theremaining steps are the same regardless of your individual configuration.
Continue with the procedure “Finishing the connection configuration” on
page 69
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Configuring a PPPoE connection for an external device

In this procedure, you configure the Contivity unit to use a WAN-side PPPoE
connection. The PPP over Ethernet (PPPOE) option enables you to select from a
variety of Internet service providers (1SPs) in Ethernet-like environments, for
example, arouter, cable modem, or xDSL modem. The Contivity unit implements
this protocol internally and provides this capability for an entire network without
any need to reconfigure the individual workstations that it serves.

Note: Before you begin this procedure, make sure that your external
=»| device is plugged in and has an active connection to your router.
However, if you cannot connect for any reason, you can still use this
procedure to set up your PPPOE connection.

When you configure the Contivity unit to use a PPPoE connection, certain default
settings are defined. You can change these default settings and configure other
PPPOE settings (dial-on-demand and inactivity timeout) when you finish the
installation. For details, refer to Using the Contivity Branch Access Management
Software Version 7.20.

To configure a PPPoE connection for an external device:

1 Do one of the following:

« If the Enter User ID and Password dialog box opens, skip t®step

» If the Enter IP Information for interface connected to PPPoE device
dialog box(Figure 19)opens, you are not connected to your device, or
the connection is unavailable. Select the Obtain an IP address from ISP
(PPPOE) option. Proceed with st&p
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Figure 19 Enter IP Information for interface connected to PPPOE device dialog
box

Enter IP Information for Eth2 x|

" Dbtain an IP address from I5P [DHCP)

" Specify an IP address:

IP address: | |

Subnet mazk: | |

~* Obtain an IP addrezz from ISP [PPPoE]:i ——

Uszer ID:| |

Pazsword: | |

Select a method for obtaining an IP Address, or specify an IP
address to be used by the Instant Internet unit.

The subnet mask i1z automatically generated and normally does
not require changing.

(0] 4 I Cancel

2 Enter the User ID and Password assigned by your ISP and then click OK.

The User ID follows the format user @isp. The Password may not begin with
a“\".

The Instant Internet is Configured dialog box opens.

3 The remaining steps are the same regardless of your individual configuration.
Continue with the proceduf&inishing the connection configuratibnext.
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Finishing the connection configuration

After you have configured your Contivity unit, the Instant Internet is Configured
dialog box opens (Figure 20).

Figure 20 Instant Internet is configured dialog box

Inztant Internet X

Inztant Internet iz configured!

Save and Exit zaves the configuration and restartz Instant
Internet.

Customize Setup allows you to review and change the
configuration.

Customize Setup

To complete the connection configuration:

1 Click Save and Exit.

The Restarting Instant Internet dialog box opens. Thisrestart may take afew
minutes. (The number displayed in parentheses is the status or error code.

For details, refer to Appendix C, “Troubleshooting and Error messages,” on
page 11J)

Next, you must finish the installation by testing the connection. The Instant
Internet Setup dialog box opens.

2 Click Yes to test the connection.

The Install program tests the connection, the DNS server, and the host name
for the unit and then displays the results.

Note: If the test connection fails, continue with the installation and then
=*| runthe Setup program and test the connection again. For details, refer to
Appendix C, “Troubleshooting and Error messages,” on page 111
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3 Click OK.

When you finish configuring the Contivity unit for your connection
environment, the Ingtall program sets up the network and installs the first
copy of the workstation software on the workstation where you are
configuring the unit. Continue with “Installing the softwarénext.

Installing the software

You are prompted to select where you want to install the workstation software.
You can copy the installation files to the network or you can install the a@ftw

on each workstation from the CD. Copying the installation files to the network
makes quick work of installing the software on each workstation because you do
not use theContivity Branch Access Software and Documentation Version 7.20

CD to install the software at each workstation. You can also take advantage of the
Contivity Branch Access workstation preconfiguration feature. For deataiiés,

to “Automatically configuring workstations during installation” on page &

install the software on each workstation from the CD,"sestalling the

workstation software from the CD” on page 78

Note: When you install the software to a network drive, be sure to select
to install the administration utilities (Setup, Admin, Monitor, Tools, and
AutoLog).
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Copying the management software to the network

To copy the Contivity Branch Access (Instant Internet) management software to
the network:

1 Enter adestination directory where you want the Contivity Branch Access
installation software to reside.

By default, the first available network drive is displayed. Contivity Branch
Access (Instant Internet) management software also provides a default
directory name (for example, f : \i nsti net ). You can change the drive and
directory.

Note: If you want toinstall the Contivity Branch Access (Instant

=»| Internet) management software to a network drive at the server that is
sharing that network drive, the Install program will perform alocal rather
than a network installation. You can usethei nstal | . exe / net
command to force a network installation to alocal drive.

2 Click OK.

The Select Componentsto Install dialog box opens (Figure 21) prompting you
toinstall the administration utilities (Setup, Admin, Monitor, Tools, and
AutoLog).

Figure 21 Select Components to Install dialog box

Select Components to Install 5[

Adminiztrative Utilities

Space required: 0.00 kB
Space avallable on disk: 2047 68 kB

k. I Cancel
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3 Select the Administrative Utilities check box to copy the administration
utilities to the network.

The Contivity unit is shipped with aworkstation preconfiguration file that you
can useto set default installation settings for the other workstations. If you are
going to install many additional workstations or if you want to make sure the
administration utilities are not installed on the workstations, you can set these
installation defaults in the workstation preconfiguration file. For details, refer
to “Automatically configuring workstations during installation” on page 73

4 Click OK.

The Install program begins installing and copying the files from the CD to the
specified network directory. When the installation is complete, the Instant
Internet Install message box opens.

5 Click Continue to complete the workstation installation.

6 The Instant Internet Install dialog box opens prompting you for a private
(local) or network installation. Continue with stépf “Installing the
workstation software from the network” on page 75

7 When you have installed the workstation software, continue with the
procedureé’Automatically configuring workstations during installatiomext
to automatically configure workstations and then, to install the workstation
software on each workstation, proceed Wittstalling the workstation
software on each workstation” on page 75
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Automatically configuring workstations during installation

The preconfiguration feature helps to ssmplify workstation installation of the
Contivity Branch Access (Instant Internet) management software. To use this
feature, you must copy the software to the network. For details, refer to “Copying
the management software to the network” on page 71

You edit a template file named install.cfg to reflect the default installation settings

you want for each workstation. The install.cfg file is a text file located in the The
Contivity Branch Access tictory (for examplef,: \'i nsti net). It contains
sample settings you can use when you install the workstation software from the
network.

Note: A semicolon at the beginning of a line indicates a comment line
that is ignored by the system. As a template file, all lines in the install.cfg
file are commented, so be sure to remove the sdomat the beginning
of all of the lines.

Valid entries in the install.cfg file include:

» Description — A description of the Workstation Preconfiguration defaults in
this file.

» Type- Specifies whether to use the Contivity Branch Access (Instant
Internet) management software applications from the network (“network”) or
copy them to a local (“private”) directory.

» Directory — Indicates the destination directory, or the working directory, for
the Contivity Branch Access (Instant Internet) management software
applications. Note that this directory is a default directory; you are still
prompted to provide this information during installation.

To bypass the directory prompt and have the Install program automatically
install the workstation software in thefdult directory, type an asterisk (*)
before the directory path and name. For exanplesct or y=*c: \i nsti net.

» Unit — Specifies which Contivity unit the workstations use. This option is for
IPX workstations only; the Contivity Branch Access (Instant Internet)
management software ignores this entry on TCP/IP workstations.
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» Choice— Specifies whether yoare presented with thaption to install the
administration utilities. The optiopadni n installs the administration
utilities; the option adni n does not install them.

To bypass the administration programs prompt and have the Install program
automatically use the choice option you entered, type an asterisk (*) before
the directory path and name. For exampleayi ce=*- admi n.

Note: For additional options that apply only to IPX workstations when
=*»| you have more than one Contivity uritfer toUsing the Contivity
Branch Access Management Software Version 7.20.

Following is an example of a single Contivity Branch Access (Instant Internet)
management software workstation preconfiguration file that specifies a default
installation to a local drivet fpe=pr i vat e), and does not install the
administration utilities¢hoi ce=- admi n):

[ DEFAULT]

descripti on=default configuration
type=private
directory=c:\instinet

unit =iibox1

choi ce=-adm n

To edit the install.cfg file:

1 Start any text editing program on your system, for example, Notepad.
2 Open the install.cfg file.

3 Edit the information in this file according to the defaults you want for all
workstations.

4 Save the file.
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Installing the workstation software on each workstation

There aretwo waysto install the Contivity Branch Access (Instant Internet)
workstation software on each workstation:

» If you copied the installation software to the network, you can install the
workstation software on each workstation from the network. For details,
refer to“Installing the workstation software from the network” on page 75

When you install from the network, you can also use the workstation
preconfiguration feature to specify workstation settings ahead of time. For
details refer tdAutomatically configuring workstations during installation”
on page 73

Note: Depending on your network configuration, you may need to
nd prepare the workstations for the Contivity Branch Access (Instant
Internet) management software. Read the informatidpjpendix B,

“Workstation support,” on page %&fore you begin this installation.

» If you did not copy the installation software to the network, you can install the
Contivity Branch Access (Instant Internet) workstation software on each
workstation from the installation CD. For detaildereto “Installing the
workstation software from the CD” on page 78

Note: The workstation software works only on workstations running a
=»| Microsoft Windows operating system (Windows 3.x, Windows 95,
Windows 98, Windows Me, Windows NT, or Windows 2000).

When installing the workstation software on a Windows NT workstation,
you must be logged in with administrative rights.

Installing the workstation software from the network

To install the Contivity Branch Access (Instant Internet) workstation software
from the network:

1 Choose Start > Run.
The Run dialog box opens.
2 Click Browse to locate the install.exe file and then click OK.
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3 If the workstation has both IP and IPX ingtalled on it, adialog box opens
prompting you to select the type of installation you want to perform. Click the
type of installation and then click OK. Otherwise, continue with step 4.

The Ingtant Internet Install dialog box opens prompting you for a private
(local) or network installation.

4  Click Network.

Note: This prompt for a private or network copy of the software is also
=>| where you determine if the administration utilities (next prompt) are
installed. Nortel Networks recommends that you select Network so that
software updates are easily available to all users.

Depending on the information you set in the Workstation Preconfiguration file
(if you are ingalling the software from the network and if you configured the
file), the Select Components to Install dialog box may open (Figure 22)
prompting you to install the administration utilities (Setup, Admin, Monitor,
Tools, and AutoL og). For details on the workstation preconfiguration file,
refer to “Automatically configuring workstations during installation” on
page 73

Figure 22 Select Components to Install dialog box

Select Components to Install " E[

Adminigtrative Utilities

Space required: 0.00 ME
Space available on dizk; 2047 68 MEB
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Select whether or not to install the administration utilities on this workstation.

Adminigtration utilities are usually reserved for usersthat need administrative
access. You probably do not want to install administration utilities on each
workstation. To install the Administration Utilities, select the check box. If
you do not want to install the utilities, clear the check box.

Click OK.
One of the following happens:

» If you are installing the workstation software on an IP workstation, the
installation is complete. When you install the IP version of the Contivity
Branch Access (Instant Internet) workstation software on Windows 95,
Windows 98, Windows Me, Windows NT, or Windows 2000
workstations, the iiLogin program is also installed and the iiLogin icon
(Figure 23)appears in yowystem tray. (For more information about the
iiLogin program, refer tdJsing the Contivity Branch Access Management
Software Version 7.20). Skip to ste8.

When you install the Contivity Branch Access (Instant Internet) workstation
software, the iiLogin program is also installed and the iiLogin icon

(Figure 23)appears in yousystem tray. (For more information about the
iiLogin program, réer to Using the Contivity Branch Access Management
Software Version 7.20).

Figure 23 iiLogin icon

i

e If you are installing the workstation software on an IPX workstation, the
Contivity Branch Access (Instant Internet) management software must
replace your winsock.dll and wsock32.dll files with the Contivity Branch
Access versions of these files. A dialog box opens prompting you to
rename the original versions of each of these filescd@ with stef7.
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7 Rename the original version of each file.

Note: If either the winsock.dll or wsock32.dll files are in use, the

=*| rename process fails. The Contivity Branch Access (Instant Internet)
management software will be unable to copy the needed version of these
files to your workstation, and you will not be able to run the Contivity
Branch Access (Instant Internet) management software. If this happens,
uninstall the Contivity Branch Access (Instant Internet) management
software page 87, close all applications that may be using these files
(including virus protectors), and restart your workstation before you
attempt to install the Contivity BranchcBess (Instant Internet)

workstation software again.

8 Inthelnstant Internet isinstalled dialog box, click OK.

Users can now use their Web browser to access the Internet through the Contivity
unit. If you do not have a Web browser, you can install the latest version of
Netscape Navigator included on the Contivity Branch Access Software and
Documentation Version 7.20 CD. For details on installing the Web browser, see
Chapter 5, “Documentation, third-party applications, and what to do next,” on
page 81

Installing the workstation software from the CD

To install the Contivity Branch Access (Instant Internet) workstation software
from the CD:

1 Insert theContivity Branch Access Software and Documentation Version 7.20
CD into the CD-ROM drive.

The Instant Internet installation dialog box opérigire 3 on page 43
2 Click Install Instant Internet.

3 Enter a destination directory where you want the Contivity Branch Access
installation software to reside.

By default, the first available network drive is displayed. The Contivity

Branch Access (Instant Internet) management software also provides a default
directory name (for example, f:\instinet). You should change the drive to a
local drive.
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Click OK.
Continue with step 5 on page 77 and select whether or not to install the
administration utilities on this workstation.
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Chapter 5
Documentation, third-party applications, and what
to do next

The Contivity Branch Access Software and Documentation Version 7.20 CD
contains documentation about the Contivity Branch Access product as well as
third-party applications you can use to gain the most from Contivity Branch
Access.

Viewing Contivity Branch Access documentation

The Contivity Branch Access documentation is available in Adobe Acrobat
format. If you do not have the Adobe Acrobat Reader, you can install the reader
included with this software. For instructions on installing the Adobe Acrobat
Reader, refer to “Using third-party applicatiorfsnext.

To view the Contivity Branch Access documentation:

1 Insert theContivity Branch Access Software and Documentation Version 7.20
CD into the CD-ROM drive.
The Instant Internet installation menu opens.

2 Click View Documentation.

3 Select the manual you want to view.
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Using third-party applications

The following applications are included on the Contivity Branch Access Software
and Documentation Version 7.20 CD:

Netscape Communicator — A Web browser you can use to connect to the
Internet. Both 32-bit and 16-bit versions of Netscape Communicator are
included on the CD.

AniTa Terminal Emulator — An FTP and Telnet workstation application
providing file transfer and remote terminal connection services. Only the
32-bit version of AniTa Terminal Emulator is included on the CD.

Adobe Acrobat Reader — The software you need to use to view the product
documentation. Both 32-bit and 16-bit versions of Adobe Acrobat Reader are
included on the CD.

Copying the third-party applications to the network
(optional)

After you copy the Contivity Branch Access (Instant Internet) management
software to your network, you can copy the third-party applications to your
network to make installation easier.

To copy the third-party applications to the network:

1

(o2 @2 HNE SN GO R \V

Insert theContivity Branch Access Software and Documentation Version 7.20
CD into the CD-ROM drive.

Start Windows Explorer.

Navigate to the folder that contains the application you want to copy.
Select the application you want to copy and then choose Edit > Copy.
Navigate to the network directory to which you want to copy the file.
Choose Edit > Paste.

The file is copied to the network directory. Repeat these steps for each
third-party application you want to copy to the network.

You can install the third-party applications on individual workstations from the
network or from the CD.
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Installing third party software from the CD

To install the third party application software from the CD using a workstation
running Windows 95, Windows 98, Windows Me, Windows NT, or
Windows 2000 with the Windows AutoPlay feature enabled:

1 Insert the Contivity Branch Access Software and Documentation Version 7.20
CD into the CD-ROM drive.

The Ingtant Internet installation menu opens.
2 Click the application you want to install.
3 Follow the promptsto install the software.

To install the third-party application software from the CD using a workstation
running Windows 95, Windows 98, Windows Me, Windows NT, or

Windows 2000 and the Windows AutoPlay feature is not enabled, choose

Start > Run. In the Run dialog box, type d:\autorun (where d: is the letter of your
CD-ROM drive). The Instant Internet menu opens.

Toinstall the third-party applications from the CD using a workstation running
Windows 3.1 or Windows for Workgroups:

= Do one of the following:

» Navigate to the Acrobat folder on your CD and select the ar16e301.exe
file.

» Navigate to the Anita folder on your CD and select the Install.exe file.

* Navigate to the Netscape folder on your CD and select the cc16e408.exe
file.
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Installing third-party applications on a workstation
from the network

Deciding

Toinstall the third-party applications on a workstation from the network:

1

Choose Start > Run.
The Run dialog box opens.

Click Browse to locate the network directory that contains the third-party
application you want to install.

For alist of third-party applications, see “Using third-party applications” on
page 82

Select the executable file of the application you want to install and then click
OK.

In the Run dialog box, click OK.

Follow the prompts to install the software.

what to do next

Contivity Branch Access is a p@nful system that enables you to customize
settings and services specifically for your organization. Following are some
suggestions for getting started:

To use a Contivity unit in a virtual private network (VPN), refer to Chapter 2,
“IP security and VPN,” irdsing the Contivity Branch Access Management
Software Version 7.20.

To establish and maintain control over the Internet sites your users and groups
of users access, for example, block access to Web sites, newsgroups, and
incoming ports, refer to Chapter 3, “User access administratiotiimg the
Contivity Branch Access Management Software Version 7.20.

To log and view the Internet sites your users are accessfegio Chapter 4,
“Internet activity logging,” inUsing the Contivity Branch Access
Management Software Version 7.20.

To configure alarms for SYSLOG messages and SNMP trefes,to Chapter
4, “Internet activity logging,” inJsing the Contivity Branch Access
Management Software Version 7.20.
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To use the Contivity unit as a Web, DNS, or SOCKS proxy server, refer to
Chapter 5, “Proxy services,” ldsing the Contivity Branch Access
Management Software Version 7.20.

To adjust the default IP services or configure the IP services on the Contivity
unit, refer to Chapter 6, “Advanced IP configuration,Us ng the Contivity

Branch Access Management Software Version 7.20.

To speed up the Internet response time even more by caching sites that are
accessed on a regular basis, refer to Chapter 7, “Web cache configuration,” in
Using the Contivity Branch Access Management Software Version 7.20.
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Chapter 6
Uninstalling the Contivity Branch Access software

The uninstall function removes all of the Contivity Branch Access (Instant
Internet) management software and applications. To remove third-party
applications, refer to the application’s documentation.

Note: Uninstalling the Contivity Branch Access (Instant Internet)
=»| management software preserves all added files (files downloaded after
you installed the workstation software).

To uninstall the Contivity Branch Access (Instant Internet) management software:

1 Inthe Instant Internet program group or menu (depending on your operating
system), select Uninstall.

The Uninstall Instant Internet dialog box opens.

2 Click OK.
A confirmation dialog box opens.
3 Click OK.

Installing the Contivity Branch Access Management Software Version 7.20



88 Chapter 6 Uninstalling the Contivity Branch Access software

313367-A



89

Appendix A
Network support

Before you install the Contivity Branch Access (Instant Internet) management
software on your network server, you must prepare the server to make sure that it
can take advantage of all the services that Contivity Branch Access offers. This
appendix describes how to prepare common IPX and | P network environments for
the Contivity Branch Access (Instant |nternet) management software.

Preparing common network environments for
Contivity Branch Access

This section provides some examples of common network environments and how
Contivity Branch Access functions within those environments. Choose from the
following environments to determine how to set up the Contivity unit:

» Your environment consists of Novell NetWare* workstations using the IPX
protocol. Continue with the procedures‘Rreparing an IPX networknext.

* Your environment uses TCP/IP and you already have a BootP or DHCP server
installed and running on your network. Continue with the procedures in
“Preparing a TCP/IP network with an existing BootP or DHCP server” on
page 90

* Your environment is running Windows, but no workstations have TCP/IP
enabled, and there is no BootP or DHCP server installed on your network.
Continue with the procedures‘iBreparing a network with no TCP/IP and no
BootP or DHCP server” on page.95

* Your network environment is TCP/IP, and you have IP addresses for each
workstation on the network. Continue with the proceduréRiiaparing a
TCP/IP network with static IP addresses (no BootP or DHCP server)” on
page 96
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Preparing an IPX network

Use this preparation procedureif your environment has Novell NetWare
workstations using the IPX protocol.

In this network environment, Contivity Branch Access functions as an IPX-to-I1P
gateway to the Internet. You do not need to install TCP/IP on each workstation.
However, you must install the Contivity Branch Access (Instant | nternet)
workstation software on each workstation. There are no other hardware
configuration procedures. For details, refer to “Installing the workstation software
on each workstation” on page.75

Preparing a TCP/IP network with an existing BootP or
DHCP server

Use this preparation procedure if your network environment uses TCP/IP and you
already have a BootP or DHCP server installed and running on your network.

During installation, the Contivity Branch Access (Instant Internet) workstation
software detects whether you have a BootP or DHCP server running on your
network and sets itself up appropriately. If you have a BootP or DHCP server, the
Contivity unit requires an IP address during initial setup.

You must assign a permanent (static) IP address to the Contivity unit. You can
either enter an IP address that you know is excluded from the BootP or DHCP
server’s range of available IP addresses (recommended) or you can accept the IP
address it is assigned during installation and then exclude it later.

Note: Contivity Branch Access starts up as a BootP client. This means
=»| that those using BootP or DHCP servers for their existing IP networks can
set the server to assign a specific IP address to the Contivity unit.
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Assigning a static IP address to the Contivity unit using a
BootP or DHCP server

You must configure your BootP or DHCP server to identify the Contivity unit by
its MAC address so that you can assign an |P address to the unit. Following is the
general proceduresto follow when assigning a permanent | P address to the unit.
For detailed instructions, refer to your system’s documentation.

To assign a static IP address to the Contivity unit using an existing BootP or
DHCP server:
1 Determine the Contivity unit's serial number.
The serial number is on a sticker on the back of the unit.
2 Translate this number to the unit's MAC address according to the information
in Table 4

Table 4 MAC address translation

Contivity unit serial number MAC address

10 LXXXXXX 00:CO: 11:XX:XX:XX
10200xxxX 00:00:81:F2:xx:xx
10300xxxx 00:00:81:F3:xx:xx
TAXXXXXXXXXXXX XXIXXEXXIXXEXKXX
ISXXXXXXXXXXXX XXIXXEXX XXX XX

For example, the serial number 102001234 has the MAC address of
00:00:81:F2:12:34; the serial number IS500E07BF224BB has the MAC
address of 00:E0:7B:F2:24:BB.

3 From your BootP or DHCP server’s range of IP addresses, choose an
IP address for your Contivity unit.

This IP address is the static IP address for the unit.
4 Map the selected IP address to the unit's MAC address on the DHCP server.
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5 Install and configure the Contivity Branch Access (Instant Internet)
management software according to the proceduresin Chapter 4, “Installing
the Contivity Branch Access management software,” on page 39

When you turn on the Contivity unit, the BootP or DHCP server recognizes the
converted MAC address and automatically assigns the IP address to the unit.

Configuring your DHCP server to use the Contivity unit as
the gateway and DNS proxy

When you configure your DHCP server to use the Contivity unit as the gateway
and DNS proxy, you will exclude the unit's IP address from the scope of IP
addresses on the DHCP server. The DHCP server will then let the workstations
know that the Contivity unit is their gateway and DNS proxy server.

Note: The following procedure is an example for a Windows NT DHCP
=*»| server. Your procedures may be different. Refgrtar system
documentation for details.

To configure the DHCP server to use the Contivity unit as the gateway and DNS
proxy server:

1 Onthe Windows NT Start menu, choose Programs > Administration Tools >
DHCP Manager.

2 Select your server in the list.

3 Choose Scope > Properties.

The Scope Properties dialog box opérigure 24)
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Figure 24 Windows NT Scope Properties dialog box
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4 Inthe Exclusion Range area, do the following:

a Inthe Start Address box, enter the Contivity unit's IP address.

b Inthe End Address box, enter the Contivity unit’s IP address.

c Click Add.
5 Click OK.

Select the scope of addresses you are using for your workstation’s LAN.

Choose DHCP Options > Scope.

The DHCP Options: Scope dialog box opéfigure 25)

Figure 25 Windows NT DHCP Options: Scope dialog box
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8 Inthe Active Options area, select Router.
9 Click Edit Array.
The IP Address Array Editor dialog box opens (Figure 26).

Figure 26 Windows NT IP Address Array Editor dialog box
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10 Inthe New IP Address box, enter the Contivity unit’s IP address.
11 Click Add and then click OK.
The IP Address Array Editor dialog box closes.

12 In the DHCP Options: Scope dialog b@igure 25) in the Active Options
area, select DNS Servers.

13 Click Edit Array.

The IP Address Array Editor dialog box opdRegure 26)
14 In the New IP Address box, enter the Contivity unit’s IP address.
15 Click Add and then click OK.

When each workstation renews its IP address lease, it will use the Contivity unit
as a gateway and DNS proxy server.

Set each workstation to obtain an IP address automatically by selecting the option
Use DHCP or Obtain an IP address automatically (depending on yeratiog
system). For more information, refer‘®etting a workstation to get its IP address
from the Contivity unit or your existing DHCP server” on page.101
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You can force a workstation to renew its | P address |ease; however, you must
renew the lease at each workstation. For details see “Setting a workstation to get
new information from the Contivity unit or your existing DHCP server” on
page 103For more information about IP address leasfey to “Scopes and
leases” inUsing the Contivity Branch Access Management Software Version 7.20.

Preparing a network with no TCP/IP and no BootP
or DHCP server

Use this preparation procedure if you have a Windows environment, no
workstation has TCP/IP enabled, and no existing BootP or DHCP server is
installed on your network.

To prepare a network with no TCP/IP and no BootP or DHCP server:

* You must install TCP/IP on each workstation (including the workstation you
used to configure the Contivity unit) and set each workstation to obtain an IP
address automatically by selecting the option Use DHCP or Obtain an IP
address automatically (depending on your operating system). For more
information, refer tdInstalling TCP/IP on a workstation” on page 88d
“Setting a workstation to get its IP address from the Contivity unit or your
existing DHCP server” on page 101

After you run the Install program and configure the Contivity unit as a DHCP
server, the unit assigns an IP address to itself and to the workstatioasethat
up to use it as a DHCP server.
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Preparing a TCP/IP network with static IP addresses
(no BootP or DHCP server)

Use this preparation procedure if your network environment is running TCP/IP
you have assigned static |P addresses for each workstation on the network.

To prepare a TCP/IP network with static | P addresses and no BootP or DHCP
server:

1 Choose an IP address for the Contivity unit.

Use this | P address when you configure the workstation to use the Contivity

unit as the gateway and DNS proxy. For more information, refer to

“Configuring a workstation to use the Contivity unit as the gateway and DNS
proxy server” on page 105

2 Turn on the Contivity unit and run the Install program.

For details, refer t&€hapter 4, “Installing the Contivity Branchcéess
management software,” on page 39

3 Enter the IP address you selected for the Contivity unit when prompted in the
Enter Unit’s IP Address dialog box.
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Appendix B
Workstation support

Before you ingtall the Contivity Branch Access (Instant Internet) workstation
software on each workstation, you must prepare each workstation to make sure it
can take advantage of the services that Contivity Branch Access offers. This
appendix describes how to prepare | P and IPX workstations for the Contivity
Branch Access (Instant Internet) workstation software.

Preparing a workstation using IPX

If your workstations use IPX, you must install the Contivity Branch Access
(Instant Internet) workstation software on each | PX workstation.

Preparing a workstation with TCP/IP

Configuring TCP/IP is platform- and system-dependent. These procedures

provide some general guidelines for configuring a workstation with TCP/IP,

Refer to your system’s documentation for proper installation and configuration
instructions.

To configure a workstation with TCP/IP, yowst do both of the following:

o If TCP/IP is not already installed, you must install it on each workstation.
Refer to“Installing TCP/IP on a workstatidmext.

» Configure the TCP/IP settings by doing one of the following:
— Let the workstations know that the Contivity unit will be the gateway and
DNS proxy page 105%.
— Let the workstations know that the Contivity unit will assign IP addresses
(page 101 and that it has a new address for theage 103
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— Let the workstations know that your existing DHCP server will assign IP
addressespfge 10) and that it has a new address for theage 103

Installing TCP/IP on a workstation

Depending on your operating system, you may have to install TCP/IP on your IP
workstations if it is not already installed. If you have trouble with the following
procedure, refer to your opeirad system documentation.

Note: Windows 98, Windows Me, Windows NT and Windows 2000
=*»| workstations are sady configured with TCP/IP. They are also already
configured to obtain an IP address automatically (DHCP).

Installing TCP/IP on a Windows 95 workstation
To install TCP/IP on a Windows 95 workstation:

1 From the Windows Start menu, choose Settings > Control Panel.
2 Double-click the Network icon.
The Network dialog box opens.
3 Click Add.
The Select Network Component Type dialog box opens.
4 Select Protocol and then click Add.
The Select Network Protocol dialog box opens.
5 Inthe Manufacturers list, select Microsoft.
6 Inthe Network Protocols list, select TCP/IP.
7 Click OK.

You may be prompted for your Windows Installation CD. Follow any
instructions displayed on thersen.

TCP/IP is added to the list of installed network components. You are now
ready to configure TCP/IP to work with your network.
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Installing TCP/IP on a Windows 98 or Windows Me workstation

Toinstall TCP/IP on a Windows 98 or Windows M e workstation:

1
2

© 00 N O

From the Windows Start menu, choose Settings > Control Panel.
Double-click the Network icon.

The Network dialog box opens.

In the Configuration tab, click on Add.

The Select Network Component Type dialog box opens.
From the list of itemsto add, select Protocol.

Click Add.

The Select Network Protocol dialog box opens.

From the list of manufacturers, select Microsoft.

From the list of protocols, select TCP/IP

Click OK.

Click Close.

Installing TCP/IP on a Windows NT workstation

Toinstall TCP/IP on aWindows NT workstation:

1
2

From the Windows Start menu, choose Settings > Control Panel.
Double-click the Network icon.

The Network dialog box opens.

Click Protocols and then click Add.

The Select Network Protocol dialog box opens.

Select the TCP/IP protocol and then click OK.

You are prompted for the location of your NT installation files.

Enter the appropriate information and follow any instructions displayed on
your screen.

TCP/IP is added to the list of installed network components.
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6 Click Close.
7 Regtart the workstation when prompted.

Note: By default, the DHCP option for obtaining an IP addressis

= | enabled. If you are not using DHCP, go to “Configuring a workstation to
use the Contivity unit as the gateway and DNS proxy server” on
page 105.

TCP/IP is added to the list of installed network components. You are how
ready to configure TCP/IP to work with your network.

Installing TCP/IP on a Windows 2000 workstation
To install TCP/IP on a Windows 2000 workstation:

From the Windows Start menu, choose Settings > Control Panel.
Double-click the Network and Dialup connection icon.
Double-click on the Local Area connection.

Click Properties.

In the Configuration tab, click on Install.

From the list of itemsto add, select Protocol.

Click Add.

Select Internet Protocol (TCP/IP).

Click OK.

10 Click Close.

© 00 N oo o~ W N PP
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Configuring TCP/IP settings

You can configure the TCP/IP settings on your workstations to work with DHCP
or without DHCP.

Setting a workstation to get its IP address from the Contivity
unit or your existing DHCP server

When you install TCP/IP on a Windows 98, Windows Me, Windows NT, or
Windows 2000 workstation, the DHCP option for obtaining an IP address is
automatically enabled. When you install TCP/IP on a Windows 95 workstation,
the DHCP option for obtaining an |P addressis not enabled and you must enable
it.

To set a Windows 95, Windows 98, or Windows Me workstation to use the
Contivity unit as the DHCP server or use your existing DHCP server:

1 From the Windows Start menu, choose Settings > Control Panel.

2 Double-click the Network icon.

The Network dialog box opens.
3 Select TCP/IPinthelist.

Note: Be sure to select the TCP/IP for your network, not the TCP/IP for
=»| your dial-up adapter.

4  Click Properties.

The TCP/IP Properties dialog box opens and |P Address is selected.

Select the Obtain an | P address automatically option.

Click DNS Configuration.

Inthe DNS Server Search Order area, remove all existing DNS | P addresses.
Click OK through all dialog boxes to save your changes.

© 00 N o O

Continue with the procedure “Setting a workstation to get new information
from the Contivity unit or your existing DHCP server” on page.103
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To set aWindows NT workstation to use the Contivity unit asthe DHCP server or
use your existing DHCP server:

1
2

From the Windows Start menu, choose Settings > Control Panel.
Double-click the Network icon.

The Network dialog box opens.

Click the Protocols tab.

Select TCP/IP inthelist.

Note: Be sure to select the TCP/IP for your network, not the TCP/IP for

=»| your dial-up adapter.

© 0 N O

Click Properties.

The TCP/IP Properties dialog box opens and |P Address is selected.

Select the Obtain an | P address automatically option.

Click the DNS tab.

Inthe DNS Server Search Order area, remove all existing DNS | P addresses.
Click OK through all dialog boxes to save your changes.

Continue with the procedure “Setting a workstation to get new information
from the Contivity unit or your existing DHCP server” on page.103

To set a Windows 2000 workstation to use the Contivity unit as the DHCP server
or use your existing DHCP server:

1
2

From the Windows Start menu, choose Settings > Control Panel.
Double-click the Network and Dialup connections icon.

The Network and Dialup connections dialog box opens.
Double-click the Local Area Connection icon.

Click Properties
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5 Select TCP/IPinthelist.

Note: Be sure to select the TCP/IP for your network, not the TCP/IP for
=»| your dial-up adapter.

»

Click Properties.

The TCP/IP Properties dialog box opens and IP Address is selected.

7 Select the Obtain an | P address automatically option.

8 Click DNS Configuration.

9 Inthe DNS Server Search Order area, remove all existing DNS I P addresses.
10 Click OK through all dialog boxes to save your changes.

11 Continue with the procedure “Setting a workstation to get new information
from the Contivity unit or your existing DHCP serVaext.

Setting a workstation to get new information from the
Contivity unit or your existing DHCP server

After you set a workstation to obtain its IP address from the Contivity unit or your
existing DHCP server, you must force the workstations to get the new information
from the Contivity unit or the DHCP server before they can use the unit to access
the World Wide Web. When each workstation renews its IP address lease, it gets
the new configuration information. If you do not want to wait for each

workstation to renew its lease on its own, you caogthe renewahowever, you

must renew the lease at each workstation. For more information about IP address
leases, refer tblsing the Contivity Branch Access Management Software \Version

7.20.

To force a Windows 95, Windows 98, or Windows Me workstation to renew its IP
address lease:
1 From the Windows Start menu, choose Run.
The Run dialog box opens.
2 Inthe Open box, type the following:
wi ni pcfg

The IP Configuration dialog box operisigure 27.
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Figure 27 IP configuration dialog box

[&3 IP Configuration - 0] x|

—Ethernet Adapter Information

| 44D PCNET Farnily Etheret Ad. 7 |

Adapter Addiess | D0-00-14-18-41-C1
IP Addiess | 208210222101
SubretMask | 256.255.255.0
Default Gateway | 206.210.2221

Releaze | Renew |

Feleaze All | R enew Al | Maore [nfo x> |

Select the correct Ethernet adapter for your computer.

Click Release.

The current | P address lease is broken and the IP address returns to 0.0.0.0.
5 Click Renew.

A new |P addressis |eased for the workstation and the IP Addressisfilled in
along with the default gateway (the Contivity unit's client-side IP address). To
verify that the unit's IP address is the DNS server, click More Info.

6 Click OK.
To force a Windows NT or Windows 2000 workstation to renew its IP address
lease:
1 From the Windows Start menu, choose Run.
The Run dialog box opens.
2 Inthe Open box, typend and click OK.

3 Atthe command prompt, enter the following command to break the current IP

address lease:

i pconfig /rel ease
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5

At the command prompt, enter the following command to get anew |IP
address lease:

i pconfig /renew

At the command prompt, typeexi t .

Configuring a workstation to use the Contivity unit as the
gateway and DNS proxy server

If you plan to assign static addresses to each workstation, how you configure
TCP/IP depends on your network:

In a simple network where the Contivity unit is used as the gateway, the
default route (such as router, gateway, etc.) should be the IP address of the
Contivity unit. The DNS of your workstation should be assigned the IP
address of the unit’s client-side IP irfece.

In a more complex environment with a router connecting a multiple LANs,
you can put the Contivity unit on one LAN, and instruct the router to direct
Internet traffic from the othdrAN to the Contivity unit. Workstations already
configured with the router as their gateway would not change.

If you have trouble with the following procedures, refer to your operating
system’s documentation.

To configure a Windows 95, Windows 98, or Windows Me workstation to use the
Contivity unit as the gateway and DNS proxy server:

1

From the Windows Start menu, choose Settings > Control Panel.
The Control Panel window opens.

Double-click the Network icon.

The Network dialog box opens.

Select TPC/IP in the list.

Click Properties.

The TCP/IP Properties dialog box opens and IP Address is selected. The IP
address and subnet mask boxes are displayed.

Click Gateway.
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6

In the New gateway box, enter the | P address of the Contivity unit's
client-side interface and then cliéidd.

The IP address is added to the Installed Gateways list.
Click DNS Configuration.
Select the Enable DNS option.

In the DNS Server Search Order box, enter the IP address of the Contivity
unit’s client-side interface (the same IP address you entered for the gateway
address in step 6), and then click Add.

The IP address is added to the DNS Search Order list.

10 Click OK through all dialog boxes to save the settings.

11 At the prompt to restart your system, click Yes.

To configure TCP/IP without DHCP on a Windows NT workstation:

1

From the Windows Start menu, choose Settings > Control Panel.
The Control Panel window opens.

Double-click the Network icon.

The Network dialog box opens.

Click Protocols.

Select TCP/IP Protocol.

Click Properties.

The TCP/IP Properties dialog box opens and IP Address is selected. The
workstation’s IP Address and subnet mask are displayed.

In the Default Gateway box, enter the IP address of the Contivity unit's
client-side interface.

Click DNS Configuration.

In the DNS Server Search Order box, enter the IP address of the Contivity
unit’s client-side interface (the same IP address you entered for the gateway
address in step 6), and then click Add.

The IP address is added to the DNS Search Order list.
Click OK through all dialog boxes to save the settings.
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10 At the prompt to restart your system, click Yes.

Note: At this point, you should be able to ping the Contivity unit, at

=%>| least on its client-side iatface. You will not necessarily be able to ping
the router or the DNS configured on the Contivity unit because the unit
serves as a firewall when IP forwarding is disabled. For more
information on pinging a host, refer to “Testing the Connection to a
Host” in Using the Contivity Branch Access Management Software

\ersion 7.20.

To configure TCP/IP without DHCP on a Windows 2000 workstation:

1 From the Windows Start menu, choose Settings > Control Panel.
The Control Panel window opens.
2 Double-click the Network and Dial-up Connection icon.
The Network and Dial-up Connections dialog box opens.
3 Doubleclick the Local Area Connectionsicon.
The Local Area Connections Status dialog box opens.
4  Click Properties
The Local Area Connections Properties window opens.
5 Select Internet Protocol (TCP/IP) from the component list.
6 Click Properties.
The Internet Protocol (TCP/IP) Properties dialog box opens.
7 Select “Use the following IP address” and enter the following information:

e The IP address of your workstation.
e The subnet mask of your network.
» The IP address of the Contivity unit in the Default gateway box.

8 Select “Use the following DNS server address” and enter the following
information:

* The IP address of the Contivity unit in the greéd DNS serveox.
» The Alternate DNS server IP address (if applicable).

9 Click OK.
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10 Click OK.
11 Click Close.

ldentifying IP workstations

The Contivity Branch Access (Instant Internet) management software makes it

easy to track and restrict users’ access to the Internet. These features depend on a
secure and consistent method for identifying the specific user logged into a
workstation. While several identification methods exist in the Internet protocol
suite, consistent support for these methods is not available on many workstations.
Furthermore, the existing methods do not make use of the existing Novell and NT
directory services that you may already be using.

To address this problem, the Contivity Branch Access (Instant Internet)
management software provides a workstation-side application, iiLogin, which
identifies exactly who is logged in to the Contivity unit. This application is
automatically installed and placed into the Startup group when you install the
Contivity Branch Access (Instant Internet) workstation software on an IP
workstation.

In addition, iiLogin provides additional diagnostic and notification services to the
user and the administrator, suchea®r notification and current status
information.

Users on workstations that are not running iiLogin cannot be identified by name.
Instead they are identified by the IP address of the workstation. For example,

if user SCOTTS, a member of the Development NT domain, is working on
workstation 10.2.1.99, and that workstation is not running iiLogin, then all
Instant Internet reporting and administrative featueésr to 10.2.1.99. However,

if iiLogin is running, the caect user SOTTS[Development] is identified.
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Host name access controls for IP workstations

The Domain Name Service (DNS) is the mechanism used by |P workstations to
convert host names such as www.nortel networks.comto | P addresses. Queries
from aworkstation to a DNS server present the host name and ask for the
corresponding | P address. Once trand ated, the workstation application uses the
I P address to contact the named host.

For IPX and other Winsock-based workstations, host name access control
checking occurs within the workstation, before any DNS query is performed.

For IP workstations, this is not possible because the DNS query is formed by the
operating system'’s networking software. Instead, the host name access control
check can only be performed by the Contivity unit itself. This requires that all IP
workstations use the Contivity unit as the DNS proxy server. If a workstation has
access to a DNS server other than the Contivity unit, host name access controls
cannot be applied to that workstation.

Because the DNS proxy is typically used in conjunction with the IP workstations
to provide complete isolation of the local network from the Internet, few problems
should occur.

Using older versions of the Instant Internet workstation
software

The Contivity Branch Access (Instant Internet) management software version
7.20 supports only workstation software 3.10 and later. If you have workstations
with workstation software earlier than 3.10, you must upgrade those workstations.
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Appendix C
Troubleshooting and Error messages

This appendix describes troubleshooting tips, possible solutions, error messages,
and ISDN cause codes for the Contivity unit.

Troubleshooting tips

Unit

This section provides alist of suggestionsto consider or symptoms to note before
calling Nortel Networks Technical Support for help.

These suggestions relate to the condition or state of the unit.

Does your power voltage selector switch match your power source? Refer to
the hardware manual fgour unit.

Is the power cord connected to a functioning power outlet?

Are all of the LEDs on the front of the unit glowing amber? If so, check the
power voltage setting. Rer to the hardware manual fgour unit.

Is LED 1 flashing green? This LED functions as a heartbeat for the unit.

Are the Configuration switches set for normal operation? Refer to the
hardware manual for your unit.

Did you wait for LED 2 to glow amber before you ran the Install program? If
not, reset the unit to factory defaults, wait for LED 2 to glow amber, and then
run the Install program. For information on resetting the urfaidtory

defaults refer to the hardware manual for yaurit.

Are any of the LEDs on the front of the unit glowing red or amber? What are
their exact numbers? For information on interpreting LED indicators, refer to
the hardware manual fgour unit.

Does the unit try to restart by itself?
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* Isthere a dump file?
e Have you rebooted your Contivity unit? Power the unit off and back on.
« Does your unit have the latest firrave?

Connectivity

These suggestions relate to the condition or state of your Ethernet connection.

» Are you using the proper Ethernet cable for the Ethernet connectors on the
back of the unit?

» Are the link lights on?
e Have you tried other Ethernet interfaces onuh#?

Workstation

These suggestions relate to the condition or state of the workstation connected to
the Contivity unit.

» IstheiiLogin icon in the system tray red or green? Red indicates that the
workstation is not connected to the unit.

» Can you ping the unit? Refer tésing the Contivity Branch Access
Management Software Version 7.20.

e Have you rebooted your workstation?

Cable modem

These suggestions relate to the condition or state of the cable modem connecting
the Contivity unit to the Internet.

e Have you rebooted your external modem?

« Do you need to reset your cable modem with a Web browser or another
program?

* Isyour ISP using the MAC address of your workstation to identify you as a
user?
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Possible Solutions

This section provides a list of solutionsto try before calling Nortel Networks
Technical Support for help.

Testing the connection to the Internet

You can run atest sequence to verify that the Contivity unit can connect to the
Internet. The connection test calls each of the domain name serverslisted to
confirm that the server exists and is, in fact, adomain name server. Testing the
connection also performs aforward and reverse DNS lookup for the Contivity
unit's IP address on the default interface.

To test the connection to the Internet;

1 Start Setup, and if prompted, select a unit to test.

2 Choose Setup > Test Connection.
A dialog box opens indicating the test results and any subsequent actions to
take.

If the test connection fails, you are prompted to view the unit log. Click Yes to
view the log and use the information in this appendix to troubleshoot the problem.

Common cable modem problems

You may experience problems if you previously used your cable modem to
connect a single workstation to the Internet arehow attaching the cable
modem to the Contivity unit for the entire LAN to access the Internet.

When the cable modem was originally installed, it was connected directly to a
workstation and the workstation’s MAC address could have tesmded wiin
the system.
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If the cable modem does not work when connected to the Contivity unit, you can
try severa things:

Power the cable modem off and on.

Sometimes the cable modem records the workstation's MAC address and a
power cycle is enough to erase the MAC address from its memory.

Determine if your cable modem has a reset procedure.

— If the cable modem has a reset button, press and hold it for at least 10
seconds.

— If the cable modem requires you use a Web browser to reset it, follow the
procedures provided by your ISP or the modem’s manufacturer.

Provide the expected host name in the DHCP client request.

ISPs that provide cable modem service occasionally require that the
workstation connected to the modem have a specific name. This name is sent
with the DHCP request to identify the cable modem account. You can assign
the required name to the unit by specifying that name as the unit’s host name
in the DHCP client request. For details, refer todhep configure command

in Reference for the Contivity Branch Access Command Line Interface

Version 7.20.

Determine if your ISP has recorded your workstation’'s MAC address and is
configured to connedanly to that MAC address.

The ISP that supplied your cable modem may have recorded your
workstation’s MAC address. You can use a CLI command to “spoof” the
workstation’s MAC address. For detailsfer to thehwaddr ess option for
thei f confi g command irReference for the Contivity Branch Access
Command Line Interface Version 7.20.
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Common error messages

Error messages may or may not have a number associated with them. Table 5
describes common error numbers. You may also encounter a problem that does

not display a number in the error message.

Table 5 Common error numbers

Error number Meaning

18 Your hard disk appears to be full. Free up some space and try
running Setup again.

51, 53 Cannot connect to the unit.

55, 57, 59 The previously established connection has been broken.
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Table 6 describes error messages you might see when you are connecting to the

unit or running Install or Setup. Message numbers vary and an “X” is used in place

of the error message number in this table.

Table 6 Common error messages

Error type

Errors

Solutions

Cannot find the unit

Note: There is a possible
problem if the Waiting for
Instant Internet unit to
restart message is
displayed longer than five
minutes.

Install is searching for
units

No Instant Internet units
found

Check that:

* Your workstation and the Contivity unitare on
the same local network and subnet.

e The cables are connected properly.

¢ You waited for LED 2 to glow amber before
you began the installation.

If you think you corrected the problem:

e Cancel the installation and then run Install
again.

If Install still cannot locate the unit:

+ Restart the workstation, restart the unit and

wait for LED 2 to glow amber, and run
Install again.

e Disconnect everything and attach the
workstation running Install directly to the
Ethernet switch on the unit and run Install
again.

Error messages or Install
waits for longer than 5
minutes.

Error ‘x’ contacting unit

Error ‘x’ reading
configuration

Error ‘X’ saving
configuration

Error ‘X’ saving
‘filename’ script file
Error ‘X’ saving
registration file

Error opening service
file

Error saving password
Waiting for Instant

Internet unit to restart
(Status: ‘x")

Check that all cables are connected properly.
¢ Restart the unit.
« Restart the workstation.

Use the Configuration switches on the back of
the unit to set the unit to factory defaults and then
run Install again. For details, refer to the
hardware manual for your unit.
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Table 6 Common error messages (continued)

Error type

Errors

Solutions

Connection problems

Error testing name server

Verify that you have entered the correct name
server information.

Try another name server or wait several
minutes and try again.

Run Setup and test the connection. See “” on
page 119.

Connection problems

Line did not initialize

If a status box is displayed on the screen,

review the information about the source of the

problem, for example, “negotiating” or

“dialing.”

Check the following:

< Did you enter the correct phone number?

« Do you need to dial a number to get an
outside line (for example, 9)?

< Did you enter your user ID correctly?

< Did you enter your password correctly?
Passwords are case-sensitive.

* Is an ISDN cause code displayed in the
log? See “Common ISDN cause codes” on
page 118.

Run Setup and test the connection. See *” on
page 119.

Name resolution

e The IP address
assigned to the
interface resolved to an
Internet host name that
resolves to a different
IP address.

« The IP address
assigned to the
interface cannot be
resolved to an Internet
host name.

e The IP address
assigned to the
interface resolved to an
Internet host name but
that host name cannot
be resolved to an IP
address.

Contact your ISP. Typically, your ISP must
enter the appropriate records for this host
name into the Domain Name Server (DNS)
tables and ensure that they are properly
matched.

Run Setup and test the connection. See “” on
page 119.
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Table 6 Common error messages (continued)

Error type Errors Solutions

PTNETWRK.DLL loading |
problems

Error 2 loading ¢ Ensure that you have Microsoft versions of
PTNETWRK WINSOCK.DLL and WSOCK32.DLL in the
PTNET32.DLL cannot Windows directory. Also, ensure that the

start Windows SYSBCKUP directory contains a

copy of Microsoft's WINSOCK.DLL.

NOTE: The WINSOCK.DLL and
WSOCK32.DLL dates should match the
dates of the other Windows 95 DLLs.

Incompatible versions .

You cannot use this * Install a newer version of the utilities.
versionof Setupto |, Reset the unit to factory defaults. For details,
configure a newer unit. refer to the hardware guide for your specific

hardware model.

Workstation configuration |

No domain controller » Check the workstation’s WINS configuration.

Passwords .

Incorrect Password » The Contivity Branch Access (Instant
Internet) management software has two
levels of passwords. Be sure you are
supplying the privileged password. (INSTALL
and SETUP use privileged).

Common ISDN cause codes

If there is aproblem with your ISDN line, the unit log is displayed and the
appropriate ISDN disconnection cause code is recorded at the end of the log.

Table 7 describes common ISDN cause codes.

Table 7 Common ISDN cause codes

Cause code

Meaning

16

Normal call clearing [Q.850] — Indicates that the call is being cleared
because one of the users involved in the call has requested that the call
be cleared. Under normal situations, the source of this cause is not the
network.

17

User busy [Q.850] — Indicates that the called party is unable to accept
another call because the user busy condition has been encountered. This
cause value may be generated by the called user or by the network. In
the case of user determined user busy it is noted that the user equipment
is compatible with the call.
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Table 7 Common ISDN cause codes (continued)

Cause code |Meaning

18 No user responding [Q.850] — Indicates that a called party has not
responded to a call establishment message with either an alerting or
connect indication within the prescribed period of time.

19 No answer from user (user alerted) [Q.850] — Indicates that the called
party has been alerted but does not respond with a connect indication
within the prescribed period of time. Note: This cause is not necessarily
generated by Q.931 procedures but may be generated by internal
network timers.

21 Call rejected [Q.850] — Indicates that the equipment sending this cause
can accept the call (it is neither busy nor incompatible), but will not. This
cause may also be generated by the network, indicating that the call was
cleared due to a supplementary service constraint. The diagnostic field
may contain additional information about the supplementary service and
reason for rejection.

31 Normal, unspecified [Q.850] — Used to report a hormal event only when
no other cause in the normal class applies.

34 No circuit/channel available [Q.850] — Indicates that there is no
appropriate circuit/channel presently available to handle the call.

127 Interworking, unspecified [Q.850] — Indicates that an interworking call
(usually a call to SW56 service) has ended.

145 Data link failure.

146 TEI or SID (USA) negotiation failure.
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See xDSL

dua-analog modem 49
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E

E1 connection
framing format 29
line encoding 29
linespeed 29
settingup 29

error messages 111

Ethernet device, configuring
DHCP connection 65
PPPoE connection 67
static |P connection 62

F

framerelay 29

G
gateway 35, 96

I
iiLogin, identifying IP clients 108
install.cfg file 73

installation
Acrobat Reader 82
AniTa 82
basic steps 39
checklist 28
decision flowchart 41
error messages 111
Instant Internet software 42, 44
IPversion 23
IPX version 23
Netscape 82
third-party applications
to network 82
troubleshooting 111
uninstall Instant Internet software 87
worksheet 30
workstation, automatic 73

Internet connection, testing 113

Internet service provider
access phone number 28
additional services 29
name server 28
password 28
selecting 27
user name 28

IP address
lease 103
server 36
static 35

IP addressing 33

IP clients
accessing the Internet 25
host name access controls 109
identifying 108

I P network
configuring 33
preparing 90
understanding 24

IProuting 25

IP services

address translation 25
clientlogin 25

DNS proxy 25
IProuting 25
SOCKS proxy 25
Web configuration 26
Web proxy 26

ipconfig command 104
| Psec ESP protocol 25

IPX
clients 97, 109
network 24, 90
ISDN

error cause code 118
ISDN cause codes 118
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ISDN connection
backup 55
configuring 49
secondary phone number 51, 59
service connection 28
SPID number 28

L

leased-line connection
E1l 29
framerelay 29
requirements 29
synchronous PPP 29
T1 29
V.35 29
X.21 29

M

MAC address 91, 92
Macintosh workstation 25

modem
analog 48
cable 48
dial-up 49
dual-analog 48, 49
single-analog 48
xDSL 48

N

name service proxy 25
Netscape Communicator, installing 82

network
common environments 48, 89
how Contivity Branch Access functionsin 23
IP 24,90, 95, 96
IPX 24,90

O

operating system, configuring with TCP/IP 98
OS/2 workstation 25
out-of-band management 25

P

PAP 28
password levels 47
password, provide during installation 47
phone number, secondary 51, 59
PPP 28,29
PPPOE 29
PPPOE connection 67
product support 20
protocol
analog 29
did-up 28,29
IPsec ESP 25
ISDN 28
PPP 28, 29
PPPOE 29
proprietary 28, 29
proxy
DNS 25, 94, 96, 109
HTTP 26
SOCKS 25
Web 26
publications
hard copy 17
related 16

R

registration information, provide during
installation 46
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remote configuration
CLI commands 25
out-of-band management 25
Telnet 25
terminal emulation 25

router, configuring
DHCP connection 65
PPPOE connection 67
static IP connection 62

S

TCP/IP

and BootP or DHCP server 95
and DHCP 101

and static |P addresses 96
BootP or DHCP server 89
configuring 100

configuring aclient with 97
configuring aworkstation 101

configuring operating system with 98

configuring settings 98
installing 105
IPX installation conditions 38

preparing a network 90, 95, 96
preparing aworkstation 97

secondary phone number 51, 59
serial number, convert to MAC address 91

services, |P
addresstrandation 25
clientlogin 25
DNSproxy 25
[Prouting 25
SOCKS proxy 25
Web configuration 26
Web proxy 26
SNMP traps 25
SOCKS proxy 25
SPID number 28, 52, 60
static IP address 35
static IP connection 62
support, Nortel Networks 20
synchronous PPP 29

SYSLOG messages 25

T

T1 connection
datatype 29
framing format 29
line build-out 29
line encoding 29
linespeed 29
rate multiplier 29
settingup 29

workstation installation 98
technical publications 17
technical support 20
Telnet 25
terminal emulation 25
text conventions 16

third-party applications
Adobe Acrobat Reader 82
AniTaTerminal Emulator 82
installing to network 82
Netscape Communicator 82
timeout, inactivity 51, 60

troubleshooting 111

U
UNIX workstation 25

Vv

V.35 connection 29

Virtual Private Network (VPN)
function 24
how security is provided 23
how to create 24
how touse 84
Instant Internet services 26
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W

Waiting for Instant Internet to restart (Status
'X) 116

Web configuration 26

Web proxy 26

winipcfg command 103

workstation configuration
automatic 73
environment 37
IP workstations 37
IPX workstations 38

X

X.21 connection 29
xDSL modem, configuring
DHCP connection 65
PPPoOE connection 67
static IP connection 62
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