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Preface

Congratulations on your purchase of the Bay Networks™ BayStack™ 281xx Fast
Ethernet Switch, which provides frame switching at 10 and 100 megabits per
second (Mb/s) Ethernet.

NOTE: Throughout this guide, the BayStack 28115/ADV Fast Ethernet Switch
and the BayStack 28104/ADV Fast Ethernet Switches are referred to asthe
BayStack 281xx switch. Each switch is referenced by number when features
unique to that switch are discussed.

Purpose
This guide describes the features and capabilities of the BayStack 281xx switch
and explains how to install, configure, and use the switch. This guide also
provides information about planning a switched network.
Audience
Thisguideisintended for network administrators who are responsible for
installing, configuring, or maintaining a switched backbone network.
Users should:
*  Understand Bay Networks network management concepts and
terminology, including inband network management concepts using the
Simple Network Management Protocol (SNMP).
»  Befamiliar with the tools and procedures for installing and operating
sensitive electronic equipment.
*  Understand how to install and configure local area networks (LANS).
*  Understand |IEEE 802.3 10BASE-T Ethernet and 100BASE-X Fast
Ethernet networking concepts.
*  Understand Ethernet frame switching concepts.
893-00965-A Xiii



Preface

Conventions

This section describes the conventions used in this guide.

Special Message Format
This guide uses the following format to highlight special messages:

NOTE: Thisformat is used to highlight information of importance or special

nd interest.

@ CAUTION: Thisformat is used to highlight information that will help you
prevent equipment failure or loss of data.

& WARNING: Thisformat is used to highlight material involving possibility of
injury or equipment damage.

Use of Enter, Type, and Press
This guide uses enter, type, and press to describe the following actions:

Whenyou read “enter,” type the text and press the Enter key.
*  Whenyouread “type,” type the text, but do not press the Enter key.

*  Whenyou read “press,” press only the aphanumeric or named key.

Other Conventions
This guide uses the following typographical conventions:

italics Book titlesand UNIX file, command, and directory
names.

courier font Screen text, user-typed command-line entries.

Initial Caps Menu titles and window and button names.

[Enter] Named keysin text are shown enclosed in square
brackets. The notation [Enter] is used for the Enter key
and the Return key.

[Ctrl]+C Two or more keys that must be pressed simultaneously

are shown in text linked with a plus (+) sign.

Xiv 893-00965-A



Related Publications

Related Publications

For more information about products related to the BayStack 281xx switch,
refer to the following publications:

Quick Installation and Reference for the Model 514/515 100 Mb/s
Ethernet Transceivers (Bay Networks part number 893-721-A)

This guide describes the Model 514/515 100 Mb/s Ethernet Transceivers
and provides installation instructions, physical configurations, and
technical specifications for these transceivers.

Using Optivity Campus 6.0 for Windows (Bay Networks part number
893-786-D)

This guide provides an overview of the virtual LAN features of Optivity®
Campus 6.0 for Windows and describes how to use the Optivity
LANarchitect integrated application to create, modify, and manage a
virtual LAN within various Bay Networks switch products.

Using Optivity LAN 7.0 for UNIX (Bay Networks part number 893-568-G)

This guide provides an overview of the virtual LAN features of Optivity
LAN™ 7.0 for UNIX and describes how to usethe Optivity LANarchitect™
integrated application to create, modify, and manage avirtual LAN within
various Bay Networks switch products.

For information about 100BASE-T specifications, order Bay Networks Guide
to Understanding 100BASE-T (Bay Networks part number 345A-1105-BK).
This publication provides detailed information on the following topics:

100BASE-T technology referencing the |EEE 802.3 specification
Cabling guidelines for installing 100BASE-T certified devices

Fast Ethernet products currently available from Bay Networks
Guidelines for integrating 100BASE-T devicesin 10BASE-T networks

893-00965-A
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Preface

Ordering Bay Networks Publications

To purchase additional copies of this document or other Bay Networks
publications, order by part number from Bay Networks Press™ at the following
numbers:

e Phone—U.S./Canada: 1-888-422-9773 (1-888-4BAY PRESS)
. Phone—International: 1-510-490-4752
. Fax—U.S./Canada and International: 1-510-498-2609

You can also use these numbers to request a free Bay Networks Press catal og.

Customer Support

Bay Networks provides live telephone technical support to our distributors,
resellers, and service-contracted customers from two U.S. and three
international support centers. If you have purchased your Bay Networks
product from a distributor or authorized reseller, contact the technical support
staff of that distributor or reseller for assistance with installation, configuration,
troubleshooting, or integration issues.

Customers also have the option of purchasing direct support from Bay

Networks through a variety of service programs. The programsinclude priority
access telephone support, on-site engineering assistance, software subscription,
hardware replacement, and other programs designed to protect your investment.

To purchase any of these support programs, including PhonePlus™ for 24-hour
telephone technical support, call 1-800-2LANWAN. Outside the U.S. and
Canada, call (408) 764-1000. You can also receive information on support
programs from your local Bay Networks field sales office or purchase Bay
Networks support directly from your reseller.

Bay Networks provides several methods of receiving support and information
on anonpriority basis through the following automated systems.

XVi
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CompuServe

INfOFACTS

Customer Support

Bay Networks maintains an active forum on CompuServe. All you need tojoin
us online is a computer, amodem, and a CompuServe account. We also
recommend using the CompuServe Information Manager software, available
from CompuServe.

The Bay Networksforum containslibraries of technical and product documents
designed to help you manage and troubleshoot your Bay Networks products.
Software agents and patches are available, and the message boards are
monitored by technical staff and can be a source for problem solving and
shared experiences.

Customers and resellers holding Bay Networks service contracts can visit the
special libraries to acquire advanced levels of support documentation and
software.

To open an account and receive alocal dial-up number, call CompuServe at
1-800-524-3388 and ask for representative number 591. In the United
Kingdom, call Freephone 0800-289378. In Germany, call 0130-37-32. In the
rest of Europe, call 44-272-760681. Outside the U.S., Canada, and Europe,
call 614-529-1349 and ask for representative number 591, or you can consult
your listings for an office near you. Once you are online, you can reach our
forum by typing the command GO BAYNETWORKS at any ! prompt.

InfoFACTS is the Bay Networks free 24-hour fax-on-demand service.

This automated system contains libraries of technical and product documents
designed to help you manage and troubleshoot your Bay Networks products.
The system can return afax copy to the caller or to athird party within minutes
of being accessed.

To use INfOFACTS in the U.S. or Canada, call toll-free 1-800-786-3228.
Outside North America, toll calls can be made to (408) 764-1002. Calls from
outside North Americamust be made from afax machine handset. I nternational
faxes MUST be initiated from and responded to at the same fax machine.

893-00965-A

XVii



Preface

World Wide Web

How To Get Help

The World Wide Web is a global information system for distribution of files
and document viewing online viathe Internet.

The Customer Support Web Server offers technical documents, software
agents, and an email capability for communicating with our technical support
engineers. In addition, a feature of the Customer Support Web Server allows
service-contracted customers and resellers to view information on open or
closed cases associated with their contracted site.

Bay Networks maintains a World Wide Web Home Page that you can access at
the universal resource locator (URL) http://www.baynetworks.com.

The Customer Support Web Server isamenu item on that Home Page. A direct
connection to the Internet and aWeb browser (such as Masaic or Netscape) are
required.

For additional information or advice, contact the Bay Networks Technical
Response Center in your area. Table 1 provides the names and tel ephone
numbers of the Bay Networks Technical Response Centers (TRCs).

Table 1. Bay Networks Technical Response Centers

TRC location Direct dial contact Toll free contact

North AmericaTRC 800-2LANWAN

Santa Clara, California Dial 408-764-1000 (800-252-6926)

Billerica, Massachusetts Dial 508-436-3700 toll free from U.S. and
Canada

Serving the U.S., Canada,
Mexico, Central America,
and South America

Europe TRC 33-92-966-968 Not applicable
Valbonne, France

Serving Europe, Africa,
and the Middle East

XViii
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Customer Support

Table 1. Bay Networks Technical Response Centers (continued)
TRC location Direct dial contact Toll free contact
Asia Pacific TRC 61-2-903-5800 088-064-008

Sydney, Australia (toll free from Australia)

Serving Australia,
New Zealand, and the
Pacific Rim

Japan TRC 81-3-3288-0331 Not applicable
Tokyo, Japan

Serving Japan

Express Technical Support from the North AmericaTRC

When calling the Bay Networks North America TRC, use Express Routing
Code #140 to obtain express technical support for the BayStack 281xx switch.
Entering the express code expedites your call through the menuing system and
routes it directly to the support group that is best qualified to answer your
technical questions about the BayStack 281xx switch.

893-00965-A
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Chapter 1

Overview of the BayStack 281xx
Fast Ethernet Switch

The BayStack 281xx Fast Ethernet Switch is designed to provide
frame-switching technology at Fast Ethernet speeds. This combination of
technol ogies enhances existing network performance and supports future
network expansion.

Some Ethernet frame switches support only a single dedicated station per port.
This limitation prevents users or network designers from attaching Ethernet
hubs to the frame switch or from using the frame switch to connect
shared-media hubs in wiring closets.

The BayStack 281xx switch supports hubs on every port, which allows network
designersto plan a more comprehensive and scalable switched network
solution.

The advantages of this switching technology include:
* Increased available bandwidth of 100 Mb/s to high-performance devices.

*  Useof existing applications, protocols, and the internetworking
infrastructure.

»  Port-level frame switching, which increases total network throughput.
*  Limited unicast frame transmission only to specified destination ports.

»  Virtua network capability, which offers increased network flexibility.

893-00965-A



Overview of the BayStack 281xx Fast Ethernet Switch

Features

The features of the BayStack 281xx switches include:

Attachment ports:

— The BayStack 28115/ADV switch has 16 dual-speed 10BASE-T or
100BASE-T attachment ports using RJ45 10BASE-T connectors.

— The BayStack 28104/ADV switch has eight single-speed 100BASE-T
attachment ports using SC connectors.

Full-duplex capability on attachment ports at 100 Mb/s

Two expansion ports used to connect BayStack 281xx switches to each
other. These ports operate at:

— 100 Mb/s half-duplex mode, or
— 100 Mb/s full-duplex mode (200 Mb/s), or
— 200 Mb/s full-duplex mode (400 Mb/s)

Configuration and status reporting through service port and front panel
display

Management by Bay Networks OptivityLAN 7.0 (or later) for UNIX and
Optivity Campus 6.0 (or later) for Windows network management
software

Internal throughput of up to 2 gigabits per second (Gb/s)

Support for dedicated end stations (single address/port) and shared-media
LAN segments (multiple address/port)

Broadcast filtering
Redundant link capability for network fault tolerance

Virtual LAN capability using Optivity® network management software.
(For more information about virtual LANS, see “Virtual Networking
Overview” in Chapter 2, “Planning a Switched Network.”)

Support for the Model RPSU Redundant Power Supply Unit

1-2
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BayStack 281xx Switch Components

BayStack 281xx Switch Components

The BayStack 281xx switches are physically identical except for the model
number and the type of connectors on the front panel (see Figure 1-1).
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Figure1-1. Front panel components of the BayStack 281xx switch

The following sections provide descriptions that correspond to the numbered
parts of the BayStack 281xx switchesillustrated in Figure 1-1.

1 Service Port

The service port on the front of the switch uses an RJ-45 connector and RS-232
signaling. This port can be used to connect aV T100-compatible terminal for
configuring and displaying the BayStack 281xx switch configuration
parameters.

Basic configuration parameters can be modified from the service port. Refer to
Chapter 4, “ Configuring the BayStack 281xx Switch,” for more information
about using the service port menus.
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Overview of the BayStack 281xx Fast Ethernet Switch

Advanced configuration and management operations require Optivity LAN 7.0
(or later) for UNIX and Optivity Campus 6.0 (or later) for Windows network
management software. Refer to the Optivity user documentation for complete
information.

2 Expansion Ports

Expansion ports on the front of the switch are used to connect a

BayStack 281xx switch to another BayStack 281xx switch either directly or
through an external transceiver that supports different media types, such as
UTP or multimode fiber optic cable. For more information about connecting
BayStack 281xx switches, refer to Chapter 3, “Installing the BayStack 281xx
Switch.”

The expansion ports support full- and half-duplex operation. The expansion
port uses:

e Full-duplex mode when connecting two BayStack 281xx switches with
either a cascade or transceiver cable.

»  Half-duplex mode when connecting a BayStack 281xx switch to another
network device (other than a BayStack 281xx switch).

Table 1-1 lists the configuration options for the expansion ports on the
BayStack 281xx switch. The expansion port is automatically configured to
200 Mby/s full-duplex mode when a cascade cable is connected to it. When a
transceiver cable is used, the configuration defaults to 100 Mb/s full-duplex.
You can reconfigure the expansion port to 100 Mb/s half-duplex mode if
necessary.

Table 1-1. Expansion port configuration options

BayStack switch Number of Port speed Cable type
ports and mode

28115/ADV, 2 200 Mb/s full-duplex Cascade cable

28104/ADV 100 Mb/s full-duplex Transceiver

100 Mb/s half-duplex  Transceiver

NOTE: Thedistance supported by the transceiver in CSMA/CD mode depends
on the network topology and is defined by 100BASE-T topology rules.
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For information about the Model 514/515 100 Mb/s Ethernet Transceiver,
refer to Quick Installation and Reference for the Model 514/515 100 Mb/s
Ethernet Transceiver.

3 Attachment Ports

The attachment ports on the front of the switch can be used to connect the
BayStack 281xx switch to individual stations, to LAN segments that include
multiple stations, and to other BayStack 281xx switches. Attachment ports
operate at 10 or 100 Mb/s on the BayStack 28115/ADV switch and 100 Mb/s
on the BayStack 28104/ADV switch.

NOTE: 10/100 Mb/s ports must be configured to run at the proper speed.
Foeed sensing is done through the switch agent software.

When operating at 10 Mb/s, the attachment ports fully support the IEEE 802.3
10BASE-T physical and datalink layer standard and 10BASE-T cable types
and configurations. When operating at 100 Mb/s, the attachment ports can
operate over 100 meters on Category 5 UTP cable (BayStack 28115/ADV)

or 2000 meters on 62.5 micron fiber (BayStack 28104/ADV). At 100 Mb/s,
the attachment ports fully support the current 100BASE-T standard as follows:

e 100BASE-TX for Cat 5 UTP and Type 1 STP cable
*  100BASE-FX for 62.5/125 um fiber optic cable

Throughout this guide, 100BASE-T will be used to refer to these media
specifications. Refer to Appendix A, “Technical Specifications,” for more
information about 100BASE-T standards.

Table 1-2 lists the configuration options for the attachment ports of the
BayStack 281xx switches.

Table 1-2.  Attachment port configuration options

BayStack Number of Port type Port Maximum segment
switch ports/type speed length and cable type

28115/ADV 16 10BASE-T or RJ-45 (MDI-X) 10 Mb/s 100 m, Cat 3, 4, or 5 UTP
100BASE-TX RJ-45 (MDI-X) 100 Mb/s 100 m, Cat5 UTP

28104/ADV 8 100BASE-FX SC connectors 100 Mb/s 350 m half-duplex,
2000 m full-duplex:
62.5 pum fiber
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4 LEDs
The LEDs on the front of the switch display port status and configuration
information. Each attachment port has four LEDs, and each expansion port
has one LED, as shown in Figure 1-2.
]
Expansion port LEDs /N B‘
Partition (amber) Partition
< 1] ; Link status (green)
High speed (green
> ,— gh speed (green)
Link H Sp
N
Part Col
L] — Attachment
‘ 1 port LEDs
Collision/Congestion (amber)
——— Partition (amber)
4809.1
Figure1-2. Two types of BayStack 281xx switch LEDs
1-6
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BayStack 281xx Switch Components

Each attachment port on the BayStack 281xx switch has four LEDs. Table 1-3
describes the functions of the attachment port LEDs.

Table 1-3.  Attachment port LEDs

Description

LED Color
Link Status  Green
(Link)

High Speed Green
(H Sp)

Partition Amber
(Part)

Collision/ Amber
Congestion
(Col)

When illuminated, this LED indicates that the link is active.

If operating at 10 Mb/s, this LED indicates the presence of Link
integrity test pulse or data. At 100 Mb/s, the link status
indicates that idle symbols or data are being received.

When illuminated, this LED indicates that the port is operating
at 100 Mb/s.

When illuminated, this LED indicates that the port has been
partitioned (disabled) using network management.

When illuminated, this LED indicates that multiple collisions or
network congestion has occurred. In shared media LAN
operation (half-duplex using CSMA/CD), this LED indicates
multiple collisions. In full-duplex mode operation, this LED
means that congestion occurred on the receiving port.

For more information about how the LEDs operate when the BayStack 281xx
switch is starting up, refer to Chapter 3, “Installing the BayStack 281xx

Switch.”

Expansion Port LEDs

The expansion port LEDs are labeled Partition 1 and 2 (see Figure 1-2).
When illuminated, the LED indicates that the associated expansion port has
been partitioned (disabled) using network management.
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5 & 6 Front Panel Display and Keypad

7 Reset Button

The front panel display provides start-up diagnostics and configuration
information. The keypad to the right of the front panel display is used to
enter basic configuration parameters for the BayStack 281xx switch

(see Figure 1-3).

Front panel display

|
Operational:RUN 2 ]
o [0 ] >3——— Keypad

e e v
D BE EE EE

ﬂ b o e o & ©
— I

Figure1-3. Front panel display and keypad

4852

For complete instructions on using the front panel display, see*Using the Front
Panel Display and Keypad” in Chapter 4, “Configuring the BayStack 281xx
Switch.”

The reset button is on the front of the switch in the lower right corner. Use a
sharp, nonconductive tool to press the button and reset the BayStack 281xx
switch. When you press the reset button, the BayStack 281xx switch retrieves
the current configuration parameters stored in memory and does not return the
parameters to the default configuration settings.

If you want to reset the BayStack 281xx switch configuration to the default
settings, use the console port Reset menu or the Optivity network management
application to reset the BayStack 281xx switch. For alist of the default
settings, refer to Chapter 4, “ Configuring the BayStack 281xx Switch.”

1-8
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Rear Panel Components

The BayStack 281xx switch has the following components (see Figure 1-4) on
the rear panel:

*  Power switch—Use the power switch to turn on or turn off AC power to
the BayStack 281xx switch.

»  Power fuse—You can replace the power fuse with a 250/4A replaceable
fuse.

»  Power receptacle—Use the AC power receptacle to connect a power cord
to the BayStack 281xx switch.

@ CAUTION: Usethe appropriate power cord as required by your national
electrical codes and ordinances.

Power switch

Power fuse

Power receptacle

4808.2

Figure1-4. Rear panel components of the BayStack 281xx switch
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The BayStack 281xx switches also has two power supply connectors located
under afaceplate on the rear panel for redundant connections to the power

supply (see Figure 1-5).

TO PREVENT DAMAGE, CONNECT . /
BOTH REDUNDANT POWER CABLES. / .

\ -

POTENTIAL

DAMAGE

® A ]
s ~N CONSULT MANUAL
© @Wff OlolA e ey
% b é ’ BOTH POWER CABLES
j D @ ° MUST BE CONNECTED
3 7 % TO THE REDUNDANT
@HB®
N BEFORE POWERING ON
O Y, THE REDUNDANT

POWER SUPPLY UNIT.

“—

6325

Figure1-5. Faceplate on rear panel of the BayStack 281xx switch
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Chapter 2

Planning a Switched Network

This chapter provides an overview of virtual networking concepts related to
BayStack 281xx Fast Ethernet Switches and provides information for planning
anetwork that includes BayStack 281xx switches, routers, and bridges.

This chapter covers the following topics:

e Virtua networking overview
e LattisSpan™ protocol
»  BayStack 281xx switch operation

*  Restrictions to using the BayStack 281xx switch in bridged and routed
networks

*  Connection of BayStack 281xx switches to shared-media hubs
*  Connection of BayStack 281xx switches to BayStack 281xx switches

e Connection of BayStack 281xx switchesto other BayNetworks L attisSpan
switches

»  BayStack 281xx switch software upgrades

Virtual Networking Overview

This section provides information about using the virtual networking
capabilities of the BayStack 281xx switch, including:

e Virtua network segmentation
e Virtua networking with the BayStack 281xx switch

One of the major challenges many network managersface is the need to expand
network capacity and improve network performance while controlling the cost
and manageability of their networks.

The most widely used approach to increasing network performanceisto divide
the network into smaller segments. Each segment then supports fewer users,
resulting in more available bandwidth for each user. This approach, known as
“microsegmentation,” differs from ordinary network segmentation, which
isolates traffic between different workgroups.
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The two most common technol ogies used to microsegment networks are
routing-based microsegmentation and, more recently, switching-based
microsegmentation. Though routers serve an important function in segmenting
networks based on administrative boundaries, switching-based
microsegmentation can offer higher performance at alower cost and can be
easier to administer.

Frame switching is very easy to implement and manage because it operateslike
asingle, high-performance network segment. Adding frame switching to an
existing repeater-based network requires no additional network address
administration or configuration, unlike routed networks, which typically
reguire reassignment of addresses when additions, moves, or changes are made.

Virtual Network Segmentation

In microsegmentation, each end station is usually assigned to a network
segment based on its functional requirements. End stations performing similar
functions are placed on the same segment with common shared resources,
such asfile servers and printers. This arrangement minimizes the need for
frames from a source workstation to travel through internetworking devices to
reach the destination workstation.

However, this physical segmentation, achieved through internetworking
devices such as routers and bridges, poses a series of problems that impact the
manageability and performance of a network.

With routing-based microsegmentation, each port on the router connectsto a
segment that is both a single collision domain and a single broadcast domain.
With virtual network segmentation (as provided by the BayStack 281xx switch)
each port connects to a segment that is a single collision domain. However,
network management applications are used to group multiple portsinto asingle
broadcast domain, called avirtual LAN.

Creating virtual LANsto segment your network involves assigning ports

(or, in effect, the end stations attached to these ports) to different broadcast
domains using a network management application and does not involve
physically reconfiguring the network. This virtual networking provides the
benefits of physical segmentation, but with more flexibility for future network
changes and growth.
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Managing and configuring networks through network management software
control is referred to as “virtual networking.” Figure 2-1 illustrates how virtual
networking can be used to divide two areas of a network without changing the
physical network topology.

TTT

S, BayStack
281xx
switches

key DIDDIDDIDDID

B Engineering
(= iy

Figure2-1.  Virtual networking

e e i l

Marketing
—

5017.1

Virtual Networking with the BayStack 281xx Switch

The BayStack 281xx switch managed by the Optivity network management
application supports virtual networking. The network administrator assigns
individual portsto different virtual LANSs using the drag-and-drop capabilities
offered by the Optivity network management system. Optivity eliminates the
need to change the physical cabling when performing network moves,
additions, and changes. Optivity also allows the network manager to control the
amount of broadcast traffic by managing the size of the virtual LAN.

In acommunity of BayStack 281xx switches, the virtual LAN capabilities are
extended to all devices. The maximum number of virtual LANS supported in a
multiple BayStack 281xx switch community is 64.

893-00965-A



Planning a Switched Network

As shipped from the factory, BayStack 281xx switch ports are configured as
part of asinglevirtual LAN, and the BayStack 281xx switch automatically
forwards all frames to the appropriate destination ports. The only exceptions
are broadcast and multicast frames, which are forwarded to all portsin the
virtual LAN.

In networks where more than one virtual LAN has been created, the following
learning scenarios apply.

» If the BayStack 281xx switch receives a unicast frame for a destination
port that has not yet been learned (but the source address of the station
from where the packet originated has been learned), the switch broadcasts
the frame to all other portsin the same virtual LAN as the source address.

» If the BayStack 281xx switch receives a unicast frame for a destination
port that has not yet been learned and the source address of the station
from where the packet originated is unknown (that is, has not been
learned) the packet is dropped because the switch does not know which
port or virtual LAN to forward the packet to. This meansthat, at a
minimum, the source address of every frame received by the
BayStack 281xx switch must be known for communication to occur
between BayStack 281xx switch ports and across virtual LANS.

The network manager can use the Optivity network management software to
assign any port to aspecific virtual LAN. Thisrestricts broadcast and multicast
framesto that virtual LAN and restricts unicast transmissionsto only those end
stations that exist on ports configured to be members of that virtual LAN.

For more information about using the BayStack 281xx switch and Optivity to
create and manage virtual LANS, refer to Using Optivity LAN 7.0 for UNIX or
Using Optivity 6.0 for Windows.

LattisSpan Protocol

This section briefly discusses the L attisSpan switch topology management
protocol used by the BayStack 281xx switch and describes how the L attisSpan
protocol varies from the |EEE 802.1d Spanning Tree Protocol.
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LattisSpan Protocol

L attisSpan, a Bay Networks protocol used between BayStack 281xx switches
and other Bay Networks switches, is a variation of the IEEE 802.1d Spanning
Tree Algorithm used by many bridges. The LattisSpan Protocol differsfrom the
|EEE 802.1d Spanning Tree Protocol in the following ways:

L attisSpan extends 802.1d protocol to support virtual LANS.

L attisSpan provides information about network topology to the network
management station, including active and standby links, and distributes
virtual LAN information throughout the switch community.

L atti sSpan packets, often called PDUs (protocol data units), use adifferent
multicast MAC address from spanning tree packets.

NOTE: Multicast addresses 010081000200 and 010081000201 must always
be discarded or blocked from traversing internetworking devices that bridge
traffic between BayStack 281xx switch communities.

LattisSpan Terminology

Understanding the following L attisSpan terms is helpful for understanding the
next section on " BayStack 281xx Switch Operation.”

Community: A collection of BayStack 281xx switches connected to each
other. Two or more, to a maximum of 32 of the BayStack 281xx switches
can be connected bounded by network layer devices, such as routers.

Domain: Same as community.

Feeder port: An expansion port or attachment port of a BayStack 281xx
switch that connects to a host, a hub, or arepeater.

M2: The BayStack 281xx switch selected as aresult of the LattisSpan
algorithm that creates and maintains the view of virtual LANs on top of
the physical topology and communicates with the network management
station for virtual LAN management. M2 is the community management
entity, or virtual LAN management entity. Only one M2 is allowed per
BayStack 281xx switch community.

M1: BayStack 281xx switchesin a community that are not M2. If the M2
within a community becomes inoperative, anew M2 is selected from the
M1 BayStack 281xx switches.
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e Trunk port: An expansion port or attachment port used to connect two

BayStack 281xx switches.

*  Trunk link: A link that connects two trunk ports. For the BayStack 281xx
switch, trunk links can be either 100 Mb/s full-duplex or 200 Mb/s
full-duplex, but not 10 Mb/s.

BayStack 281xx Switch Operation

Cable Options

This section discusses the operation of BayStack 281xx switches within
BayStack 281xx switch communities, and covers the following topics:

e Cableoptions and link speeds

*  One-way link detection

*  Full-duplex operation and flow control

»  BayStack 281xx switch address tables and limitations

»  Configurable port type feature

When connecting network devicesto the BayStack 281xx switch, you must
always observe the maximum allowable segment length allowed by the |IEEE
802.3 100BASE-T specification. Table 2-1 lists the cable options and
maximum segment lengths for BayStack 281xx switches. Refer to the IEEE
802.3 100 BASE-T standards for more information about cable options and
maximum segment lengths for 10 Mb/s and 100 Mb/s signals.

Table 2-1. BayStack 281xx switch cable options

BayStack Cable Media Port Maximum
switch option type speed segment length
28115/ADV Cat3,4,0r5 uTpP 10 Mb/s 100 m
UuTpP
28115/ADV Cat5 UTP UTP 100 Mb/s 100 m
28104/ADV 62.5 pm fiber Fiber optic 100 Mb/s 2 Km (full-duplex)
(SC connectors) 412 m (half-duplex)
Both switches  Cascade cable 200 Mb/s 1m

893-00965-A



BayStack 281xx Switch Operation

Link Speeds

When using the attachment ports (or the expansion ports with Model 514/515
transceivers) the connections should operate at 100 Mb/s full-duplex to achieve
the greatest aggregate throughput the BayStack 281xx switch can offer, as well
asto provide for greater distances between switches.

You should avoid 10 Mb/s links between connected BayStack 281xx switches
because 10BASE-T operates at 10 Mb/s half-duplex and does not provide
sufficient bandwidth for high-speed switched connections. When used, 10 Mb/s
trunk link connections result in greatly diminished throughput along the link

(see Figure 2-2.)

NOTE: The BayStack 28115/ADV switch has a different default setting for the
link speeds of its attachment and expansion ports than the BayStack
28104/ADV switch. You may need to configure the link speed of the ports you
are using to connect the switches depending on the port type, cable, and model
number of the BayStack 281xx switches. For more information about port
configurations and operating modes, refer to Table 2-2 on page 38 later in this
chapter.

BayStack 281xx switch BayStack 281xx switch

= |t PT——
=] =
ammmee | TP | | "ocmmmm == mmmmmmmm mmmmmm=m == s==s=ss
T

© ] L) GXAG) M) LK)

=
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\y 10 MB/s

6018

Figure2-2.  Unsupported configuration using 10 Mb/s connection between
BayStack 281xx switches
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Detecting a One-Way Link Transmission State

All BayStack 281xx switches, BayStack 28200 switches, and Model 58000
switches running switch software version 1.4 or higher can detect a one-way
link transmission state during network reconfiguration. A one-way
transmission is alink that can either receive data from or transmit data to
another switch, but not both. A one-way link can cause a switch community to
be separated into different switch communities or cause the switchesto remain
in CONFIGURING mode.

When the BayStack 281xx switch detects a one-way link, the problem link is
identified in a message on the front panel display. For more information about
the front panel message for one-way link detection, see “One-Way Link
Detection Message” on page 4-36 in Chapter 4, “ Configuring the BayStack
281xx Switch.”

Full-duplex Operation

BayStack 281xx switches support full-duplex mode for ports configured to
operate at 100 Mb/s. When configured for full-duplex operation, the
CSMA/CD protocoal isturned off and frame transmissions occur in both
directions along the link at the same time, which increases the total bandwidth
of the trunk link to 200 Mb/s and alows link distances to be greater between
BayStack 281xx switches. Full-duplex mode can be used on links between:

»  BayStack 281xx switches connected using the attachment ports or
expansion portsto Model 514 or Model 515 Ethernet Transceivers.

»  BayStack 281xx switches connected to end stations (if the Ethernet end
station supports full-duplex operation).

@ CAUTION: Unless specifically configured for half-duplex operation, the
BayStack 281xx switch expansion ports default to full-duplex mode.
Attachment ports, by default, are configured for half-duplex operation. You
can configure each port for either half or full-duplex operation using the
service port screens.
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BayStack 281xx Switch Operation

The BayStack 281xx switch uses a proprietary flow-control feature on

100 Mb/s full-duplex links to control traffic and avoid congestion on the link.
If the receive port buffer becomes full, the BayStack 281xx switch issues a
flow-control signal to the device at the other end of the link to suspend
transmission. When the receive buffer is no longer full, the BayStack 281xx
switch issues asignal to the end station to resume the transmission.

These flow-control signals may not be supported by other vendors' full-duplex
product implementations, so be aware of possible problems when congestion
occurs on the ports operating in this mode. Typically, these flow-control signals
are interpreted as CRC errors (causing loss of the packet that was on the wire
when the flow control signal was sent), but they should have no great impact on
the receiving device.

If you experience interoperability problems with other vendors' equipment
while using the full-duplex implementation, disable flow control on the

100 Mb/sfull-duplex port connected to the interoperable device. If the problem
persists, reconfigure the associated BayStack 281xx switch (and the adapter
card installed in the attached station) for half-duplex operation. For instructions
on how to disable and enable flow control, see “Modifying Switch Port Flow
Control” on page 4-20 in Chapter 4, “Configuring the BayStack 281xx
Switch.”

NOTE: BayStack 28115/ADV switches with revision G hardware allow flow
control to be disabled.
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Address Tables and Considerations

Network traffic typically includes frames between hosts, printers, and file
servers and the user end stations that access them most frequently. The primary
job of the BayStack 281xx switch isto rapidly deliver frames between these
network devices by “switching” the network traffic from segment to segment.
The BayStack 281xx switch enables this switching capability by tracking the
MAC addresses that are associated with each physical device that sends frames
through its ports. When a BayStack 281xx switch receives aframe, it “learns’
each address and adds the address to its address table. After the address of a
particular deviceislearned, the switch automatically switchesincoming frames
addressed to that device directly to the switch port where the deviceis
connected.

Thisisan important concept related to the BayStack 281xx switch, because the
traffic is actually switched, not routed. Routers do not forward broadcast or
multicast frames acrosstheir ports; however, BayStack 281xx switches forward
broadcast and multicast packets across their ports within the same or “ source”
virtual LAN.

The resulting increase in network performance that switching offers can be
applied to networks in various ways; however, you should understand certain
switching concepts before you implement the BayStack 281xx switch into your
network. The most significant concept related to BayStack 281xx switches has
to do with the address tables resident within each switch, and the number of
allowable MAC addresses that can be stored and shared within those tables
within the switched network.
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Address Tables in a Single BayStack 281xx Switch
All BayStack 281xx switch ports are factory-configured as part of asingle
virtual LAN, and the switch has the capability to store 1024 MAC addresses on
that virtual LAN. As additional virtual LANs are created (using Optivity
network management software), each new virtual LAN is allotted memory to
store an additional 1024 MAC addresses. (Each virtual LAN isaways limited
to atotal of 1024 MAC addresses.) Figure 2-3 shows multiple virtual LANS
within a single BayStack 281xx switch.

Virtual LAN 3

Virtual LAN 2
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Figure2-3. Multiplevirtual LANswithin a single BayStack 281xx switch
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The maximum number of allowable virtual LANsin asingle BayStack
28115/ADV switchislimited to 18 (one virtual LAN dedicated to each
attachment port and to each expansion port). A configuration of this type
typically serves no purpose because a port that is the only port initsvirtua
LAN cannot pass frames to any other port. To take advantage of switching
requires at least two portsin each virtual LAN. Bay Networks therefore
recommends that you distribute virtual LANs logically across multiple
switches in your network as shown in Figure 2-4.
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Figure2-4. Multiplevirtual LANs across multiple BayStack 281xx switches

Thereal power of the BayStack 281xx switch emerges when you interconnect
switches together and implement multiple virtual LANSs across multiple
switched ports.
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CAUTION: Implementing multiple virtual LANs across multiple switches
imposes restrictions on the maximum number of MAC addresses you can have
on your network. For more information about the maximum number of MAC
addresses you can have on your network, see “ Using Virtual LANSin
BaySack 281xx Switch Communities’ on page 14.

Address Tables in Multiple BayStack 281xx Switches on the Same Network

As stated earlier, each BayStack 281xx switch can store 1024 addresses per
virtual LAN. Addresses are shared and distributed between connected switches
acrosstrunk linksin a process called global address learning. When asingular
trunk link is used to connect the switches (by either the expansion ports or
attachment ports), global address |earning between the switches is automatic.

Global address learning (where the station MAC addresses for all the devices
attached to the BayStack 281xx switch are shared between the switches) is
activated every time alink to another BayStack 281xx switch is established.
The master switch in acommunity will, upon receipt of a LattisSpan frame
from the newly connected switch, begin the spanning tree process to establish
primary paths between al the switches throughout the community. It will also
redistribute all addresses |earned by the switches throughout the community.
After the switch completes the spanning tree process, it can participate in the
L attisSpan global address |earning process.

CAUTION: When the network topology changes (for example, when a new
switch is added to the community, a new trunk link is established, or a trunk
link is disconnected or fails), all the switchesin a community transition from
an " operational” stateto a“ configuring” state for approximately 80 seconds.
During thistime, the switch uses a topology reconfiguration process
(LattisSpan convergence process) to construct a loop-free topology and share
virtual LAN information. The BayStack 281xx switch does not forward any
frames during the LattisSpan convergence process.

If more than one trunk link exists between two BayStack 281xx switches, the
L attisSpan protocol will automatically designate one of the trunks as primary
and the other as standby. The active and standby links of a BayStack 281xx
switch are determined according to the speed of the trunk and the priorities of
the ports that support the trunk links.

893-00965-A
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If trunk links are operating at different speeds, the trunk link operating at the
higher speed is designated by the switch as the active link because faster links
have priority over slower links. If both trunk links are operating at the same
speed, afull-duplex link has priority over a half-duplex link. If the link speeds
and duplex modes are the same for each link, the link connected to the port
with the highest priority is designated the active link. Under normal network
conditions, standby trunk link connections are in blocking state and only
forward L attisSpan frames that are used as part of the topology process.

Using Virtual LANs in BayStack 281xx Switch Communities

When virtual LANSs span across trunk links that connect BayStack 281xx
switches in acommunity, the total number of all MAC station addresses for the
shared virtual LANs must be 1024 or fewer addresses. For multiple virtua
LANSs to span across switches, atrunk link must connect the switches

(see Figure 2-5.)

VLAN1
and VLAN2

VLAN1 VLAN2

VLAN1 VLAN2 <512 <512

=] D@I B Shared virtual =] D@I D
LANSs across
trunk link

6112

Figure2-5. Addressallocation across trunk linkswhere virtual LANs are
shared

You can build BayStack 281xx switch communities using up to 32
interconnected switches with a combined total of up to 64 virtual LANS.
You must always consider the maximum station MAC address count for the
community when building large switched networks.

NOTE: If an external device, such as a bridge/router that bridges nonroutable
protocols, is used to bridge traffic between virtual LANSs, the MAC addresses of
the end stations generating the bridged traffic must be counted once for each
virtual LAN on which the bridged traffic appears. In addition, if end station
MAC addresses appear on multiple virtual LANSs, the end station MAC address
must be counted once for each virtual LAN on which the address appears.

2-14
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For more information about the maximum allowable number of “hops’
between BayStack 281xx switches in a community, see “ Seven-switch Limit
Between End Stations” later in this chapter.

Configurable Port Types

You can set up redundant connections for shared media segments connecting
servers and hosts through configurable redundant feeder ports. This capability
is provided through the configurable port types feature of the BayStack 281xx
switch.

Without configurable port types, the software considers multiple switch ports
that are connected to a common Ethernet segment (for example, an Ethernet
repeater) as trunk ports. End stations connected to trunk ports on a common
Ethernet segment are not recognized by the switch.

The configurable port types feature provides complete port and switch level
redundancy within one or more switch communities. You can configure the
switch port type either through the Switch Port Type user interface screen or
through a Simple Network Management Protocol (SNMP) request. For more
information about configuring the switch port through the Switch Port Type
user interface screen, see “Modifying Switch Port Type” on page 4-17.

Using the switch port types feature, you can configure the portsin the
BayStack 281xx switch to operate in one of two modes: automatic (auto) mode
or forced feeder (feeder) mode. All ports are preconfigured, by default, to
operate in auto mode. Auto ports use the LattisSpan trunk detection processto
configure the port automatically as a L attisSpan trunk port or feeder port. These
ports operate differently, and it is important to understand the difference
between the ports before configuring them to operate in auto or feeder mode.

The Difference Between LattisSpan Trunk and Feeder Ports

The link that connects L attisSpan trunk ports is a LattisSpan trunk link.

Such alink carries traffic for multiple virtual LANs between switches and
shares station MAC addresses between connected switches. Trunk ports do not
learn addresses of the individual end stations connected to the port. In addition,
if an Ethernet segment is used as atrunk link between two switches, the
switches will not learn the addresses of any end stations attached to the
segment. This means there is no connectivity to those end stations on that
segment. A LattisSpan trunk link joins the switches at each end of the link into
asingle switch community.
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Auto Mode

Feeder Mode

The link that connects L attisSpan feeder portsis a LattisSpan feeder link.
The feeder link carries traffic for asingle virtual LAN. Feeder portslearn the
addresses of all end stations on the segment connected to the port; therefore,
connectivity is provided to the end stations on that segment.

When afeeder link is used to connect two switches, only the network traffic is
carried between the two switches (the connected switches do not share global
station MAC address information). A single switch community is not formed
when two switches are connected by afeeder link.

In auto mode, a switch port uses the L attisSpan trunk detection processto
automatically configure the port as atrunk port or afeeder port. When a switch
is connected to another switch, the connecting ports are automatically
designated as trunk ports. A port that is connected to an end station or Ethernet
segment is automatically designated as an active feeder port (if there are no
additional switches connected to the segment).

When switch ports are configured to operate in feeder mode, the switch uses
the LattisSpan forced feeder detection process to configure ports automatically
as active feeder ports or standby feeder ports. This process enables the switch
to select, per community, one active feeder among ports of the same virtual
LAN that are connected to the same Ethernet segment. The active feeder port
learns the MAC addresses of the devices communicating on the segment and
carries network traffic.

Additional feeder ports in the same community that are connected to the same
Ethernet segment where an active feeder port is connected are designated
standby feeder ports. Standby feeder ports do not learn MAC addresses of the
devices on the segment. A standby feeder port takes over communications upon
the failure of an active feeder port within a 10-second time frame.

This configuration allows port-level and switch-level redundancy within single
or multiple switch communities (see “ Redundant Feeder Link Configurations”
on page 18 for example redundant switch connection configurations).

2-16
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Feeder Port Priority Assignment

The LattisSpan forced feeder detection process enables the switch to select
active feeder ports based on prioritized attributes. Decisions are made in the
following order:

e Master switch priority values are examined—the switch with the lower
master switch priority value has the higher priority.

. Master switch MAC addresses are examined—the master switch with the
lower MAC address has the higher priority.

. Switch MAC addresses are examined—the switch with the lower MAC
address has the higher priority.

e Port IDs (switch MAC address and port number) are examined—the port
with the lowest number on the switch with the lower MAC address hasthe
highest priority.

This switch algorithm applies to each port that is connected to a common
Ethernet segment and determines which port is the active feeder port.
The configuration examples on the following pages illustrate how the

L attisSpan forced feeder detection process works.

When making connections to a common Ethernet segment, all ports connecting
to the segment should be configured to operate in feeder mode. If one of the
ports connecting to a common Ethernet segment is not configured to operate in
feeder mode, the switch does not use the L attisSpan forced feeder detection
process to determine which feeder port will be active.

In this situation, the port that is not operating in feeder mode (the port is
configured for auto mode) is designated the active feeder port, regardless of the
prioritized attributes of the port (see Figure 2-6).

893-00965-A
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Figure2-6. Sample configuration: auto port overrides forced feeder ports

If the configuration shown in Figure 2-6 had all ports configured for feeder
mode, port 1would be designated the active feeder port. Port 1 would be
designated the active feeder port because it has the lowest port number—

the port 1D attribute is used to determine the highest priority port. Ports2 and 3
are designated standby feeder ports. However, port 3 is operating in auto mode,
s0 it is designated the active feeder port, and ports 1 and 2 are designated
standby feeder ports.

Redundant Feeder Link Configurations

You can use feeder mode to quickly configure redundant port-level and
switch-level connectionsin networks with simple virtual LAN configurations.

Figure 2-7 shows redundant connections between a single switch and asingle
Ethernet segment. This configuration provides port-level redundancy between
the switch and the devices connected to the Ethernet segment.
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Figure2-7. Redundant connections from a single switch to an ethernet
segment

In Figure 2-7, the BayStack 28104/ADV switch ports 1 and 2 are connected to
arepeater (hub) that contains a single Ethernet segment. Switch ports 1 and 2
operate in feeder mode and are part of the same virtual LAN. Port 1is
automatically configured as an active feeder port, and port 2 operatesin
standby feeder mode. If port 1 or the link connected to port 1 fails, port 2 is
enabled and resumes communications between the switch and the hub.

When port 1 (or the link connected to port 1) is reenabled, the switch
renegotiates the active and standby ports based on the prioritized attributes
discussed in “Feeder Port Priority Assignment” earlier in this section.

For example, in Figure 2-7, if port 1 fails, port 2 becomes the active feeder port.
When port 1 reestablishes connection, the switch designates port 1 asthe active
feeder port because it has the lower port number.

Figure 2-8 shows redundant connections from two switches within the same
switch community to two different Ethernet segments. This configuration
provides switch-level and port-level redundancy between the devices connected
to two different Ethernet segments.
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Figure2-8. Redundant connections of two switchesin a community to two
ethernet segments

In Figure 2-8, a BayStack 28104/ADV switch and a BayStack 28115/ADV
switch are connected by atrunk link to form one switch community. The trunk
link enables the switches to share community management information and
network traffic. Ports 1 and 2 on switches A and B are configured to operate in
feeder mode and are part of the same virtual LAN.

Port 1 on both switchesis connected to an Ethernet segment in one hub, and
port 2 on both switches is connected to an Ethernet segment in another hub.
Because switch A has the lower MAC address, ports 1 and 2 of switch A are
designated active feeder ports, while ports 1 and 2 of switch B are designated
standby feeder ports (switch B has a higher MAC address).

If any active feeder ports or the active feeder links on switch A fail, the standby
feeder port is enabled and resumes communications between the switch and the
active devices on the connected Ethernet segment until the higher priority port
reestablishes connection.
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Figure 2-9 shows redundant connections from multiple switches in the same
community to three different Ethernet segments within a hub. This
configuration provides switch-level and port-level redundancy between the
devices connected to three different Ethernet segments.
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Figure2-9. Redundant connections of three switchesin a community to three
Ethernet segments
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In Figure 2-9, three BayStack 28115/ADV switches are connected by trunk
links to form one switch community. The additional trunk link between
switchesA and C ensures that the switches remain in asingle community if the
trunk link between switches B and C fails. Switch ports 1 through 3 and 5
through 7 are configured to operate in feeder mode and are all part of the same
virtual LAN. Of the ports that are connected to the same Ethernet segment, one
port is designated an active feeder port and additional ports are designated
standby feeder ports.

For example switch A, switch B, and switch C are connected to Ethernet
segment 3 of an Ethernet hub through port 1 connections. Port 1 on switch A is
designated the active feeder port (switch A has alower MAC address), while
port 1 of switch B and port 1 on switch C are designated standby feeder ports
(switch B has a higher MAC address).

If any active feeder ports or active feeder links on switch A fails, the standby
feeder port on switch B is enabled and resumes communi cations between the
switch and the active devices on the connected Ethernet segment until the
partitioned port reestablishes connection.

Figure 2-10 shows redundant connections between switchesin different switch
communities to two Ethernet segments. This configuration provides
community-level and port-level redundancy between the devices connected to
two different Ethernet segments.
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Figure 2-10. Redundant connections of different community switches to two
Ethernet segments

In Figure 2-10, the switches are not connected by a trunk link. This means that
each switch is part of adifferent switch community; therefore, the switches do
not share community management information.

Ports 1 through 3 are configured to operate in feeder mode and are al part of
the same virtual LAN. Switch ports 1 and 3 in community 1 are designated
active feeder ports, and switch port 2 is designated a standby feeder port.
Switch port 1 in community 2 is designated the active feeder port, and switch
ports 2 and 3 are standby feeder ports.

If port 1 in community 1 fails, port 2 in community 1 becomes the active link
between Ethernet segment 2 and community 1. If port 3 in community 1 fails,
port 3in community 2 becomesthe active link between Ethernet segment 1 and
switch communities 1 and 2. If port 1 in community 2 fails, port 2in
community 2 becomes the active link.
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The newly enabled port resumes communications between the switch and the
active devices on the connected Ethernet segment until the higher priority port
reestablishes connection.

Multiple Switch Operation in a Duplicate MAC Address Environment

Identical MAC addresses are supported on multiple virtual LANsin asingle
switch configuration. This support is made possible by allowing duplicate
MAC addresses on ports belonging to different virtual LANS. This feature
allows connection of devices that share a single MAC address across multiple
interfaces (for example, DECNet routers and Sun Microsystems servers).

To take advantage of this feature in a multiple-switch environment, you must
replace existing LattisSpan trunk links with individual virtual LAN links
between switches.

Special consideration is necessary when your equipment is operating in an
environment where frames with the same MAC source address can be delivered
to different switch portsin a community. This situation commonly occursin
networks that use the following devices:

»  Workstations with multiple network interfaces
*  Routers (particularly the routers that support DECnet routing)
»  Bridges (including combination bridge/routers)

In networks with multiple-interface workstations and routers, it is possible,

but not always convenient, to reconfigure the workstation or router to avoid
duplicate MAC address problems. However, bridges or bridge/routers cannot
be reconfigured to avoid MAC address problems. In these bridges or
bridge/routers, a bridging function within the device (for example, bridging a
nonroutable protocol) is required to bridge traffic between virtual LANs and
the device cannot be reconfigured in order to prevent a duplicate MAC address
environment.

Duplicate MAC address environments are not compatible with L attisSpan
trunks. In a duplicate MAC address environment, the switch network must be
configured so that the virtual LANs where the duplicate MAC addresses are
present do not span multiple switchesin any one community.
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When a duplicate MAC address spans multiple switches in a community,
connectivity problems may arise. When a device presents the sasme MAC
address to two different switch ports, the switch learns the MAC address on
two different virtual LANSs associated with two different ports. In this situation,
the switch cannot inform its neighbor switches of a unique virtual LAN
associated with that MAC address. The neighbor switches need to know what
virtual LAN the MAC address belongsto in order to properly handle the frames
the switch receives from the MAC address over a LattisSpan trunk link.

The problem arises when the neighbor switches cannot determine the virtual
LAN for the frames that originated from the device associated with the
duplicate MAC address.

The BayStack 281xx switches enable you to make each switch its own
community by connecting the switches with forced feeder links. Figure 2-11
shows a configuration where two switches are connected by forced feeder links.

Multiport
bridge/router

|

Switch community 1 Switch community 2

BayStack 28115/ADV switch A

BayStack 28115/ADV switch B

|

LAN A LAN B LAN C LAN C LAN B LAN A

W = Feeder port

——---=1

I
|
|
Virtual Virtual Virtual : Virtual Virtual Virtual
|
-

6833

Figure2-11. Using forced feeder portsfor switch community connections

In Figure 2-11, duplicate MAC addressing results from the use of a bridge/
router to carry data between virtual LANSs distributed across two switch
communities. Each switch has ports assigned to separate virtual LANS

(virtual LANSA, B, and C). One port from each virtual LAN on each switch is
connected and configured as a feeder port. This configuration allows network
traffic from each virtual LAN to pass between independent switch
communities.
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A feeder port from each virtual LAN of switch B is connected to a separate port
on amultiport bridge/router. Network traffic specific to each virtual LAN is
transmitted throughout each virtual LAN between the switch communities,
while the bridge/router directs data between virtual LANS. The feeder link
from each virtual LAN on switch B to the router is seen as a separate segment.

You can also use feeder ports to make redundant connections between
independent switch communities (see Figure 2-12).
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pm—=—=—=—=—=—==== pe————————
| BayStack 28115/ADV ! | BayStack 28115/ADV |
| switch A : | switch B :
1 1 ! |
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P L WANA ] LANB 11 - standby feederport 1 | WANB | LANA 1
S EERE SERESE EIEEE BINEE S

: e e e e e e i i
1 1
1 1
1 1

1
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Figure2-12. Using forced feeder portsfor redundant switch community
connections

In Figure 2-12, two feeder ports from each virtual LAN (virtual LANSA and B)
of switchesA and B are interconnected to enable redundancy between
independent switch communities. One port is automatically designated an
active feeder port, and the second port is designated a standby feeder port.

If the active feeder port fails, the standby feeder port is enabled.

Using separate forced feeder linksfor each virtual LAN to carry traffic between
switches provides the following additional benefits:

»  Becausethe overal traffic is shared among the various links (on a
per-virtual LAN basis), the overall bandwidth between the switchesis
greater than that available on asingle link.

e With LattisSpan trunks, the total number of MAC addresses for al of the
virtual LANSs carried on the trunk is 1024. With per-virtual LAN links,
up to 1024 addresses per virtual LAN are supported (as long as the total
number of addresses in acommunity does not exceed 8192).
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Using forced feeder links to connect switches in different communities
enforces arestriction on managing switches and virtual LANs through your
network management software. If you are managing switches that are part of a
different community (switches are connected by forced feeder links),

the network management station will only manage those switch ports that share
the same virtual LAN as the network management station.

For example, Figure 2-13 shows a configuration where three switches are
connected by forced feeder links. In this configuration, each switchisinitsown
community and switch ports are assigned to different virtual LANs

(virtual LANs1and 2).

Virtual NMS
LAN 1
BayStack 281xx switch A P |:|
Virtual
LAN 1
Virtual

LAN 2
BayStack 281xx switch B P—q BayStack 281xx switch C

B Feeder port
6821.1

Figure 2-13. Network management software limitation to managing multiple
virtual LANsin different switch communities

The network management station is connected to switch A and is assigned to
virtual LAN 1. A port on switch B is also assigned to virtual LAN 1; therefore,
the network management station manages switches A and B. Two ports on
switches B and C share virtual LAN 2. Because forced feeder links carry only
information for asingle virtual LAN, only data from virtual LAN 2 travelsto
switch C. In this situation, the network management station cannot manage
switch C or virtual LAN 2.

If the switchesin the configuration in Figure 2-13 were connected by
L attisSpan trunk links, the network management station could manage all
switches because trunk links carry information for all virtual LANS.

893-00965-A

2-27



Planning a Switched Network

Connecting Switch Communities with Feeder Links in the Same Virtual LAN

I nterconnecting different switch communities with feeder links requires careful
planning and configuring. When connecting switch communities with feeder
links, plan the configuration of each virtual LAN independently of the other
virtual LANSs. For each virtual LAN, plan the feeder links that will carry traffic
for that virtual LAN according to the following guidelines:

The simplest configuration for connecting two communities uses asingle
edge switch in each community. The only links between the two
communities run between the two edge switches.

If an application demands the use of two edge switches in one of the
communities (for example, when awiring closet switch has links to two
different switchesin the network center community for switch
redundancy), switch priorities will need to be properly set. For more
information about setting switch priorities under this condition, see the
pages that follow next in this chapter.

In al situations, one of the two communities must have a single edge
switch. It is never permissible to run links between two edge switchesin
community A and two edge switches in community B.

NOTE: Edge switches are used to interconnect switch communities.

Use atree (or star) topology to connect three or more switch communities.

Use these configurations to avoid creating a data loop between interconnected
switches. A dataloop results when data from one switch port is transmitted
through the switch community and back to the switch port where it originated.
Data loop configurations are not supported because a broadcast storm
(excessive transmission of address resolution requests) or duplicate frame
problems may arise.

Figure 2-14 shows the redundant feeder link connections between a designated
edge switch in each community. In this configuration, ports 1 and 2 of switches
C and D are configured for feeder mode and are part of the same virtual LAN.
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Figure 2-14. Connections across switch communities using one edge switch per
community

Because the feeder links are connected only to a single edge switch in each
community, one of the linksis designated an active link and the other link is
designated a standby link, regardless of switch priorities. Redundancy and
connectivity between communitiesis provided without causing data loop or
connectivity problemsin the community.

You can use more than one edge switch per community to make feeder link
connections if the master switch in the community has the highest switch
priority value. Because all BayStack 281xx switches, by default, have the same
switch priority value, you must change the switch priority value of the master
switch.

NOTE: For more information about how master switch priorities are
assigned, see “ Modifying the Master Switch Priority” in Chapter 4,
“ Configuring the BayStack 281xx Switch.”
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switch A
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Figure 2-15 shows a supported configuration that uses more than one edge
switch for feeder link connections between communities, with the master
switch in switch community 2 having the lowest switch-priority number.
In this example, switch D isthe master switch.

priority 8000 SWItch 7 priority 7000 priority 7000

community 1- — — — — — — | === Switch community 2- — — — — — — 1
: BayStack
BayStack 28104/ADV | Ed 28104/ADV BayStack 28104/ADV
switch B | 9¢e switch F switch E
|
|
|

28104/ADV
switch C
priority 8000

BayStack
28104/ADV |5
switch D

_____________

Port 1

|
|
|
|
|
|
|
|
| BayStack
|
|
|
|
|
|
|
|

|
|
|
i Port 2 ! : priority 6000
|
|
l
|

= = Trunk link

—— = Active feeder link
--- = Standby feeder link

6835

Figure 2-15. Multiple edge switches across switch communities

In this configuration, ports 1 and 2 of switch C, port 1 of switch D, and port 2 of
switch F are all configured for feeder mode and are all part of the same virtua
LAN. Switch C detectsthat it hastwo linksto community 2 and prevents aloop
by making the link connected to port 1 an active feeder and the link connected
to port 2 a standby feeder. No data loop occurs because the master switch in
community 2 (switch D) has a higher priority than the edge switch (switch C)
in community 1.

Use atree topology configuration to connect three or more switch
communities. This configuration provides redundancy between communities as
well as network connectivity. Remember to maintain the edge switch rule when
designing the tree topology configuration. Doing so prevents you from
accidentally creating a data loop configuration. Figure 2-16 shows an
unsupported configuration that contains aloop of switch communities.
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Figure 2-16. Unsupported configuration: Loop of switch communities

In this configuration, ports 1 and 2 of switches C, D, and G and port 3 of switches
C and E are all configured for feeder mode and are all part of the same virtual
LAN. The feeder links from switch G to switches C and D create a data loop.

Figure 2-17 shows a community of switches that are configured in atree

topol ogy.
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Figure2-17. Connections across switch communities using a tree topol ogy

In this configuration, each switch community is connected with redundant
feeder links between the appropriate edge switches. Ports 1 and 2 of switches
A, C, D, and G are configured to operate in feeder mode and are all part of the
same virtual LAN. Port 1 of switchesA, C, D, and G are designated active
feeder ports, while port 2 of switchesA, C, D, and G are designated standby
feeder ports. If one of the active feeder ports (or active feeder links) fails, the
standby feeder port resumes communications between the switch communities.
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Restrictions to BayStack 281xx Switches in Bridged and Routed

Networks

Bridges and routers provide some restrictions for deploying BayStack 281xx
switches and creating virtual LANSs. Two core concepts about routers and
switches must be understood.

*  Virtual LANSs created by BayStack 281xx switches are equivalent to a
broadcast domain. Broadcast and multicast frames are always forwarded
to other devices within agiven virtual LAN.

*  Routers segment the broadcast domain. Routers do not forward broadcast
or multicast frames though their interfaces (unless they are configured to
support bridging protocals).

This section discusses the effect of LattisSpan topology management packets
within bridged and routed network environments.

Filtering LattisSpan Packets in Bridged Networks

Special consideration must also be given to using BayStack 281xx switchesin
networks that include routers with bridging software enabled, MAC-level
bridges, and repeaters.

NOTE: When you use any of these devices to connect two or more

BayStack 281xx switches, LattisSpan multicast packets must be filtered and
discarded by the internetworking device. LattisSpan multicast packets should
be prevented from passing through the inter networking device. However,
LattisSpan multicast packets can pass through devices, such as a fiber optic
repeater and a remote bridge, that are used to extend the distance of a
LattisSpan trunk link.

The BayStack 281xx switch uses special multicast packets to execute the
topology management process. All BayStack 281xx switches within a
community exchange topology information using these L attisSpan multicast
packets to establish trunk ports, break loops, and construct topology databases.
Asrouter or bridge connections to the BayStack 281xx switch are established
(using the RJ-45 ports), the new source addresses are learned and added to the
port MAC Store Table after the new devices send data to the switch.
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If BayStack 281xx switches are connected so that L attisSpan packets from one
BayStack 281xx switch traverse the internetworking device and reach another
switch, the topology management software reconfigures the associated ports as
trunk ports.

Because trunk links between connected BayStack 281xx switches do not
participate in local address learning (only global address learning), new source
addresses received from the internetworking device are not learned or stored.

NOTE: Global learning is accomplished by the sharing of station MAC
addresses between connected BayStack 281xx switches. Local learning is
dynamic learning by an individual BayStack 281xx switch port of the source
addresses of the frames it receives on that port.

L attisSpan multicast packets must be blocked from passing through
internetworking devices in configurations where devices (such as routers) have
bridging enabled and have multiple Ethernet interfaces. For example, one
interface attaches to one port of the first BayStack 281xx switch belonging to
community 1, and another interface attaches to a separate port of a second
BayStack 281xx switch belonging to community 2.

Without filtering the LattisSpan multicast packets across the auto mode ports,
the preceding configuration resultsin connectivity and communication
protocol-related problems and cannot be supported. However, most
internetworking devices allow you to add static entries to their address tables,
S0 you can update the tables to discard these L attisSpan multicast packet types
when necessary.

NOTE: The multicast addresses 010081000200 and 010081000201 must
always be discarded or blocked from traversing internetworking devices that
interconnect BayStack 281xx switch communities.
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Unsupported Configurations
The following BayStack 281xx switch configurations are not supported:

A multiple segment repeater with end stations attached to the shared
mediais placed between two BayStack 281xx switch ports configured for
auto mode. In this scenario, blocking LattisSpan multicast packetsis not
possible; therefore; this design should never be used and cannot be
supported.

NOTE: LattisSpan multicast packets can pass through devices, such asa
fiber optic repeater, that are used to extend the distance of a LattisSpan
trunk link. In this scenario, LattisSpan multicast packets do not have to be
blocked from the repeater or remote bridge.

The BayStack 281xx switch isinstalled in a network where the following
MAC address limits are exceeded:

— 1024 MAC addresses per virtual LAN

— 1024 MAC addresses for al of the virtual LANs on a L attisSpan
trunk link

— 8192 MAC addresses per switch community

Exceeding these limits causes performance degradation and can cause
instabilities with the network. Exceeding these limits can also lead to aloss of
connectivity between some devices in the network.
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Connecting BayStack 281xx Switches to Shared-media Hubs

Router

You can connect the BayStack 281xx switch to end stations, to existing
10BASE-T shared-media hubs, or to 100BASE-T shared-media hubs.
Shared-media hubs can be connected to any (and every) port of the
BayStack 281xx switch to create flexible, scalable networks with increased
port densities in the wiring closet. Figure 2-18 shows stacks of 100BASE-T
hubs connected to the 100 Mb/s ports of the BayStack 281xx switch.

BayStack Model 514 Model 514 BayStack
281xx switch transceiver transceiver 281xx switch

e ememes Up to 2 km
fiber cable
(full-duplex)
Stack of
Stack of 100BASE-T Stack of Stack of
100BASE-T hubs 100BASE-T 100BASE-T
hubs hubs hubs
100BASE-T 100BASE-T Server 100BASE-T 100BASE-T
workstations workstations workstations workstations
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Figure2-18. Connecting 100BASE-T hubsto BayStack 281xx switches

In Figure 2-18, Bay Networks 100BASE-T shared-media hubs are attached to
switches installed in two separate wiring closets. The 100 Mb/s capability of
the shared-media hubs increases the throughput of each of the stations attached
to the switches. The frames forwarded between the individual LAN segments
are “switched.” The full-duplex fiber optic trunk connection between the
BayStack 281xx switch forwards frames from the shared-media segments on
each hub to the other at 200 Mb/s (100 Mb/sin each direction), substantially
increasing the performance of all devices on the network. Using Model 514
fiber transceivers between connected BayStack 28115/ADV switches or the
fiber ports on the BayStack 28104/ADV switch allows the network to grow
substantially—up to 2 kilometers between interconnected switches.
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Connecting BayStack 281xx Switches

Shared-media Hub Restrictions

Although it is possible to connect shared-media hubs to every attachment port
of the switch, you need to be aware that shared-media hubs typically do not
support full-duplex implementations and operate at 10 Mb/s using CSMA/CD
and, thus, should not be connected to the BayStack 281xx switch using

100 Mb/s full-duplex links.

Connecting BayStack 281xx Switches

BayStack 281xx switches can be connected to form switch communities using
either expansion or attachment ports. The link that connects two
BayStack 281xx switchesis called atrunk link.

This section provides information abouit:

e Creating trunk links using expansion ports.

*  Creating trunk links using attachment ports.

e Addresslearning across trunks links.

*  Using redundant links in a switched community.
*  Theseven-switch limit between end stations.

For more information about connecting BayStack 281xx switches, see
“Attaching Devices to the Baystack 281xx Switch,” in Chapter 3, “Installing
the BayStack 281xx Switch.”

The BayStack 281xx switch recognizes all connections to other

BayStack 281xx switches as trunk links. These links can exist between
BayStack 281xx switches using expansion ports or attachment ports provided
that the proper cables and/or transceiver devices are attached. Table 2-2
describes the possible port configurations and operating modes of

BayStack 281xx switch expansion and attachment ports.

893-00965-A
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Planning a Switched Network

Table 2-2.  Port configurations and operating mode

Port type BayStack Operating mode Speed Duplex
switch (default mode or mode
configuration required)
Attachment 28115/ADV Default mode. 10 Mb/s  Half-duplex
ports
28104/ADV Default mode. 100 Mb/s Half-duplex
28115/ADV and When used as trunk 100 Mb/s Full-duplex
28104/ADV links between connected
BayStack 281xx switches,

the user must configure
the ports to these values.

Expansion 28115/ADV and Default mode. 100 Mb/s Full-duplex
ports 28104/ADV
28115/ADV and The user can configure the 100 Mb/s Half-duplex
28104/ADV port to operate in this mode.
28115/ADV and  Available only when a 200 Mb/s  Full-duplex
28104/ADV cascade cable is used

to connect two switches
using the expansion ports.

The maximum number of BayStack 281xx switches that can be connected
within a switch community is 32. However, only seven BayStack 281xx
switches can be connected between end stations. (See " Seven-switch Limit
Between End Stations” later in this chapter for more information about the
maximum allowable network diameter of a network that includes
BayStack 281xx switches.)
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Connecting BayStack 281xx Switches

Creating Trunk Links Using Expansion Ports

There are two ways to use the expansion port to connect BayStack 281xx
switches. One way isto use a 1 m cascade cable; the other isto use Model 514
or 515 transceivers and the transceiver cable. For connection instructions and
illustrations, see “Attaching Devices to the Baystack 281xx Switch” in
Chapter 3, “Installing the BayStack 281xx Switch.”

When the expansion ports of two or more BayStack 281xx switches are
connected with a1 m cascade cable, the link runs in full-duplex mode at

200 Mb/s. Thismeansthat the BayStack 281xx switch transmitsat 200 Mb/sin
each direction, for atotal bandwidth of 400 Mb/s. Whenever possible, the
BayStack 281xx switches should be connected using the 1 m cascade cable
(between expansion ports) to allow maximum bandwidth between

BayStack 281xx switches as shown in Figure 2-19.

BayStack 281xx switch

s

Cascade
cable (1m)

BayStack 281xx switch

O 5

5991

Figure2-19. Using a cascade cable to increase bandwidth on BayStack 281xx
switches

CAUTION: To connect the BayStack 281xx switches |ess than 1 meter apart,
it isvery important to first turn on the power button for each BayStack 281xx
switch and allow the switch to finish diagnostics before connecting the
cascade cable to the expansion port. Connect the cascade cable to the
expansion port on each BayStack 281xx switch only after successful
diagnostics are complete or when the front panel display reads

“ Operational: RUN.”

893-00965-A
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Planning a Switched Network

When two or more BayStack 281xx switches need to be installed more than

1 meter apart, they can be connected using Model 514 or 515 transceivers.
Use Model 514 transceiversfor fiber links and Model 515 transceiversfor UTP
links, both with atransceiver cable. In most situations, when a BayStack 281xx
switch is attached to an expansion port, the link should be configured for
full-duplex mode at 100 Mb/s, for atotal bandwidth of 200 Mb/s. You can also
connect a host operating at half or full-duplex mode to these transceivers by
configuring the expansion port using the service port screens.

Table 2-3 lists the cable options avail able for connecting Bay Stack 281xx
switches together.

Table 2-3. Expansion port distance limitations and cable options

Cable Maximum Port speed Transceiver

option segment length and mode

Cascade cable Im 200 Mb/s Not used
(full-duplex)

Transceiver cable 100 m 100 Mb/s Model 515 UTP
(full-duplex)

Transceiver cable 2000 m 100 Mb/s Model 514 fiber
(full-duplex)

Creating Trunk Links Using Attachment Ports

If you are connecting BayStack 281xx switches that are more than 1 meter
apart, you can also use the attachment ports. For connection instructions and
illustrations, see “Attaching Devices to the Baystack 281xx Switch” in
Chapter 3, “Installing the BayStack 281xx Switch.”

Although it is physicaly possible to configure 10 Mb/s point-to-point
connections between any two BayStack 281xx switches, this configurationis
not supported. Thistype of configuration can introduce instabilitiesin the
network. For more information, see “Link Speeds’ earlier in this chapter.
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Address Learning Across Trunk Links

A single BayStack 281xx switch learns the addresses of all the stations directly
attached to its ports through a“local” address learning method. The

BayStack 281xx switch performsloca address learning by polling for new
source addresses and updating the MAC address tabl es associated with each port.

If two BayStack 281xx switches are connected together, local learning is
disabled on the trunk link and the two switches share address information
directly through the global address |earning process.

WARNING: No stations should be attached (individually or through
repeaters) to the trunk link connecting BayStack 281xx switches because the
global address learning process does not learn the addresses of any such end
stations. Trunk links must be strictly point-to-point connections.

After installing a BayStack 281xx switch or connecting new devicesto a
BayStack 281xx switch, make sure that the trunk links you have assigned are
not connected to any end stations. This configurations will help to avoid
common connectivity-related problems along trunk links. To identify which
ports are assigned to support trunk links, review the service port System
Information screen. Ports used to connect to other BayStack 281xx switches
areidentified as “trunk” ports on this screen. For information about the service
port menus, refer to Chapter 4, “ Configuring the BayStack 281xx Switch.”

Configuring Redundant Trunk Links

Support for redundant links is an important consideration in network design.
The BayStack 281xx switch detects redundant links and puts them into standby
mode. If the primary link fails, the standby link is activated and network
operation is restored. Redundant links can be created using either expansion or
attachment ports that are configured as trunk links between BayStack 281xx
switches.

893-00965-A
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Figure 2-20 illustrates a redundant link configuration.
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Figure2-20. Redundant link configuration

BayStack 281xx switch

6005

When multiple BayStack 281xx switches are interconnected with redundant
links, active and standby links are determined automatically by the Bay
Networks L attisSpan protocol. See “L attisSpan Protocol” earlier in this chapter

for more information.
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Connecting BayStack 281xx Switches

Seven-switch Limit Between End Stations

The maximum number of BayStack 281xx switches that can be connected
within a switch community is 32. However, the maximum number of
BayStack 281xx switches between any two end stations is seven. Figure 2-21
illustrates a switched community using the maximum number of

BayStack 281xx switches between end stations.

D 0

— )
6003

Figure 2-21. Maximum of seven BayStack 281xx switches between any two end
stations
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If anetwork is configured with redundant links, you must make sure that every
path between any two end stations has no more than seven BayStack 281xx
switches (even if network traffic is redirected to another BayStack 281xx
switch) because of alink or device failure. Each packet sent between end
stations can never traverse the same link more than once.

Figure 2-22 shows a network that is not supported because it includes a path
with 8 switches between end stations.

..... Active link
---- Standby link

Figure 2-22. Unsupported configuration exceeds seven BayStack 281xx
switches between end stations
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Planning for BayStack 281xx Switch Software Upgrades

In the future, you may want to upgrade the BayStack 281xx switch software to
take advantage of new features or obtain enhancements to current software
features. This section includes guidelines for planning future software
upgrades.

To upgrade your software, you need a computer in your network that can
perform a TFTP server function to download the new software to the switch.
This method provides a quick and convenient way for downloading the
software image from one location to as many remote locations as required for
your network configuration. You can download new software to the switch from
one of the following sources:

e A network management station running Optivity network management
software

* A computer running TFTP server software

Downloading Software from a Network Management Station

If you plan to install Optivity network management software on a network
management station in your network, you can use an integrated application of
Optivity to download the new software image to al switchesin your network.
Optivity allows you to set operational parameters for switches at the network
management station. When all required operational parameters are set, you can
download the new software from the network management station.

Downloading Software from a Boot Server

You can use TFTP software to download new software from a server in your
network if you do not plan to manage your network with Optivity.

TFTP software is readily available for personal computers and most other
computers. This method requires you to configure a server and the applicable
switches to enable remote downloading of software to the switch.

893-00965-A
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Chapter 3

Installing the BayStack 281xx Switch

This chapter describes the installation requirements for the BayStack 281xx
switch and provides instructions for connecting devices to the BayStack 281xx
switch.

NOTE: When installing the BayStack 281xx switch in a network for the first
time, you may need to reconfigure the devices attached to the switch (such as
printers, workstations, and routers) for 100BASE-T operation if the switch
ports you connect themto will also be configured for 100BASE-T operation.

After installing the BayStack 281xx switch, you must configure afew system
parameters to enabl e the BayStack 281xx switch to boot onto the network and
to communicate with the Optivity network management station. Refer to
Chapter 4, “ Configuring the BayStack 281xx Switch,” for more information.

Installation Requirements

Install the BayStack 281xx switch on asturdy, level surfacein aventilated area
that is dust free and away from heat vents, warm air exhaust from other
equipment, and direct sunlight. Avoid proximity to large electric motors or
other el ectromagnetic equipment. When choosing a location, observe the
following guidelines:

e Surfaceor rack must support aminimum 26 Ibs (11.7 kg).

»  Spacefor cooling should be 2 inches above and on each side, and 5 inches
at therear (for fans to move air from front to rear).

e Temperature range should be between 5° and 40° C (41° and 104° F).
*  Maximum relative humidity should not exceed 85%, noncondensing.

* Instalation area must not exceed electromagnetic field (RFC) standards
for IEC 801-3, Level 2 (3V/M) field strength.

*  110/220 VAC, 320 VA power source within 6 feet of the BayStack 281xx
switch.

Refer to Appendix A, “Technical Specifications,” for more information.
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Installing the BayStack 281xx Switch

Package Contents

Before installing the BayStack 281xx switch, verify that the package contains
the following itemsin addition to this using guide (see Figure 3-1):

BayStack 281xx switch
Power cable
Cascade cable

Console cable for service port (refer to Appendix A for pin assignment
information)

Two mounting brackets and eight #10-32 x 3/4 inch Phillips screws with
nylon washers for attaching mounting brackets to an equipment rack

Warranty card

5985

Figure3-1. Package contents

3-2
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Installation Procedures

Installation Procedures

This section provides instructions for installing the BayStack 281xx switch on
atabletop or in astandard 19-inch utility rack.

Installing the BayStack 281xx Switch on aTabletop or Shelf

If you are installing the BayStack 281xx switch on atabletop or shelf, allow at
least 2 inches on each side, 5 inches at the rear, and 2 inches above the unit for
proper ventilation, as shown in Figure 3-2.

Back

,\/
/\/

BayStack 281xx Switch

Front

4568.1

Figure3-2. Placing the BayStack 281xx switch on a desktop

Installing the BayStack 281xx Switch in a Rack

If you install the BayStack 281xx switch in arack, ground the rack to the same
grounding electrode used by the power service in the area. The ground path
must be permanent and not exceed 1 ohm resistance from the rack to the
grounding electrode.

During the installation, you will need the following tools:
*  #1 Phillips screwdriver

e #2 Phillips screwdriver

893-00965-A 3-3



Installing the BayStack 281xx Switch

To install the BayStack 281xx switch in a utility rack, follow these steps:

1

Using a #1 Phillips screwdriver, remove the four screws from only
one side of the BayStack 281xx switch.

Do not remove the cover.

Align the screw holesin the bracket with the mounting holesin the
switch; all four holes should line up, as shown in Figure 3-3.

4802

Figure3-3.  Attaching brackets to the BayStack 281xx switch

Reinstall the four screwsthrough the bracket and into the bracket
mounting holesin the switch, asillustrated in Figure 3-3.

Use a#1 Phillips screwdriver to tighten the screws securely.

Repeat steps 1 through 3 to attach the other bracket on the other side
of the BayStack 281xx switch.

Slide the BayStack 281xx switch into therack.

NOTE: If the available rack spaceisrestricted, you can remove the
rubber feet from the switch to reduce the vertical space needed. However,
at least 2 inches of space must remain above the switch for ventilation.
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Installation Procedures

6. Align the mounting holesin the bracketswith the holesin the rack,
asshown in Figure 3-4.

Figure3-4. Installing the BayStack 281xx switch into a rack

7. Insert two #10-32 x 3/4 inch screws with nylon washer s through each
bracket and into therack.

Use a #2 Phillips screwdriver to tighten the screws and secure the
BayStack 281xx switch to the rack.

NOTE: You can install the optional cable guide using the two
#10-32 x 3/4-inch screws, where you ordinarily insert the mounting
screws. See your Bay Networks representative for information about
ordering the optional cable guide.
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Installing the BayStack 281xx Switch

8. Connect the appropriate end of the power cableto the power
receptacle on the BayStack 281xx switch, as shown in Figure 3-5.

Power switch

Power fuse

Power receptacle

4808.2

Figure3-5. Connecting the power cable to the power receptacle

9. Connect the other end of the power cableto awall receptacle.

@ CAUTION: When installing a BayStack 281xx switch, do not turn on the
power to the switch until the switch is connected to the Model RPSU
Redundant Power SQupply. For more information about connecting the switch

to the RPSU, see ” Connecting a BayStack 281xx Switch to a Model RPSU
Redundant Power Supply Unit” on page 7.

10. Turn on the power button on the back panel of the BayStack 281xx
switch.

When the BayStack 281xx switch is correctly installed and the power is
turned on, the LEDs, with the exception of the collision LEDs, illuminate
briefly and the front panel display shows a series of self-test messages.

After the self-test messages, the front panel briefly shows Initializing and
then Configuring. At this point, the port link status L EDs turn off and do
not light again until the port is connected to an active device. When the
BayStack 281xx switch configuration sequence is complete, the front
panel display shows Operational: RUN.

For more information about the front panel display messages, see
“Downloading Boot Image File” in Chapter 4, “ Configuring the BayStack
281xx Switch.”
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Connecting a BayStack 281xx Switch to a Model RPSU Redundant Power

Supply Unit

This section provides instructions for connecting your BayStack 281xx switch
to aModel RPSU power supply unit.

For more information about power supply operations, refer to the
documentation that shipped with your Model RPSU power supply.

To connect your BayStack 281xx switch to the Model RPSU power supply,
follow these steps:

1. Install the BayStack 281xx switch according to theinstructionsin
your switch documentation.

Do not turn on the AC power to the BayStack 281xx switch.

2. Ingtall the power supply below your BayStack 281xx switch according
to theinstructionsin your power supply documentation.

Connect an AC power cord to each of the two AC inputs on the power
supply.

CAUTION: Do not turn on the AC power to the Model RPSU power
supply.

NOTE: You must connect both AC cords for the power supply to work
properly.
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Installing the BayStack 281xx Switch

3. Using a Phillips screwdriver, remove the screwsthat attach the
faceplate (that coversthe power supply DC connectors) to therear
panel of the BayStack 281xx switch (see Figure 3-6).

Set the faceplate aside.

A J
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i my

6326

Figure3-6. Removing the faceplate from the rear of the Baystack 281xx
switch

4. Connect two DC power cablesto two consecutive DC connectorson
therear of the Model RPSU power supply.

For example, connect one DC cable to connector 1 on the power supply
and the other DC cable to connector 2 on the power supply. You can also
make connections to connectors 2 and 3, or 3 and 4. Do not, however,
connect the DC cables to power supply connectors out of consecutive
order, such asto connectors 1 and 3, or to connectors 2 and 4.

(SeeFigure 3-7.)

@ CAUTION: Both power cables must be connected to the redundant power
connector on the BayStack 281xx switch before powering on the Model
RPSU power supply.
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Figure3-7. Connecting the DC cables to the power supply

5.

ToAC
power

TOAC  jf——

power

Connect the other end of the DC cablesto the DC connectorson the
BayStack 281xx switch. (See Figure 3-8.)

Note that the pins of the DC connector are not identical across the upper
and lower rows of the connector. Be sure to match the orientation of the
cable connector with the connector on the BayStack 281xx switch.

Model 28104/ADV

RPSU

6328

Figure3-8. Connecting the DC cablesto the Baystack 281xx switch

6.

Tighten the DC cable connections on the BayStack 281xx switch and
on the power supply by turning the captive retaining screws of each
cable connector clockwise.

Connect the opposite end of the AC power cordson the
BayStack 281xx switch and the Model RPSU power supply to wall
outletsthat are on two separ ate electrical circuits.
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Installing the BayStack 281xx Switch

8. TurnontheAC power to the BayStack 281xx switch by pressing the
toggle switch on the back panel of the switch. (See Figure 3-9.)

S,

Power switch

Power fuse 5

@ [— = 1<
= =
Power receptacle — N/

U s
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Figure3-9. Turning on the AC power to the Baystack 281xx switch

The LEDs on the BayStack 281xx switch light briefly and the front panel
display shows a series of self-test messages. The Hub Power LEDs
associated with the power supply DC connectors (1 and 2, 2 and 3, or

3 and 4) light on the front panel of the power supply unit to indicate that
the internal power supply of the BayStack 281xx switch is functioning
properly. (See Figure 3-10.)

NOTE: The Fan LED lights until the RPSU isturned on.

RPSU

Pwr Input Hub Power

R

Fan

[ Je 0 [CJCIC I

Redundant Power

6330

Figure 3-10. Power supply Hub Power LEDs
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9. Turn on both power switcheson the rear panel of the power supply.
(See Figure 3-11.)

Power switches

@p (@)

o o o
== == ==
o ° o

6331

Figure3-11. RPSU power switches

The Redundant Power LEDs on the front panel of the power supply unit
light for al DC connectors (1, 2, 3, and 4) to indicate that each DC
connector is capable of delivering power. The Hub Power LEDs on the
front panel of the power supply remain on when the BayStack 281xx
switch power supply isworking. The Pwr Input A and B LEDs are on if
their respective AC power cords are connected and the corresponding
power switch is turned on. The Fan LED should be off. (See Figure 3-12.)

RPSU

Pwr Input Hub Power
e BRI
e [ OO

Redundant Power

6394

Figure3-12. Pwr Input A and B LEDswhen AC power is present

893-00965-A 3-11



Installing the BayStack 281xx Switch

=

NOTE: If the Hub Power LEDs do not light after the BayStack 281xx switchis
connected to the RPSU, check that the power switch located on the rear of the
BayStack 281xx switch has been turned on. If the power has been turned on
and the LEDs still do not light, the internal power supply of the switch has
failed and should be replaced.

If the Redundant Power LEDs and the Pwr Input A and B LEDs on the Model
RPSU power supply do not light when both RPSU power switches are turned

on, the RPSU has failed and should be replaced. If the FAN LED on the Model
RPSU Power Supply illuminates, the RPSU has failed and should be replaced.
Contact your local reseller for replacement information and instructions.

CAUTION: To connect another device to an operating RPSU that already has
a connection to a BayStack 281xx switch, turn off power to the RPSU and the
attached BayStack 281xx switch before making the new connection to the
power supply.

Powering Off the Baystack281xx Switch when Connected to a Model RPSU

Power Supply Unit

To power off the BayStack 281xx switch when connected to a Model RPSU
power supply, follow these steps:

1. Turn off both power switcheson therear panel of the RPSU.
(See Figure 3-13.)

BayStack

28102(/’3}53\; RPSU power
switches (2)

ToAC _

power ' .

RPSU Q
=8

To AC )—J

power

6442

Figure 3-13. Turning off RPSU power switches
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After Installing the Hardware

2. Turn off the AC power to the BayStack 281xx switch by pressing the
toggle switch on the back pand of the switch. (See Figure 3-14.)

BayStack 28104/ADV

switch
ToAC
power

RPSU
e

TOAC  j—

power

Figure 3-14. Turning off the AC power to the BayStack 281xx switch

After Installing the Hardware

The BayStack 281xx switch is now operational and can be attached to other
network devices. However, you must configure afew basic system parameters
to enable the BayStack 281xx switch to boot on to the network and
communicate with the Optivity network management station. For instructions
on entering system parameters, see “Minimum System Parameters’ in
Chapter 4, “ Configuring the BayStack 281xx Switch.”
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Attaching Devices to the Baystack 281xx Switch

This section provides information and instructions for attaching devices to the
BayStack 281xx switch. For more information about network design using the
BayStack 281xx switch, see “ Connecting BayStack 281xx Switches’ in
Chapter 2, “Planning a Switched Network.”

The following devices can be connected to a BayStack 281xx switch:
e Service port terminal (console)
» Individual workstations, servers, or other Ethernet devices

»  Fast Ethernet transceivers (for example, Model 514/515 transceivers)

NOTE: After attaching devicesto the BayStack 281xx switch, check the System
Information screen to make sure that all portsidentified as*“ trunk” ports are
only connected to other BayStack 281xx switches. For more information about
trunk links, see" Connecting BayStack 281xx Switches’ in Chapter 2,

“ Planning a Switched Network.”

Connecting a Service Port Terminal

To connect aterminal to the service port, attach one end of the terminal cable
to the service port on the front panel of the BayStack 281xx switch, asshownin
Figure 3-15, and connect the other end of the terminal cable to the service port
terminal.
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Attaching Devices to the Baystack 281xx Switch

7y Bay Networks mm

Partition

Service Port

Figure 3-15. Connecting the service port

The service port uses an RJ-45 connector and RS-232 signaling with the

following default parameters:

e« VT100 termina emulation mode

* 9600 baud
* 8datahits
e No parity
e 1stop hit

Refer to Appendix A, “Technical Specifications,” for the service port connector

pin-out information.

Refer to Chapter 4, “ Configuring the BayStack 281xx Switch,” for information

about using the service port screens to configure and monitor the
BayStack 281xx switch.

893-00965-A
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Installing the BayStack 281xx Switch

Connecting Individual Workstations, Servers, or Ethernet Devices

The type of cable you use to connect workstations or other Ethernet devicesto
the BayStack 281xx switch is determined by the model of the BayStack 281xx
switch and the segment distance between the Ethernet device and the
BayStack 281xx switch. See Table 2-1 in Chapter 2, “Planning a Switched
Network,” for port cable options.

To connect an individual workstation, server, or Ethernet device to the
BayStack 281xx switch, follow these steps:

1. Insert the connector into the desired attachment port, as shown in
Figure 3-16.

% Bay Networks =

Partition
1]

2]

Link HSj Link
I

L]

' Service Port

5988

Figure 3-16. Connecting a workstation to an attachment port
(BayStack 28104/ADV)

Thelink LEDs do not light until the other end of the cable is connected to
anetwork device. Additional LEDs may be illuminated because of other
configuration conditions.

2. Connect the other end of the cableto the desired network device.

3-16
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Attaching Devices to the Baystack 281xx Switch

Connecting a Fast Ethernet Transceiver

To connect the Model 514/515 100 Mb/s Ethernet Transceiver to the
BayStack 281xx switch, follow these steps:

1. Placethetransceiver on atable, allowing 2 incheson thetop and the
sidesfor proper ventilation.

2. Insert thefemale end of thetransceiver cableinto the male expansion
port on the front of the transceiver, as shown in Figure 3-17.

Tighten the retaining screws to secure the connection.

‘ 4747

Figure 3-17. Connecting the expansion cable to the transceiver

3. Insert themaleend of the transceiver cableinto the female expansion
port on the BayStack 281xx switch, as shown in Figure 3-18.

Tighten the retaining screws to secure the connection.
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Figure3-18. Connecting the transceiver cable to the BayStack 281xx switch

Figure 3-19 illustrates the completed connection between the transceiver
and the BayStack 281xx switch.

BayStack 281xx switch

Expansion ports {

Partition

aaaaaa

% Bay Networks

uuuuu

Par Col
1]

Expansion port

Model 514 transceiver

[SynOptics Model 514

b Rx

X Link EI
-
RX Part (]

-

5989

Figure3-19. Completed connection between the transceiver and the
BayStack 281xx switch (BayStack 28104ADV)
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Attaching Devices to the Baystack 281xx Switch

4. Check the Power LED on thetransceiver to verify the connection to
the BayStack 281xx switch.

The transceiver Power LED should light as soon as the BayStack 281xx
switch has been turned on. The transceiver receives its power from the
BayStack 281xx switch; therefore the BayStack 281xx switch must be
turned on before the transceiver will operate.

Connecting Switches from Expansion Port to Expansion Port

One method of connecting BayStack 281xx switches that are more than 1
meter apart is to connect the expansion port on each switch to atransceiver
using atransceiver cable (included with each transceiver) and connect the two
transceivers using either aUTP or fiber cable.

Connecting Switches Using Two Model 515 Transceivers (UTP)

To connect two BayStack 281xx switches using two Model 515 transceivers,
follow these steps:

1. Connect the expansion port on each M odel 515 transceiver to an
expansion port on each BayStack 281xx switch using the transceiver
cables provided with the Model 515 transceivers.

2. Connect the two transceiver s using the attachment portsand a
Category 5 UTP crossover cable (< 100m), as shown in Figure 3-20.

BayStack 281xx switch BayStack 281xx switch

= 2

||+ e

Transceiver cable (1 m)

Model 515 transceiver Model 515 transceiver

Up to 100 m

Category 5 UTP crossover cable
5992

Figure 3-20. Connecting two BayStack 281xx switches using two Model 515
transceivers

893-00965-A
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Connecting Switches Using Two Model 514 Transceivers (Fiber)

To connect two BayStack 281xx switches using two Model 514 transceivers,
follow these steps:

1. Connect the expansion portson each Model 514 transceiver to an
expansion port on each BayStack 281xx switch using the transceiver
cables provided with the Model 514 transceivers.

2. Connect the two transceiver s using the attachment portsand a
62.5/125 um multimode fiber cable (< 2 km), asshown in Figure 3-21.

BayStack 281xx switch BayStack 281xx switch
L--j‘zé::::::: mmmmmmam  mmmmemmm  mmam e ‘§ L--j :é::::::: ;::::::: mmmmmmm  mmmmmmmm %
[EAAARA RACMIE A (ARALIG] [RGB L) ® EAMA BN (AR ALIE A [RARIG L] ®

Transceiver cable (1 m)
Model 514 transceiver Model 514 transceiver

Upto 2 km

62.5/125 pum multimode fiber cable
5000

Figure3-21. Connecting BayStack 281xx switches using two Model 514
transceivers

Connecting Switches from Attachment Port to Expansion Port

One method of connecting BayStack 281xx switches that are more than

1 meter apart isto connect from the expansion port of one to the attachment
port of the other. Use a cascade cable from the expansion port of one switch to
atransceiver (UTP Model 515 or fiber Model 514) and a 62.5 micron fiber
cable or aUTP crossover cable from the transceiver to the attachment port of
the other switch (see Figure 3-22). Use the transceiver model and cabl e that
supports your cable type.
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Attaching Devices to the Baystack 281xx Switch

To connect the BayStack 281xx switches from an attachment port to an
expansion port, follow these steps (see Figure 3-22).

1. Connect the expansion port on a Model 515 or 514 transceiver to an
expansion port on one BayStack 281xx switch using the transceiver
cable provided.

2. Connect oneend of a Category 5 UTP crossover cable (100 m)
(for UTP support) or a62.5 micron fiber cable (for fiber support),
to an attachment port on another BayStack 281xx switch, and connect
the other end to the attachment port on the M odel 515 or 514
transceiver.

Figure 3-22 shows the UTP cable connections.

BayStack 281xx switch BayStack 281xx switch
SRIREEES IIITIIID SDItIIDD mmmlEm ‘§ L@EJ :é::::::: SEERESID IEItItIT I %
D] ) B BORR)  o ] EGR) C] BORRT o
Transceiver cable (1 m)
Model 515 transceiver
Up to 100 m

Category 5 UTP crossover cable

4998

Figure 3-22. Connecting two BayStack 281xx switches from attachment port to
expansion port
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Connecting Switches from Attachment Port to Attachment Port

One method of connecting BayStack 281xx switches that are more than 1
meter apart uses a Category 5 UTP crossover cable or a62.5 micron fiber cable,
connected to an attachment port on each BayStack 281xx switch (see

Figure 3-23). Thistype of connection can only be used with attachment ports
that support 100 Mb/s operation.

BayStack 281xx switch BayStack 281xx switch
A T0 | | M mmmes ssssssss == s s s = ——— ‘ % a— T ‘?E_ mmmmmm  mmmmmmmm e e mm me m—— %
Loy RO [ RIS ® o) U] ey R ®

Up to 100 meters

100BASE-T Category 5 UTP crossover cable
4999

Figure 3-23. Connecting BayStack 281xx switch attachment portswith a
crossover cable

@ CAUTION: Do not connect BayStack 281xx switches using attachment ports
configured for 10 Mb/s operation. Doing so may severely degrade your
network performance or may prevent your network from becoming
operational.
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Chapter 4

Configuring the BayStack 281xx Switch

This chapter provides the following information for configuring the
BayStack 281xx switch:

e Default configuration parameters

»  Configuring the minimum system parameters
e Using the service port menus

» Using the front panel display and keypad

After installing the BayStack 281xx switch, you must configure a set of
minimum system parameters. See “Minimum System Parameters’ later in this
chapter for more information.

Advanced configuration for the BayStack 281xx switch can be performed using
the Optivity LAN 7.0 for UNIX and Optivity 6.0 for Windows network
management application.

For more information about how to manage the BayStack 281xx switch with
Optivity, refer to the user documentation for Optivity 7.0 for UNIX or
Optivity 6.0 for Windows or later.

Default Configuration Parameters

Table 4-1 liststhe configuration parametersthat can be modified from either the
service port menus or the front panel display and keypad. As shown in the
table, the front panel display does not provide options for modifying the port
speed or duplex mode.

NOTE: The front display panel islimited to 16 characters. If your parameter
name exceeds 16 characters, use the service port menus or Optivity network
management software to modify that parameter.
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Table 4-1.  Configuration parameters

Parameter name

Default setting

Configure from:
Service port Front panel

Attachment port speed

Attachment port mode

IP address (at initial
installation)

Default gateway address

Subnet mask

Master switch priority
Boot load mode
Image load mode

Boot router IP address

TFTP load server IP address

TFTP retry count
Image file name

Read community string

Read-write community string

10 Mb/s (28115/ADV)
100 Mb/s (28104/ADV)

Half-duplex
0.0.0.0

0.0.0.0
255.255.255.0
8000

Local

Local

0.0.0.0

0.0.0.0

5

NULL string
“public”

“private”

X

n/a

n/a

X

X
X
n/a

n/a

The expansion port configuration is automatic and cannot be reconfigured
when a cascade cable is used. The duplex mode needed is determined by the
device connected to the port. Table 4-2 lists the automatic duplex configuration
modes for specific device connections.

Table 4-2.  Expansion port duplex configurations

Cable type (connected

to expansion port)

Device connected to
BayStack 281xx switch

Duplex mode

Cascade BayStack 281xx switch Full-duplex
Transceiver BayStack 281xx switch Full-duplex
Transceiver Other network device Half-duplex

4-2 893-00965-A



Minimum System Parameters

Minimum System Parameters

This section describes the system software parameters that must be configured
after the BayStack 281xx switch hardware isinstalled. These parameters
enable the BayStack 281xx switch to boot on to the network and to
communicate with the Optivity network management station. For instructions
on configuring the BayStack 281xx switch minimum system parameters, see
“Using the Service Port Menus’ next in this chapter.

After configuring these minimum parameters, you can continue to use the
service port menus or use the Optivity network management application to
configure additional parameters or monitor the BayStack 281xx switch.

NOTE: You can also use the front pand display and keypad to configure the
minimum parameters of the BayStack 281xx switch, (or for a quick check of
the BayStack 281xx switch configuration). See “ Downloading Boot Image
File” later in this chapter for more information.

The minimum parameters that must be configured are:

. IP address.

NOTE: The simplest and most robust configuration results when the
BayStack 281xx switch you are installing resides on the same subnet as your
Optivity management station. This configuration helpsto avoid sending SNMP
management packets across other subnets and possibly through routers.

For this configuration, make sure that the subnet reference in the 1P address of
your BayStack 281xx switch matches that of your Optivity network
management station. To avoid connectivity related problems, Bay Networks
also recommends that the 1P addresses of all switchesin a switch community
reside on the same subnet. (Example: BayStack 281xx switch 1 should have an
IP address of 123.123.24.1 and BayStack 281xx switch 2 should have an

IP address of 123.123.24.2.)

»  Default gateway (if separated from the network management station by a
router).

e Subnet mask.

e SNMP community strings. This parameter is optional and available only
through service port menus.

893-00965-A
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Using the Service Port Menus

This section describes how to use the service port menus to configure the
BayStack 281xx switch. (See“ Connecting a Service Port Terminal” in
Chapter 3, “Installing the BayStack 281xx Switch,” for instructions on
connecting aterminal to the BayStack 281xx switch service port.)

Service Port Menu Overview

This section describes the service port menu organization and how to display
the main menu and the System Information screen. A description of the
standard menu areas and help featuresis also included.

Service Port Menu Map
The service port menus are organized as shown in Figure 4-1.

Main menu
System Configuration Reset System
Information Parameters
Switch Mode
Local VLAN
Information
[ |
Switch Boot SNMP
Parameters Parameters Parameters
Switch Port Switch Port Switch Expansion
Speed and Flow Control Port Transceiver Speed
Duplex Mode Mode and Duplex Mode

4680.3

Figure4-1.  Service port menu map
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Service Port Startup Messages
The following messages are displayed on the service port terminal when the

BayStack 281xx switch is powered on.
Power -up Di agnostics Version 1.4.2
Oeated: Mar 20 1996 17:28:50
System CPU test: PASSED

System nenory test (2M: PASSED
Timer test: PASSED

Consol e port test: PASSED

Real -tinme clock test: PASSED

Wt chdog tinmer test: PASSED
NVRAM t est: (64K): PASSED

ABC test: PASSED

BANSHEE test: PASSED

EPI C test: PASSED

DVA test: PASSED

10MBS Loopback test: PASSED

End of D agnostics, entering | oad stage

For system message descriptions, see Tables 4-10, 4-11, and 4-12.

893-00965-A
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Displaying the Main Menu

After the system messages have been displayed, press [Enter] to display the
main menu, as shown in Figure 4-2.

4 N

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 (M
MAC Address: 00008128af a0 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255. 255. 192

Mai n Menu

System | nformati on

Confi gurati on Paraneters

Reset System

Di spl ay system i nfornation.

K Use cursor keys to choose item Press <RETURN> to confirm choice. /

Figure4-2.  Service port main menu

Menu Header Information

The system information is displayed at the top of every service port menu
and screen. Table 4-3 briefly describes thisinformation. For more details,
see “Displaying System Information” later in this chapter.
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Table 4-3. Menu header information

Item Description

System Up Time The time elapsed since last power up or reset.

MAC Address The 6-byte MAC address of the BayStack 281xx switch
(hexadecimal notation).

Switch Software The release software version.

Version

IP Address The Internet address of the BayStack 281xx switch. The letter

(M) after the IP address indicates that this is a master switch.

Default Gateway The IP address of the default gateway for the BayStack 281xx
switch.

Subnet Mask The IP subnet mask for the BayStack 281xx switch.

Menu Commands
Instructions for moving the cursor and selecting menu items are at the bottom
of every menu and screen. The basic commands are:

e Upand down arrow keys to move the cursor (cursor moves as a highlight
box).

» [Enter] to select the highlighted menu item or complete atext input.

e [Ctrl]+P to return to main menu.

e [Ctrl]+U to return to previous menu.

e [Ctrl]+L to refresh the screen and update displayed system information.
Menu Help Display

To display help information about any menu item, move the cursor to highlight

that menu item. A short description of theitem isdisplayed just above the menu
command area of the screen.

893-00965-A
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Displaying System Information

Choose System Information from the main menu to display the current
information, as shown in Figure 4-3.

4 N

System Up Time: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.0

System | nformati on

Software I mage Version [Inmg 1:1.4.0/1my 2:1.4.0]

Switch Revisions [HWCLK/ FW [Rev. G 25Mhz 1.0. A]

Swi tch Mbde [ basi c]

Menmory ( EPROM FLASH NVRAM DRAM) [ 256K/ 2048K/ 64K/ 2048K]

Master Switch Priority/ MAC Addr [8000/00008128af ao]

Master Switch | P Addr [134.177.202.133]

100 Mo/s Full Duplex (Port#) [1 2 3 4 5 6]

100 Mb/s Hal f Duplex (Port#) [7 8 9 10 11 12 13 14]

10 Mo/s Half Duplex (Port#) [15 16]

Trunk Ports [1 2 3 4 5]

Expansi on Port #1/#2 [feeder (No Connection)/feeder (No Connection)]

The Switch image software version. /

K <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen

Figure4-3. System Information screen

The System Information screen only displays information: you must use the
Configuration Parameters menu to modify the BayStack 281xx switch
parameters. Table 4-4 describes the fields on the System Information screen.

NOTE: The displayed information is static. To update the information,
press[Ctrl]+L.

4-8
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Table 4-4.

Using the Service Port Menus

System information fields

Field

Description

Switch Software Image
Version

Switch Revisions

Switch Mode

Displays the software image version available in the system.

Displays baseboard hardware revision, clock speed, and
firmware version.

Displays the switch mode for the BayStack 281xx switch.
Basic mode is the default mode. The switch uses the virtual
mode only if a VLAN has been set up and ports have been
assigned to that VLAN. See “Displaying Local Virtual LAN
Information” following this table for more information.

Memory (EPROM/Flash/ Displays the BayStack 281xx switch memory configuration.

NVRAM/DRAM)

Master Switch Priority

Master Switch
MAC Address

Master Switch
IP Address

100 Mb/s
Full Duplex (Port #)

100 Mb/s
Half Duplex (Port #)

10 Mb/s
Half Duplex (Port #)

Trunk Ports

Expansion Port #1/#2

EPROM is used to store network boot code, power-up
diagnostics, and fault-isolation code.

Flash memory is used to store main agent and switch software
programs. NVRAM is used to store configuration data and
some statistics. DRAM is used as an expansion of main
memory space and used by the CPU.

Displays the master switch priority configured for the local
switch. The priority range is from hexadecimal number 0, the
highest, to FFFF, the lowest, (default priority=8000). (If two or
more BayStack 281xx switches have the same switch priority,
the master switch is selected by the lowest MAC address.)

Specifies the MAC address of the master switch.
This parameter is read-only and determined at runtime.

Specifies the Internet address of the master switch.
This parameter is read-only and determined at runtime.

Lists attachment ports that are running at 100 Mb/s
full-duplex.

Lists attachment ports that are running at 100 Mb/s
half-duplex.

Lists attachment ports that are running at 10 Mb/s
half-duplex.

Lists attachment ports that are directly connected to
another BayStack 281xx switch.

Displays the configuration (trunk or feeder) option selected for
expansion ports 1 and 2. Trunk ports are ports connected to
another BayStack 281xx switch. Feeder ports are ports either
connected to an Ethernet device other than another
BayStack 281xx switch or not connected to any device.

893-00965-A
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Displaying Local Virtual LAN Information

If there are virtual LANSs (VLANS) defined as part of the BayStack 281xx
switch, the switch mode is automatically displayed as virtual mode.

To display the virtual LAN information for the BayStack 281xx switch, choose
Switch Mode from the System Information screen. The Local VLAN
Information screen is displayed, as shown in Figure 4-4.

4 N

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.0

Local VLAN I nformation

Por t VLAN | D/ Nane Por t VLAN | D/ Nane
1 [ 2/ Def aul t 9 [ 2/ Def aul t]

]

2 [ 2/ Def aul t] 10 [ 2/ Def aul t]
3 [ 2/ Def aul t] 11 [ 2/ Def aul t]
4  [2/Defaul t] 12 [ 2/ Def aul t]
5 [2/Default] 13 [2/Defaul t]
6 [2/Default] 14  [2/Defaul t]
7 [2/Default] 15 [2/Defaul t]
8 [ 2/ Def aul t] 16 [ 2/ Def aul t]
1 ]

[ 2/ Def aul t Exp 2 [ Trunk]

VLAN I D and nane associated with port 1.

Use cursor keys to choose item Press <RETURN> to confirm choice.
K <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen /

Figure4-4. Local VLAN Information screen

NOTE: Mirtual LAN configuration must be made using the Optivity network
management software. For more information, refer to the user documentation
for Optivity LAN 7.0 for UNIX or Optivity 6.0 for Windows or later.

For more information about virtual networking, see “Virtual Networking
Overview” in Chapter 2, “Planning a Switched Network.”

4-10
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Configuring Basic System Parameters

Use the Configuration Parameters menu to configure the following basic
system parameters for the BayStack 281xx switch:

* |Paddress

e Default gateway address

»  Subnet mask

*  Master switch priority

*  Port speed and duplex mode

To configure these parameters for a BayStack 281xx switch, follow these steps:
1. IntheMain Menu, choose Configuration Parameters.

The Configuration Parameters menu is displayed, as shown in Figure 4-5.

4 N

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Default Gateway: 134.177.202.129
Swi tch Software Version: 1.4.2 Subnet Mask: 255.255.255.0

Configuration Paraneters

Switch Paraneters

Boot Paraneters

SNWP Par anet er s

Mbdi fy switch rel ated paraneters.

Use cursor keys to choose item Press <RETURN> to confirm choice.

\ <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen /

Figure4-5. Configuration Parameters menu

893-00965-A
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2. Inthe Configuration Parameters menu, choose Switch Parameters.

The Switch Parameters menu is displayed, as shown in Figure 4-6.

4 N

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Defaul t Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.0

Swi tch Paraneters
Mdify Default Gateway Addr [123.123.11.1]
Subnet Mask [255. 255. 255. 0]
Modify Switch Priority [8000]
Modify Switch Port Type
Modi fy Switch Port Speed and Dupl ex Mbde
Modi fy Switch Port Flow Control Mde
Modi fy Switch Expansion Port Transceiver Speed and Dupl ex Mbde

Change the Switch’s | P Address.

Use cursor keys to choose item Press <RETURN> to confirm choice.
K <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen /

Figure4-6. Switch Parameters menu

3. Choose Modify IP Address.

The current parameter information is displayed and the system prompts
you to enter a new parameter.

4. Enter thelP addressfor the BayStack 281xx switch, then enter Y to
verify the new address.

The new IP address is not used until the BayStack 281xx switch is reset.

5. Repeat steps 3 and 4, selecting the appropriate options, to modify the
default gateway and subnet mask for the BayStack 281xx switch.

The new default gateway and subnet mask information is not used until
the BayStack 281xx switch isreset.

4-12
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Configuring Basic System Parameters

Press[Ctrl]+P to display the main menu.
In the Main Menu, choose Reset System.
The Reset System menu is displayed, as shown in Figure 4-7.

-

~

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255. 255.0

Reset System

Reset to Default

Downl oad | nage

Configuration information will be kept after reset.

Use cursor keys to choose item Press <RETURN> to confirm choice.

K <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen /

Figure4-7. Reset System menu

8.

Choose Reset.
After the BayStack 281xx switch is reset, the main menu is displayed.

You can continue using the service port menus to configure additional
parameters or use the Optivity network management application to configure
additional parameters.

893-00965-A

4-13



Configuring the BayStack 281xx Switch

Table 4-5 describes the parameter options available from the Switch Parameters

menu.

Table 4-5.  Switch parameter options

Menu Change
option Description effective
Modify IP Address  Modifies the IP address of the BayStack 281xx  After reset

switch.
Modify Default Modifies the IP address of the default gateway  After reset
Gateway Address  for the subnet to which the BayStack 281xx

switch belongs.
Modify Subnet Modifies the IP subnet to which the After reset
Mask BayStack 281xx switch belongs.
Modify Switch Modifies the local switch priority to select the Immediately
Priority master BayStack 281xx switch. The priority range

is from Hex number 0, the highest, to FFFF, the

lowest. (Default priority=8000.) The master switch

must have either the highest priority or the

smallest MAC address if two or more

BayStack 281xx switches have the same priority.
Modify Switch Port Modifies the port speed (10 Mb/s or 100 Mb/s) Immediately

Speed and Duplex
Mode

Modify Switch
Expansion Port
and Duplex Mode

and selects full- or half-duplex.

Selects full- or half-duplex for connected
transceivers.

NOTE: The full-duplex option is only available for ports operating

at 100 Mb/s.

4-14
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Modifying the Master Switch Priority

A master switch is assigned in a network that includes more than one
BayStack 281xx switch. Only one master switch is allowed per switch
community.

The master switch gathersvirtual LAN information from other

BayStack 281xx switches in the community and communicates this
information to the network management station that manages them. The master
switch also receives configuration requests from the network management
station and distributes this configuration information to other BayStack 281xx
switches in the community.

The LattisSpan protocol automatically determines the master switch.

This determination is based on switch priority and MAC address. In a
community of switches where the switches have the same priority (such asa
community of BayStack 28115/ADV switches with the same switch priority or
acommunity of BayStack 28104/ADV switches with the same switch priority),
the master switch is selected according to the lowest MAC address of all
connected switches in the community. The switch with the lowest MAC
address is automatically assigned as the master switch in the community.

This master switch selection processis transparent and requires no user
preconfiguration.

However, if you want to change the assigned master switch within a
community, you can decrease the master switch priority value for a particular
BayStack 281xx switch so that it is|ess than other BayStack 281xx switches
within the same community. Because alower value indicates a higher priority,
the modified BayStack 281xx switch will become the master switch.

893-00965-A
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NOTE: In communities with different LattisSpan switchesthat are managed by
Optivity network management software, make sure the master switchis
running switch software version 1.4.2 (or later). If a master switch isrunning
an earlier version of switch software, Optivity will not manage the switches
that are running software version 1.4.2 (or later). To prevent this problem,
upgrade the master switch to 1.4.2 (or later) or change the switch prioritiesin
your network so that the switch running version 1.4.2 (or later) isthe master
switch.

The Model 28115 switch (a previous version of a BayStack 281xx Fast
Ethernet Switch) does not support forced feeder links between switches.

The BayStack 28115/ADV and BayStack 28104/ADV switches support forced
feeder links between switches only if they are running switch software version
1.4.2 (or later).

The collection of BayStack 281xx switches that are managed by a particular
master switch is defined by the community “boundary.” All BayStack 281xx
switches within a community can send and receive link-level community
management frames. Because most network-level routers do not forward
link-level segment traffic, those routers generally define the community
boundary between BayStack 281xx switches.

You can modify the master switch priority using the Switch Parameters menu.
To modify the master switch priority, follow these steps:

1. Choose Configuration Parametersfrom the Main Menu.
The Configuration Parameters menu is displayed.

2. Choose Switch Parameter s from the Configuration Parameters menu.
The Switch Parameters menu is displayed.

3. Choose Modify Switch Priority from the Switch Parameter s menu.
The system prompts you to enter the new switch priority (O-ffff).

4. Enter the new switch priority valueand pressY to confirm your entry.

NOTE: This change takes place immediately; therefore, resetting the
switch is not required.

4-16
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Modifying Switch Port Type
To modify the switch port type, follow these steps:

1. Choose Configuration Parametersfrom the Main Menu.
The Configuration Parameters menu is displayed.

2. Choose Switch Parameter s from the Configuration Parameter s menu.
The Switch Parameters menu is displayed.

3.  Choose Modify Switch Port Type from the Switch Parameter s menu.
A Switch Port Type menu similar to that shown in Figure 4-8 is displayed.

4 N

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133(M
MAC Address: 00008128af a0 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.192

Switch Port Type

Port Operational Current Next Boot Port Operational Current Next Boot
10 [Act Feeder] [Auto] [Auto]

2 [Act Feeder] [Auto] [Auto] 11 [Act Feeder] [Auto] [Auto]

3 [Act Feeder] [Auto] [Auto] 12 [Act Feeder] [Auto] [Auto]

4 [Act Feeder] [Auto] [Auto] 13 [Act Feeder] [Auto] [Auto]

5 [Act Feeder] [Auto] [Auto] 14 [Act Feeder] [Auto] [Auto]

6 [Act Feeder] [Auto] [Auto] 15 [Act Feeder] [Auto] [Auto]

7 [Act Feeder] [Auto] [Auto] 16 [Act Feeder] [Auto] [Auto]

8 [Act Feeder] [Auto] [Auto] MDA P1 [Act Feeder] [Auto] [Auto]

9 [Act Feeder] [Auto] [Auto] MDA P2 [Act Feeder] [Auto] [Auto]

Change port type of port 1.

Use cursor keys to choose item Press <RETURN> to confirm choice.
K<CTRL><P>: Main Menu <CTRL><U>: Previous Menu <CTRL><L>: Refresh Screen /

Figure4-8. Switch Port Type menu
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4. Choosetheport you want to change.

The system displays the current type (Auto or Feeder) for that port and
prompts you to change the port type. The current port type is highlighted,
and the port type options are displayed unhighlighted at the bottom of the
list of ports.

5. Select the new port type, either auto or feeder.

The system prompts you for confirmation.

Modifying the Attachment Port Speed and Duplex Mode
Possible attachment port speed and duplex mode options are:

* 100 Mb/sat full-duplex.
e 100 Mb/s at half-duplex.
e 10 Mb/sat half-duplex (BayStack 28115/ADV switch only).

To modify the speed and duplex mode for an attachment port, follow these
steps:

1. IntheMain Menu, choose Configuration Parameters.

2. Inthe Configuration Parameters menu, choose Switch Parameters.

3. Inthe Switch Parameters menu, choose M odify Switch Port Speed
and Duplex Mode.

The Switch Port Speed and Duplex Mode menu is displayed, as shown in
Figure 4-9.
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System Up Ti ne:

1 D-12H22M 11S

MAC Address: 000081000201
Switch Software Version: 1.4.2

| P Address:

134.177.202.133 [M

Default Gateway: 134.177.202.129

Subnet Mask:

Switch Port Speed and Dupl ex Mode

255.255. 255. 0

Por t Speed( M/ s) Dupl ex Mode Por t Speed( M/ s) Dupl ex Mde
9 [10 M talf]
2 [100 Mo/ s Full] 10 [100 Mo/ s Full]
3 [100 Mo/ s Hal f] 11 [100 Mo/ s Full]
4 [10 Md/s Hal f] 12 [100 Mo/ s Full]
5 [10 Md/s Hal f] 13 [10 Md/s Hal f]
6 [100 Mo/ s Full] 14 [100 Mo/s Full]
7 [10 Md/s Hal f] 15 [10 Md/s Hal f]
8 [100 Mo/ s FulI] 16 [100 Mo/ s Full]

~

\

Change port 1 speed and dupl ex node.

Use cursor keys to choose item Press <RETURN> to confirm choice.

<CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen /

Figure 4-9.

4.

Switch Port Speed and Duplex Mode menu

Choose the port you want to change.

The system displays the current speed and duplex mode of that port and
prompts you to enter a new speed.

Choose the port speed and duplex mode.

The system prompts you for confirmation.

Repeat steps 3 and 4 for additional ports.

The modified ports use the new speed and duplex mode immediately.

893-00965-A
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Modifying Switch Port Flow Control

-p

NOTE: Flow control isused on 100 Mb/s ports operating in full-duplex mode
and on cascade ports operating at 200 Mb/s. The disable feature is used only
for 100 Mb/s operation.

To modify the switch port flow control, follow these steps:

1. Choose Configuration Parametersfrom the Main Menu.
The Configuration Parameters menu is displayed.

2. Choose Switch Parameter s from the Configuration Parameter s menu.
The Switch Parameters menu is displayed.

3. Choose Modify Switch Port Flow Control M ode from the Switch
Parameters menu.

A Switch Port Flow Control menu similar to that shown in Figure 4-10is
displayed.

4-20
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System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133(M
MAC Address: 00008128af a0 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.192

Port Fl ow Control Port Fl ow Control
0 (N A

2 [ Enabl €] 10 [ Di sabl e]

3 [NA] 11 [ Di sabl e]

4 [N A] 12 [ Di sabl e]

5 [N A] 13 [N A]

6 [ Di sabl e] 14 [ Di sabl e]

7 [N A] 15 [N A]

8 [ Di sabl e] 16 [ Di sabl e]

Enabl e Di sabl e

~

Switch Port Flow Control

Enter Y/y to confirm Nn to ignore:

Change made will be effective i mediately.

Press <CTRL><C>: Abort

K<CTRL><P>: Main Menu <CTRL><U>: Previous Menu <CTRL><L>: Refresh Screen /

Figure 4-10. Switch Port Flow Control menu

4,

Choose the port you want to change.

The system displays the current flow-control setting for that port and
prompts you to change the setting. The current flow-control setting is
highlighted, and the other flow-control option is displayed unhighlighted.

Select the new flow-control option, either enable or disable.

The system prompts you for confirmation. The modified ports use the new
port flow-control settings immediately. For non-100M b/s ports, the user-
interface screen identifies the flow-control feature as non-applicable (N/A).

Repeat steps 4 and 5 for additional ports.

893-00965-A
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Modifying the Expansion Port Speed and Duplex Mode

The expansion port speed and duplex options are;

e 200 Mb/s at full-duplex. The port operates in this mode when a cascade

cableis connected, regardless of user configuration.
e 100 Mb/s at full-duplex (default setting for transceiver cables).
e 100 Mb/s at half-duplex.
To modify the duplex mode for an expansion port, follow these steps:

1. IntheMain Menu, choose Configuration Parameters.

2. Inthe Configuration Parameter s menu, choose Switch Parameters.

3. Inthe Switch Parameters menu, choose M odify Switch Expansion

Port Transceiver Speed and Duplex Mode.

The Modify Switch Expansion Port Transceiver Speed and Duplex Mode

menu is displayed, as shown in Figure 4-11.

Swi t ch Expansion Port Transceiver Speed and Dupl ex Mde
Exp Port Speed( M/ s) Dupl ex Mode
1 [100 Mo/s Full]
2 [100 Mo/s Full]

Change sel ected expansion port 1 transceiver speed and dupl ex node.

Use cursor keys to choose item Press <RETURN> to confirm choice.
K <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.0

~

/

Figure4-11. Switch Port Speed and Duplex Mode menu
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4. Choosetheport you want to change.

The system displays the current speed and duplex mode of that port and
prompts you to enter a new speed and duplex mode.

5. Choosethe port speed and duplex mode.
The system prompts you for confirmation.
6. Repeat steps 3 and 4 for additional ports.
The modified ports use the new speed and duplex mode immediately.

Modifying Boot Parameters
Initially, the BayStack 281xx switch boots using the information stored in its
nonvolatile RAM (NVRAM). The configuration information contained in the
local NVRAM specifies the location and name of the image file necessary to
boot the BayStack 281xx switch.

If you want to load a new software image file, you need to specify the image
file name and where the imagefileis stored.

NOTE: The Boot Parameters menu allows you to specify where the new image
islocated (local or remote) and the name of the image file. However, you will
use the “ Download Image” option from the Reset System menu to download
theimagefile.
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To modify the boot parameters, follow these steps:
1. IntheMain Menu, choose Configuration Parameters.
2. Inthe Configuration Parameter s menu, choose Boot Parameters.

The Boot Parameters menu is displayed, as shown in Figure 4-12.

4 N

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.0

Boot Paraneters
Modi fy | mage Load Mobde [Local]
Mbdi fy Boot Router |P Address [0.0.0.0]
Modi fy TFTP Load Server |P Address [0.0.0.0]
Modi fy TFTP Retry Count [5]
Modi fy Image File Name [28xxx140.i ng]

Change the boot node to Local or Network.

Use cursor keys to choose item Press <RETURN> to confirm choice.
K <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen /

Figure4-12. Boot Parameters menu
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3. Choose Modify Boot Mode.

The system prompts you to select either Local or Network mode, as shown
in Figure 4-13.

4 N

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.0

Boot Paraneters
Modi fy Boot Mdde [Local]
Modi fy I mage Load Mbde [Local ]
Modi fy Boot Router |P Address []
Modi fy TFTP Load Server |P Addr []
Modi fy TFTP Retry Count [5]
Modi fy I mage File Nane [28xxx140.i ng]

Net wor k Local

Get Boot information through BootP.

Use cursor keys to choose item Press <RETURN> to confirm choice.
\ <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>:Refresh Screen /

Figure4-13. Selecting a boot mode from the Boot Parameters menu

4. Chooseamodeand enter Y to confirm your selection.
The change is effective immediately.

5. Choose any of the other boot parameter optionsand change each in
the same manner asthe Boot M ode option.

Changes to the boot router | P address are only effective after resetting the
BayStack 281xx switch. All other Boot Mode parameter changes are
effective immediately.

893-00965-A
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Table 4-6 describes the Boot Parameter menu options.

Table 4-6. Boot parameter options

Menu Description Change
option effective
Modify Boot Mode Specifies the source of the Baystack 281xx Immediately
switch boot parameters, either Local or
Network, (using the BootP protocol) to
be used at the next system reset.
Modify Image Specifies the source of the Baystack 281xx Immediately
Load Mode switch image file (either Local or Network)
to be used at the next system reset.
Modify Boot Allows you to change the boot router After reset
Router IP Address IP address.
Modify TFTP Load Modifies the IP address of the TFTP load Immediately
Server IP Address server.
Modify TFTP Changes the number of TFTP service request Immediately
Retry Count retries before giving up.
Modify Image Modifies the BayStack 281xx switch image Immediately
File Name file name to be downloaded.

NOTE: To download an image file, set the Modify Image Load Mode to either
local or remote, then download the image from the Reset System menu.

4-26
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Configuring SNMP Parameters

The read and read/write community strings are used by the SNMP agent to
control requests for information about and access to management information
for the BayStack 281xx switch. The SNMP parameters can only be modified
from the service port menu, they cannot be changed remotely from a network
management station.

To configure the read and read/write privileges for the BayStack 281xx switch,
follow these steps:

1. IntheMain Menu, choose Configuration Parameters.
2. Inthe Configuration Parameters menu, choose SNM P Parameters.

The SNMP Parameters menu is displayed, as shown in Figure 4-14.

4 N

System Up Tinme: 1 D 12H 22M 11S | P Address: 134.177.202.133 [M
MAC Address: 000081000201 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.0

SNWP Par anet er s

Modi fy Read Community String [public]

Mbdi fy Read-Wite Conmmunity String [private]

Change the SNWP read community string.

Use cursor keys to choose item Press <RETURN> to confirm choice.

K <CTRL><P>: Mai n Menu <CTRL><U>: Previ ous Menu <CTRL><L>: Refresh Screen /

Figure4-14. SNMP Parameters menu
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3. Choosethe option for the community string you want to modify.

The current community string is displayed and the system prompts you to
enter anew string.

4. Enter the new community string and confirm your entry.
The new information is effective immediately.

Table 4-7 describes the SNMP parameters.

Table 4-7.  SNMP parameter options

Item Description Change
effective
Modify Read Changes the read community string, which the Immediately

Community String  SNMP agent uses to check against get (read)
commands from a network management station
for security reasons. The default setting is public.

Modify Read/Write Changes the read/write community string, which  Immediately
Community String  the SNMP agent uses to check against set (write)

commands from a network management station for

security reasons. The default setting is private.

Resetting the Baystack 281xx Switch

Use the Reset System menu to reset the BayStack 281xx switch. The switch
must be reset before the changes to the following parameters can take effect:

e |Paddress
*  Gateway address
e Subnet mask

. Boot router |P address

4-28 893-00965-A
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To reset the BayStack 281xx switch without downloading a new boot image

file,

1

follow these steps:
In the Main Menu, choose Reset System.
The Reset System menu is displayed as shown in Figure 4-15.

-

\

~

System Up Tine: 1 D 12H 22M 11S | P Address: 134.177.202.133(M
MAC Address: 00008128af a0 Default Gateway: 134.177.202.129
Switch Software Version: 1.4.2 Subnet Mask: 255.255.255.192

Reset System

Reset to Default

Downl oad | nage

Sel ect Boot | mage Version (Active/Select) [l mage2/| magel]
Schedul e | mage ReBoot (Set/Countdown) [O0D: OH: OM 0D: oH: OM

Cancel schedul ed reboot

Configuration information will be kept after Reset.

Use cursor keys to choose item Press <RETURN> to confirm choice.
<CTRL><P>: Main Menu <CTRL><U>: Previous Menu <CTRL><L>: Refresh Screen /

Figure4-15. Reset System menu

Choose Reset.

The Reset System menu displays a line showing Soft Reset and Hard
Reset.

NOTE: A soft reset resets the system quickly without performing internal
system diagnostics tests; the hard reset resets the system and performs
theinternal system diagnostics tests.

893-00965-A
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AN

Select either Soft Reset or Hard Reset.

The system prompts you to confirm your entry. The BayStack 281xx
switch immediately suspends the transmission of network traffic upon
issuance of this command. Network operation is resumed upon
completion of the reset.

Toreset the system to the default parameters, choose Reset to Default
from the Reset System menu and pressY to confirm your entry.

The BayStack 281xx switch immediately suspends the transmission of
traffic upon issuance of this command and resets the system to the default
parameters. Network operation is resumed upon completion of the reset.
For alist of the BayStack 281xx switch default configuration parameters,
see Table 4-1.

WARNING: All parameterswill return to the factory defaults when the
switch is reset using the Reset to Default command.

Downloading Boot Image File
In addition to resetting the BayStack 281xx switch, the Reset System menuis
used to download a new boot image file.

To download a new image file, follow these steps.

1

Make surethat the boot parameter menu option, M odify Image L oad
Mode, isset correctly. (See“Modifying Boot Parameters’ earlier in
this chapter.)

In the Main Menu, choose Reset System.

In the Reset System menu, choose Download | mage.

The new image file isimmediately downloaded. The switch continues to
carry network traffic while the new image is being transferred from the
BootP server into flash memory of the BayStack 281xx switch. After
successful completion of the download, the BayStack 281xx switch
automatically resets and network traffic is temporarily halted. After
completion of the reset, the BayStack 281xx switch uses the new boot file.

4-30
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Selecting Boot Image Version

You can use the Reset System menu to select one of two switch software
images to load and execute the next time a switch software image is reset.
Table 4-8 lists and describes the images you can select.

Table 4-8. Image option settings

Image Description

options

Image 1 Selects switch software Image 1.
Image 2 Selects switch software Image 2.

Latest Image  Selects the latestimage that is stored in FLASH.
The latest image is the image with the latest
version number and creation date.

To select the boot image version, follow these steps:
1. IntheMain Menu, choose Reset System.
The Reset System menu is displayed.
2. Choose Select Boot | mage Version from the Reset System menu.

The Reset System menu displays a line showing which software versions
are stored as Image 1, Image 2, and Latest Image.

3. Seect theimage that you want to boot (either Image 1, Image 2, or

Latest Image).

If theimageisvalid, the system is booted with that image. If you choose

Latest Image, the system automatically boots the image with the latest
build day.

893-00965-A
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Scheduling Image Reboot
To schedule atime to reboot the switch, follow these steps:

1. Choose Schedule Image Reboot from the Reset System menu.
The Reset System menu prompts you to enter the scheduled reboot time.

2. Enter how much later in days, hours, and minutesthe switch will be
rebooted (D:H:M). The maximum time for scheduling a reboot is
7 days.

The system reboots when the counter reaches zero.

Canceling Scheduled Reboot

To cancel a scheduled reboot of the system, choose Cancel Schedule Reboot
from the Reset System menu. The scheduled image reboot time is reset to zero.

The system prompts you to confirm your entry.

Using the Front Panel Display and Keypad

This section discusses how to use the front panel display and keypad to
configure the BayStack 281xx switch. The front panel display provides two
menus: the Boot Mode Parameters menu and the Switch Parameters menu.
The options available from these menus are functionally the same as the
options provided by the service port Configuration Parameters and Boot
Parameters menus discussed in detail earlier in this chapter.

NOTE: The front display panel is limited to 16 characters. If your parameter
name exceeds 16 characters, use the service port menus or Optivity network
management software to modify that parameter.
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Using the Front Panel Display and Keypad

Use the keypad to the right of the front panel to access the front panel display,

as shown in Figure 4-16.

Front panel display

|
Operational:RUN [ & ]
< (o]
T e s [ v ]

é Fyyy ®

—_

Figure4-16. Front panel display and keypad

Keypad

4852

Press the keypad keys separately or in combination to perform the tasks as

specified in Table 4-9.

Table 4-9. Keypad functions
Task Press key

Top Middle Bottom
Start or exit the display. X X X
Escape to the previous menu or abort action. X X
Save the displayed value. X X
Move the cursor to the next menu. (Up) (Down)
Move the cursor to the next character. (Right) (Left)
Select the displayed menu, option, or value. X
Select the displayed option and clear the current XX*
value.
Change the character set (number/alpha/special). X X

* XX = press twice

893-00965-A
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Front Panel Display Startup Messages
The front panel display provides informational messages when the

BayStack 281xx switch is started. Tables 4-10, 4-11, and 4-12 describe these

messages.

Table 4-10. System boot and initialization messages

Message

System activity

System Diag...
Timer test
Console test
RTC test
Watchdog test
NVRAM rest (64K)
ABC test
BANSHEE test
EPIC_test
DMA test
Loopback test

Performing initial diagnostics.

Performing timer tests.

Testing the operation of the console interface.
Performing real time clock test.

Performing internal watchdog test.

Validating nonvolatile memory operation.
Testing internal system arbitration operation.
Testing internal system bus operation.
Testing system port controllers.

Testing DMA operation.

Performing internal loopback test.

After the front pand displays the system boot and initialization messages,
the system load cycle messages are displayed, as described in Table 4-11.
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Table 4-11. System load cycle messages

Message

System activity

FLASH ERASE
FLASH LOAD
FLASH CHECKSUM
BOOTP

BOOTP Timeout

TFTP LOAD

TFTP LOAD pkt_count

Loader Swap Banks

Erasing flash memory if necessary.
Loading main program on flash memory if necessary.
Calculating checksum for flash memory.

Performing the BootP function to obtain IP address and
downloaded image file name from the boot server if
necessary.

BootP server response has timed out.

Performing TFTP to download image file from the file server if
necessary.

Number of packets downloaded by TFTP.

Loader program is swapping flash memory banks to obtain
the correct image code.

After the front panel displays the system load cycle messages, the system
configuration and operation messages are displayed, as described in Table 4-12.

Table 4-12. System configuration and operation messages

Message

System activity

Initialization

Configuring: RUN
(with RUN toggling)

Operational: RUN
(with RUN toggling)

Initializing with valid NVRAM parameters and preparing to
start configuration.

Communicating with other BayStack 281xx switches to
negotiate spanning-tree parameters, calculate link status, and
obtain address updates. In this mode, user traffic is not
forwarded.

Operational system, user traffic is forwarded to other ports
or BayStack 281xx switch within the network.

893-00965-A
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One-Way Link Detection Message

Menu Maps

All BayStack 281xx switches can detect a one-way link transmission, where a
link can either receive data from or transmit data to another switch, but not
both. When aone-way link is detected, the problem link isidentified in a
message on the front panel display. The system displays a console message
similar to “PORT x: 1-WAY LINK” where x identifies the port number of the
failed link.

Figures 4-17 and 4-18 show the menu options of the Boot Mode Configuration
menu and the Switch Parameters menu, respectively. These maps will help you

navigate the single-line display of the front panel.

| Boot Mode Configuration |

Y

Modify Boot Mode

Y

Image Load Mode

Y

Boot Router IP

Y

TFTP IP Address

Y

TFTP Retry Count

Y

Image File Name

Y

Exit Boot Menu

Figure4-17. Boot Mode Configuration menu map

4992
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| Switch Parameters |

Y

| Switch IP Addr

Using the Front Panel Display and Keypad

Y

Gateway Addr

;{ Current IP Addr |

Y

| Next IP Addr |

Y

| Exit IP Submenu I

Y

| Subnet Mask

;{ Current Gtway IP |

Y

| Next Gateway IP |

Y

| Exit Gtway IP Menu |

Y

| Switch Priority

Y

| Exit Switch Menu |

;! Current Net Mask |

Y

| Next Net Mask I

Y

| Exit Subnet Menu |

4993

Figure4-18. Switch Parameters menu map

893-00965-A
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IP Address Input Example

The following procedure is an example of how to use the front panel display
and keypad. The procedure assumes that you have installed the hardware and
have turned on the power to the BayStack 281xx switch.

To input the I P address information, follow these steps:

1

Pressall three keypad keys at the sametimeto start the display.
The Boot Parameters menu lineis displayed in the display window.

Pressthetop or bottom key until the Switch Parametersoption is
displayed.

Pressthe middle key to choose the Switch Parameter s menu.
The Switch [P Addr menu is displayed.
Pressthe middle key to select the Switch P Addr option.

The current |P addressis displayed. As a precaution, you are not allowed
to change the current | P address. You must select the “ next | P address’ and
reset the BayStack 281xx switch before the “next” IP addressis
implemented.

Pressthe bottom key to display the Next | P Addr option.
Pressthe middle key to choosethe Next | P Addr option.

The next IP address is displayed with the cursor below the first character
of the address.

Press one of the following keys, depending on the result you want:

» Middle key again, if you want to clear al the characters of the
displayed |P address.

» Top key to move the cursor to the right, if you want to modify the
current | P address.

Pressthetop key to movethe cursor under the character you want to
change. (Pressthe bottom key to move the cursor to the left.)

Pressthe middle key to select the character above the cursor.

The cursor stops blinking under the selected character.
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Aborting a Procedure

10.

11.

12.
13.

14.

15.
16.
17.
18.

Using the Front Panel Display and Keypad

Pressthetop or bottom key until the character you want is displayed.

NOTE: If you were modifying a value that uses special or alphabetic
characters, you could press the top and middle keys at the same time to
select a new character set (integers 0-9, upper- and lowercase al phabet,
or special ASCII characters).

When the appropriate character isdisplayed, pressthe middle key to
select that character.

The cursor begins to blink again under the selected character.
Repeat steps 8 through 11 to change additional char acters.

When you are finished modifying the | P address and want to save the
new address, pressthe middle and bottom keys at the same time.

A confirmation message is displayed.
Select the Save option using the top or bottom key.

The Modify |P address option is displayed. The new IP addressis not used
until the BayStack 281xx switch is reset.

Pressthetop or bottom key to moveto the Exit | P Submenu option.
Pressthe middle key to choose the displayed option.
Pressall three keys at the same timeto exit the front panel display.

Reset the BayStack 281xx switch by pressing thereset button on the
front panel with a pointed, nonconductivetool.

To abort a procedure at any time, follow these steps:

1

Pressthetop and bottom keys at the sametime.

The front panel display shows SAVE or [ABORT]. The default valueisin
brackets.

Pressthe bottom or top key to select an option, and pressthe middle
key to perform thisaction.

The previous menu is displayed.

893-00965-A
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Appendix A Technical Specifications

This appendix provides the technical specifications and connector pin-outs for
the BayStack 281xx switches.

Data Rate
Attachment ports (2): 10 or 100 Mb/s for BayStack 28115/ADV

100 Mb/s for BayStack 28104/ADV

Interface

Attachment ports (16): 100BASE-TX /10BASE-T R}45 connections
(MDI-X) for BayStack 28115/ADV switch

(8): 100 BASE-FX SC connections for
BayStack 28104/ADV switch

Service port: RJ45
Expansion ports (2):  50-pin connector

Power Requirements
Two distinct voltage

ranges: 110 VAC with range of 90 VAC to 132 VAC, + 5%
220 VAC with range of 180 VAC to 250 VAC, + 5%
Thermal rating: 660 BTU/hr
Physical Specifications
Dimensions: (H) 4.15 by (W) 17.21 by (D) 17.98in.
(H) 10.5 by (W) 43.7 by (D) 45.7 cm
Weight: 26 1bs (11.7 k)
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Environmental Specifications
Operating temperature: 5°t0 40° C, RH of 5% to 85%

Operating humidity: 85% maximum relative humidity, noncondensing
Operating altitude: 10,000 ft. (3,048 m), 40° C maximum

Storage temperature: -25°t0 70° C

Storage humidity: 95% maximum relative humidity, noncondensing
Free fall/drop: SO 4180-2, NTSA 1A

Vibration: IEC 68-2-6/34

Shock/bump: IEC 68-2-27/29

Electromagnetic Emissions

Meetsrequirementsof:  EN 55 022 (CISPR 22, 1985), Class B
FCC Part 15, Subpart B, ClassA
VCCI Class1ITE (CISPR 22 A limits)

Electromagnetic Susceptibility
Electrostatic discharge (ESD): 1EC 801-2, 4KV contact, 8KV air

Radiated electromagnetic field: IEC 801-3, 3v/m
Electrical fast transient/burst:  1EC 801-4, 1KV AC line, 0.5 KV signal line

Electrical surge: IEC 801-5, 0.5KV differentid
1KV on AC power line

Ventilation Requirements
Pull air in from the front, exhaust air out the back

Clearance: 2 inches all around, 5 inches in back

Safety Agency Approvals
UL-listed (UL 1950 with D3 deviations)

CSA-certified (CSA 22.2 #950 with D3 deviations)
IEC 950/EN 60 950 (TUV)

UL-94-V1 flammability requirements for all PC boards
TUV-licensed (EN 60 950)

A-2
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Connector Pin-out Information

This section provides the pin-out information for the attachment and service
port connectors for the BayStack 281xx switches.

Attachment Port

The RJ-45 port connectors used for each attachment port of the BayStack
28115/ADV switch have the pin assignmentslisted in

Table A-1. RJ-45 UTP connector pin assignments

Pin assignments

Signal description

1

3165.1

o N o O b~ W N

RD + (Receive from UTP wire)
RD - (Receive from UTP wire)
TD + (Transmit to UTP wire)
Reserved

Reserved

TD - (Transmit to UTP wire)
Reserved

Reserved

Service Port

The service port is an RJ-45 connector with the pin assignments listed in

Table A-2. Service port connector pin assignments

Pin assignments

Signal description

1

3165.1

0o N o o b W N

Clear to send (in)

Data set ready (in)
Received data (in)
Ground

Ground

Transmit data (out)

Data terminal ready (out)

Request to send (out)
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Technical Specifications

Console Cable

listsatypical pin-to-pin assignment for the (DB-9 to RJ-45) console
cable used to connect a service port terminal to the BayStack 281xx switch.

Table A-3. Console cable pin assignments

Signal RJ-45 pin  DB-9 pin Signal
number number

Rxd 3 3 TxD

Gnd 5 5 Gnd

Txd 6 2 RxD

shows the pin assignment for the console cable as described in

6]15]3 Pin numbers 5 3|2
00000
U O \oooof O
RJ-45 connector DB-9 connector

5217

FigureA-1. DB-9to RJ-45 pin assignment graphical view

When aframe travels between a 10 Mb/s port and a 100 Mb/s port, it must be
buffered to avoid an underflow condition. This store-and-forward process
causes avery small amount of latency. For example, as a packet travels from

a 10 Mb/s segment to a 100 Mb/s segment, it takes 1.1 times the normal
transmission time to get from the source to the destination. For example,

alK frame would take 880 pisec to reach the end station compared to 800 pisec
for normal Ethernet, assuming no collisions occur. The 2 Gb/sinternal switch
fabric typically does not present a bottleneck.
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Declaration of Conformity

Thefollowing Declaration of Conformity for the BayStack 281xx Fast Ethernet

Switch complies with ISO/IEC Guide 22 and EN 45014. The declaration

identifies the product, the Bay Networks name and address, and the applicable

specifications that are recognized in the European community.

Declaration of Conformity to Type

ion of Council Directives) _EMC Directive 89/336/EEC, Low Voltage Directive 73/23/EEC

Manufacturer’s Name: Bay Networks, Inc.

Manufacturer's Address: 4401 Great America Parkway

nta Clara, CA_95052-8§185 USA

declares, that the product,

Product Name: _BayStack Fast Ethemet Switch

S/N Range:

Model Number: _281XX

Product Options: 28104/ADV, 28115/ADV, 28115R

conforms to the following Standards:

Satory:_ENB0950

emc._ EN50081-1 EN55022 (CISPR 22, Class B)
EN50082-1 |EC 801-2:1984 |EC 801-3:1984 |EC 801-4:1988

The following Common Technical Regulations and/or normative documents: {or the relevant Standards where National Approvals apply)

‘The type as described in EC Type-Examination CertificateNumber _____, and (or BABT Approval Number, as applicable)

1 the undersigned, hereby declace that the equipment specified above conforms to the aboye Dirgetive(s) and Standard(s).
Puce; Santa Clara, California, USA };’Z’k M
ipnatire) N

(Siy )
pae: 29 July, 1996 John Lockwood

" (osiion)

Principal EMG Engineer
% Bay Networks c €

QAF-132-C

893-00965-A

A-5






Index

Numerics

100BASE-T standard, cable distance 1-4
10BASE-T cable 1-5

200 Mb/s port 1-2, 2-39

400 Mb/s datarate 1-2, 2-39
62.5/125um multimode fiber cable 3-20

A

address learning
across trunk links 2-4
broadcast 2-4
global 2-34
loca 2-34
address tables
considerations 2-10
duplicate MAC addresses 2-24
in multiple switches on same network 2-13
insingle switch 2-11
limitations 2-10
static entries 2-33
attachment port
100 Mb/s full-duplex 4-9
configuration options 1-5
configuring redundant trunk links 2-41
connecting switches 3-21
description 1-5
LEDs 1-7
auto mode (port configuration), description 2-16

B

bandwidth 1-1

Bay Networks Press Xxvi

BayStack 28104/ADV switch 1-2
BayStack 28115/ADV switch 1-2
BayStack 281xx switch, restrictions 2-33
boot image version, selecting 4-31

boot load mode, default setting 4-2

Boot Mode Parameters menu 4-32
boot parameters
default settings 4-2
menu 4-24
modifying 4-24
Boot Parameters menu 4-24
boot router 4-26
boot router |P address, default setting 4-2
boot server, planning software upgrades 2-45
bridging software 2-33
broadcast domain 2-33
broadcast frames
routers 2-10
virtual LANs 2-33

C

cable

10BASE-T 1-5

cascade 1-4, 2-39

fiber 3-20

guide 3-5

multimode fiber optic 1-4

options 2-6

power 3-6

transceiver 1-4, 3-19, 3-20, 3-21
cascade cable 1-4, 2-39
Category 5 UTP, crossover cable 3-19, 3-21
collision/congestion 1-7
community boundary 4-16
community strings 4-27
CompuServe Xvii
configuration

guidelines 4-3

parameters 1-8, 4-2

SNMP parameters 4-28

unsupported 2-35

893-00965-A

Index-1



Index

connector
10BASE-T port A-3
RJ}45 UTP A-3
CSMA/CD 1-4,1-7
customer support Xvi

D

datarate A-1
Declaration of Conformity A-5
default configuration parameters 4-1
default gateway 4-3, 4-12
default system parameters 4-2
downloading
boot image file 4-30
software from boot server 2-45
software from network management station
2-45
DRAM 4-9
duplex mode
full 1-2
modifying 4-22

E

edge switch 2-28

electromagnetic emissions A-2
electromagnetic field (RFI) 3-1
electromagnetic susceptibility A-2
environmental requirements A-2
environmental specifications A-2
EPROM 4-9

expansion port
configuration options 1-4
configuring redundant trunk links 2-41
connecting switches
from attachment port to expansion port
321
using fiber transceivers 3-20
using UTP transceivers 3-19
description 1-2
displaying configuration option 4-9
duplex configurations 4-2
duplex operation 1-4
LEDs 1-7

F

factory settings, auto mode 2-15
feeder mode (port configuration), description
2-16
feeder port priority assignment 2-17
feeder ports 4-9
flash memory 4-9
flow control
description 2-9
switch, enabling and disabling 4-20
frame switching 1-1
front panel display
aborting procedure 4-39
configuring minimum system parameters
4-3
menu map 4-36
start up messages 4-34
full-duplex mode
connecting switches at 200 Mb/s 2-39
feature 1-2
operation 1-7, 2-8
ports operating at 100 Mb/s 4-14

Index-2

893-00965-A



G

global address|earning
between switches 2-13
definition 2-34
grounding BayStack 281xx switch 3-3

H

half-duplex mode 1-4
hardware
features 1-2
reset 1-8

|EEE 802.3 standard 1-5, 2-6
image file, downloading 4-30
image load mode 4-26

image, scheduling reboot 4-32
InNfoFACTS Xxvii

Index

topology reconfiguration process 2-13
trunk link
definition 2-15
detection process 2-15
duplicate MAC address environment
2-24
MAC address maximum 2-26
LEDs
collision/congestion 1-7
expansion port 1-7
high speed 1-7
lighting after switch start-up 3-6
link status 1-7, 3-16
partition 1-7
Link Integrity Test Pulse 1-7
link speed 2-7
link status 1-7, 3-16
local address learning, definition 2-34

installation M
procedures 3-3 main menu 4-6
requirements 3-1 master switch
tabletop or shelf 3-3 as community boundary 4-16
_ L]:t”lty rack 3': L identifying 4-7
interface options A- ioritv 4-9. 4-
P address 4-3, 4-12, 4-26, 4-38 MDf)_r;(Oq_y54 %A1
L MDI-X port 1-5
memory
L attisSpan DRAM 4-9
address learning process 2-34 EPROM 4-9
feeder link, definition 2-16 Flash 4-9
filtering packets in bridged networks 2-33 NVRAM 4-9
forced feeder detection process 2-16 menus
local learning 2-34 commands 4-7
multicast packets help display 4-7
addresses to discard or block 2-5, 2-34 maps 4-36
filtering requirements 2-33 Reset System 4-29
no filtering requirements 2-35 Switch Port Flow Control 4-21
protocol 2-5 microsegmentation 2-1, 2-2
terminology 2-5 Model 514 transceiver 1-5, 3-14, 3-20
893-00965-A Index-3



Index

Model 515 transceiver 1-5, 3-14, 3-19, 3-21

modes
auto 2-16
feeder 2-16
modifying
attachment port speed 4-18
boot parameters 4-24
duplex mode 4-18
expansion port duplex mode 4-22
switch port flow control 4-20
switch port type 4-17
mounting brackets 3-4
multicast frames 2-33
multicast MAC address 2-5
multimode fiber optic cable 1-4

N

NVRAM 4-9, 4-23

O

operating temperature 3-1
Optivity network management software
advanced configuration 1-4
configuring parameters 4-13
switch communication with network
management station 3-1, 4-3
virtual networking 2-3
Optivity network managment software
switch communication with network
management station 3-13

P

package contents 3-2
parameters

boot 4-24

SNMP 4-27
partition 1-7
physical dimensions A-1

port
attachment 1-5
configurations
auto mode 2-16
feeder mode 2-16
duplex mode 4-18, 4-22
expansion 1-4, 3-19
service 1-3
speed 4-18, 4-22
power cable 3-6
power requirements A-1
priority feeder ports 2-17
product features 1-1, 1-2
publications, ordering Xvi

R

rack mounting 3-3
redundant links
configuration 2-42

determining active and standby links 2-42

feeder links 2-18
network fault tolerance 1-2

paths between end stations 2-44

support for 2-41
requirements
installation 3-1
operating temperature 3-1
power A-1
ventilation 3-1, A-2
reset button 1-8
Reset System menu
download image 4-30
menu display 4-13
reset system 4-29
resetting the system 4-28

restrictions, to switches in bridged and routed

networks 2-33
RJ-45 connector
pin assignments A-3

Index-4

893-00965-A



RJ-45 connector pin assignments 1-5, A-3
router-based microsegmentation 2-2
routers

in broadcast domain 2-33

with bridging software enabled 2-33

S

safety agency approvals A-2
segment length 2-6
self-test messages 3-6
service port
description 1-3
menu map 4-4
startup messages 4-5
termina 3-14
single broadcast domain 2-2
SNMP community strings 4-3, 4-27
SNMP parameters 4-27
software upgrades, planning 2-45
standby feeder ports 2-16
startup diagnostics 1-8
subnet mask 4-3, 4-12
switch
address tables and limitations 2-10
address tables in multiple hubs 2-13
addresstablesin singlehub 2-11
between any two end stations 2-43
cable options 2-6
connections

attachment port to attachment port 3-22
attachment port to expansion port 3-20

factory setting 2-4
flow control feature 2-9
front panel display
Boot Mode Parameters Menu 4-32
Switch Parameters Menu 4-32
front panel keypad 4-32
functions 4-33
location 1-8
full-duplex mode 2-8

Index

link speed 2-7

operation 2-6

seven-switch limit between
end stations 2-43

switch community

definition 2-5

interconnecting communities with feeder
links 2-28

maximum number of addresses 2-26

maximum number of interconnected
switches 2-14, 2-43

Switch Parameters menu

front panel display 4-32
options 4-14

Switch Port Flow Control menu 4-21
system

boot and initialization messages 4-34
configuration and operation messages 4-35
load cycle messages 4-35

message 4-5

minimum parameters 4-3

reset 4-28

switch parameters 4-11

System Information screen 4-8

T

technical specifications A-1
technical support Xxvi
TFTP load server IP address

default setting 4-2
displaying and modifying 4-23

TFTP retry count

default setting 4-2

TFTP software, planning software
upgrades 2-45
transceiver

cable 1-4, 3-19, 3-20, 3-21
connecting switches 2-39, 3-19

tree topology 2-30

893-00965-A

Index-5



Index

trunk links

redundant configuration 2-41
using attachment ports 2-40
using expansion ports 2-39

trunk port 2-16, 4-9

U

unicast frame 2-4
unsupported configurations

exceeding MAC address limits 2-35
loop of switch communities 2-31
repeater between two switches 2-35

utility rack 3-3
UTPtransceiver 3-19

V

ventilation requirements 3-1, A-2
virtual LAN

BayStack 281xx switch factory setting 2-4

broadcast domain 2-2

broadcast frames 2-33

displaying information screen 4-10

learning scenarios 2-4

maximum addresses for 2-11

maximum allowed in one hub 2-12

maximum number 2-3

memory and MAC addresses 2-11

multicast frames 2-33

multiple VLANs 2-12

multiple VLANs with singlehub 2-11

segmenting network 2-2

switch communities 2-14

using Optivity 1-2

using separate feeder links to interconnect
switches 2-25

virtual networking
defined 2-2
illustration 2-3
overview 2-1
segmentation 2-2
VT100 3-15

W

World Wide Web Xxviii

Index-6

893-00965-A



	Using the BayStack 281xx Fast Ethernet Switch
	Contents
	Figures
	Tables
	Purpose
	Audience
	Conventions
	Special Message Format
	Use of Enter, Type, and Press
	Other Conventions

	Related Publications
	Ordering Bay Networks Publications
	Customer Support
	CompuServe
	InfoFACTS
	World Wide Web
	How To Get Help
	Express Technical Support from the North America T...



	Preface
	Chapter 1 Overview of the BayStack 281xx Chapter 1...
	Features
	BayStack 281xx Switch Components
	1��Service Port
	2��Expansion Ports
	3��Attachment Ports
	4��LEDs
	Attachment Port LEDs
	Expansion Port LEDs

	5 & 6��Front Panel Display and Keypad
	7��Reset Button
	Rear Panel Components


	Chapter 2 Planning a Switched Network
	Virtual Networking Overview
	Virtual Network Segmentation
	Virtual Networking with the BayStack 281xx Switch

	LattisSpan Protocol
	LattisSpan Terminology

	BayStack 281xx Switch Operation
	Cable Options
	Link Speeds
	Detecting a One-Way Link Transmission State
	Full-duplex Operation
	Flow Control
	Address Tables and Considerations
	Address Tables in a Single BayStack 281xx Switch
	Address Tables in Multiple BayStack 281xx Switches...
	Using Virtual LANs in BayStack 281xx Switch Commun...

	Configurable Port Types
	The Difference Between LattisSpan Trunk and Feeder...
	Auto Mode
	Feeder Mode
	Feeder Port Priority Assignment
	Redundant Feeder Link Configurations


	Multiple Switch Operation in a Duplicate MAC Addre...
	Connecting Switch Communities with Feeder Links in...


	Restrictions to BayStack 281xx Switches in Bridged...
	Filtering LattisSpan Packets in Bridged Networks
	Unsupported Configurations


	Connecting BayStack 281xx Switches to Shared-media...
	Shared-media Hub Restrictions

	Connecting BayStack 281xx Switches
	Creating Trunk Links Using Expansion Ports
	Creating Trunk Links Using Attachment Ports
	Address Learning Across Trunk Links
	Configuring Redundant Trunk Links
	Seven-switch Limit Between End Stations

	Planning for BayStack 281xx Switch Software Upgrad...
	Downloading Software from a Network Management Sta...
	Downloading Software from a Boot Server


	Chapter 3 Installing the BayStack 281xx Switch
	Installation Requirements
	Package Contents
	Installation Procedures
	Installing the BayStack 281xx Switch on a Tabletop...
	Installing the BayStack 281xx Switch in a Rack
	Connecting a BayStack 281xx Switch to a Model RPSU...
	Powering Off the Baystack281xx Switch when Connect...


	After Installing the Hardware
	Attaching Devices to the Baystack 281xx Switch
	Connecting a Service Port Terminal
	Connecting Individual Workstations, Servers, or Et...
	Connecting a Fast Ethernet Transceiver
	Connecting Switches from Expansion Port to Expansi...
	Connecting Switches Using Two Model 515 Transceive...
	Connecting Switches Using Two Model 514 Transceive...

	Connecting Switches from Attachment Port to Expans...
	Connecting Switches from Attachment Port to Attach...


	Chapter 4 Configuring the BayStack 281xx Switch
	Default Configuration Parameters
	Minimum System Parameters
	Using the Service Port Menus
	Service Port Menu Overview
	Service Port Menu Map
	Service Port Startup Messages
	Displaying the Main Menu
	Menu Header Information
	Menu Commands
	Menu Help Display

	Displaying System Information
	Displaying Local Virtual LAN Information


	Configuring Basic System Parameters
	Modifying the Master Switch Priority
	Modifying Switch Port Type
	Modifying the Attachment Port Speed and Duplex Mod...
	Modifying Switch Port Flow Control
	Modifying the Expansion Port Speed and Duplex Mode...
	Modifying Boot Parameters
	Configuring SNMP Parameters
	Resetting the Baystack 281xx Switch
	Downloading Boot Image File

	Selecting Boot Image Version
	Scheduling Image Reboot
	Canceling Scheduled Reboot

	Using the Front Panel Display and Keypad
	Keypad Functions
	Front Panel Display Startup Messages
	One-Way Link Detection Message
	Menu Maps
	IP Address Input Example
	Aborting a Procedure



	Appendix A Technical Specifications
	General Specifications
	Connector Pin-out Information
	Switch Latency Information
	Declaration of Conformity


